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Introduction

he dystopian world portrayed in George Orwells 1984
Thas long been regarded as the stuff of science fiction.
But the Chinese government, with its aggressive adoption of the
world’s most advanced surveillance technologies, seems to be
turning science fiction into reality. In a 2017 test of the potency of
China’s high-tech surveillance capabilities, BBC reporter John
Sudworth challenged the police to find him while he walked the
streets of Guiyang, a city of § million in Guizhou province. Armed
with a photo of Sudworth, a local network of surveillance cameras,
and facial-recognition technology, the police needed just seven
minutes to locate him wandering the metropolis.’

Guiyang is like all Chinese cities, regardless of size: equipped
with sophisticated technologies that sense and scan ordinary
people, automatically capturing key identifying information that
then populates and can be checked against police databases. Ac-
cording to a New York Times investigation published in late 2019,
this omnipresent surveillance state can “help the police grab the

identities of people as they walk down the street, find out who
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they are meeting with, and identify who does and doesn’t belong
to the Communist Party.”>

Yet the fear and loss of privacy experienced by the average Chi-
nese person are as nothing compared to the intrusions and humili-
ations suftered by members of the Uighur minority in the Xinjiang
Uighur Autonomous Region. A Wall Street Journal reporter who
traveled to the region in 2017 observed, “Security checkpoints
with identification scanners guard the train station and roads in and
out of town. Facial scanners track comings and goings at hotels,
shopping malls and banks. Police use hand-held devices to search
smartphones for encrypted chat apps, politically charged videos
and other suspect content. To fill up with gas, drivers must first
swipe their ID cards and stare into a camera.”’

The power and reach of the Chinese surveillance state were on
full display during the COVID-19 pandemic. To enforce its strict
zero-COVID policy, the government used phone tracking, secret
algorithms, and big data to ascertain ordinary people’s health status
and travel history and determine whether they would be allowed
in public places or subject to quarantine. After spontaneous anti-
lockdown protests broke out at the end of November 2022, police
deployed the COVID-detection scheme to identify protesters who
wore masks and eye goggles to thwart surveillance cameras and
facial recognition—technologies that remained helpful in identi-
fying protesters who went without similar precautions.*

The ruling Chinese Communist Party (CCP) does not seem to
be satistied with its surveillance power, however formidable it may
appear to outsiders. It has announced an ambitious “social credit
system” that could enable officials to assess an individual’s political
loyalty and to predict their intentions on the basis of data con-

cerning their social and economic activities. The prospect of a
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“mother of all surveillance states” is so alarming that George Soros,
the famed investor and open-society champion, warned of a
scheme to “subordinate the fate of the individual to the interests of
the one-party state in ways unprecedented in history.”s

These accounts and cautions call our attention to the emer-
gence in China of a technologically sophisticated surveillance
system, but the public focus on the latest tools overlooks what
might be more critical: the low-tech, labor-intensive approaches
that lie at the foundation of the Chinese surveillance state. Over
the course of decades, the Chinese party-state carefully assembled
human resources and organizational architectures into which these
technological factors have only recently been introduced. Indeed,
the historical influences on the Chinese surveillance state date back
a thousand years. It is my contention that the CCP’ analog sur-
veillance state, which has been under development since the Maoist
era and became a focus of massive investment after the crushing of
the Tiananmen pro-democracy movement in 1989, has been the
key to the survival of the world’s most powerful one-party dicta-
torship. Amid economic growth that, theoretically, should have
facilitated liberalization or even democratization, the party-state
has endured because it possesses the most capable surveillance in-
frastructure ever known.

The eye-catching technologies that the CCP has embraced with
such enthusiasm are effective in no small part because they are de-
ployed by the agents of security bureaucracies that are generously
funded, well-organized, and carefully designed to deter and con-
tain political threats to the party-state without themselves be-
coming threats to that state. This study aims to provide a compre-
hensive analysis of the evolution, organization, operation, and

technological upgrading of China’s surveillance state, to better
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understand both how dictatorships can endure and why other au-
thoritarian regimes have faltered—sometimes at the hands of their
own security apparatus—while the CCP thrived. By going back to
the origins of modern Chinese surveillance architecture and ob-
serving how low-tech methods continue to function alongside
new systems, we can better grasp how the CCP has successfully
guarded its monopoly on power in spite of the revolutionary so-
cial and economic transformations of the post-Mao and post-

Tiananmen eras.

The Study of State Surveillance in China

State coercion in China is a matter of considerable scholarly in-
terest. Researchers have much to say about Chinese policing, in
particular recent changes in the structure, resources, and tactics of
the public-security apparatus as it seeks to enforce law and combat
crime.® Scholars have also noted the priority given to security in
the post-Tiananmen era. Since Tiananmen, officials in the public-
security apparatus have gained elevated political status, and funding
for domestic security has greatly increased.” Researchers describe
the persecution of ethnic minorities and religious groups; viola-
tions of human rights; suppression of dissent; and “stability main-
tenance” (weiwen).

Observers have also detailed an increasingly sophisticated menu of
repressive tactics, including censorship of the internet generally and
social media specifically, preemptive suppression of political activities
during periods around sensitive anniversaries, the deployment of
relatives and hired thugs to coerce citizens into ceding property
rights or ceasing protest activities, the use of informants, infiltration

of small villages by government agents, and the use of state welfare
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provision to keep tabs on ordinary Chinese.” Some of this research
connects with China’s adoption of advanced technology—the hot
topic, popularized by journalists but also of great concern to scholars
who have studied the matter in greater depth.™

With the possible exception of some flimsy journalism that gives
excessive attention to technology, these studies have all been useful in
advancing our understanding of the Chinese security state’s tactics.
But most leave aside the nature of the security state itselt—its struc-
ture and organization. That there is a Chinese state security apparatus
is taken for granted; the question is not what this apparatus is or how
it works but what its effects are. Moreover, detailed research on spe-
cific instruments of repression may—perfectly understandably—have
little to say about why the CCP is so heavily invested in domestic
spying and social control.”

This book, informed by my own research and that of other
scholars, tries to answer some of the more basic questions about
China’s surveillance state. Most importantly, I trace the evolution
of the surveillance state and map its basic architecture. I offer in-
depth investigations of the most critical components of China’s
surveillance state: the CCP’s political-legal apparatus, which super-
vises and coordinates domestic security; the units in the coercive
apparatus explicitly tasked with domestic spying; the network of
informers; the main mass surveillance programs; and the most
prevalent surveillance tactics.

Collectively, these structures and methods constitute the Chi-
nese way of preventive repression. This concept will be central to the
work ahead. Preventive repression is among the autocrat’s most
powerful weapons. The idea is simple: stymie the opposition be-
fore it can act. Preventive repression is not propaganda or ideo-

logical indoctrination; these aim to prevent the formation of an
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opposition in the first place. It is not just a matter of bribing po-
tential enemies, either. And preventive repression is certainly not
state violence in the form of arrests, beatings, imprisonment, and
even the killing of dissidents. These are reactive techniques. Pre-
ventive repression, in contrast, reflects an understanding that the
regime 1s best protected without eye-catching acts of violence. It
subtly erects obstacles to opposition plans and in particular to col-
lective action by those who would challenge and undermine the
regime.

There are two reasons why China’s contemporary surveillance
state has so far escaped comprehensive examination. First, the party
did not begin to expand, strengthen, and modernize its surveil-
lance state until after the Tiananmen crisis in 1989, and a fully
modernized surveillance state probably did not emerge until the
end of the 2000s. As a result, there has not been much time to look
back on the contemporary Chinese surveillance state and take
stock of its development. Second, and more importantly, much of
the information needed in order to understand the large-scale or-
ganization and operations of the surveillance state is not publicly
available. One way around this obstacle would be to interview se-
curity agents in the field. But researchers have no easy access to
such people and others with inside knowledge of the system.

Logistical challenges aside, an investigation that can pierce the veil
of secrecy, shedding light on the surveillance state’s structure, opera-
tion, and weaknesses, is of enormous value. Theoretically, such a
study could contribute to the literature on the survival of authori-
tarian regimes in general, and on the relationship between regime
type and durability in particular. As a case study, China’s experience
can illuminate how the institutions of a Leninist state equip its coer-

cive apparatus with superior repressive and surveillance capabilities.
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The Chinese case also adds nuance to thinking about the relation-
ship between modernization and democratization. While wealthier
societies tend to be more democratic, some dictatorships, most
prominently China, are able to maintain their power despite sus-
tained rapid economic growth. One likely explanation is that rapid
growth increases the value of political monopoly, thus making these
regimes even more determined to remain in power. At the same
time, abundant revenue and access to advanced technologies enable
these regimes to expand and upgrade their capacity to neutralize
opposition.

Above all, this is an empirical study, providing careful and detailed
description of the organization and operation of China’s surveillance
state. This descriptive project can help us reach our primary objec-
tive: to understand how the CCP has maintained its grip on power
in spite of the massive socioeconomic changes China has experi-

enced since the early 1990s.

Repression and the Survival of Dictatorships

All dictatorships, from patrimonial regimes, family dynasties, and
military juntas to totalitarian, communist one-party states, depend
on political repression to remain in power.'* This is no easy task.
Dictators face two major challenges when relying on violence
or threats of violence to deter and suppress opposition forces. The
first is to fine-tune the amount of repression deployed. On the one
hand, a dictatorship must repress its citizens: insufficient repression
is unlikely to deter groups seeking to undermine its rule, thus im-
periling its survival. On the other hand, excessive repression can
incur severe reputational costs and international sanctions, while

radicalizing opposition forces and precipitating violent backlash
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against ruling elites.”? Excessive repression can make a dictator
more insecure by alienating followers, whose fear for their own
security may be an incentive to disloyalty.’* Dictatorships deploying
excessive repression tend to suppress economic growth, perhaps
because repression often weakens property-rights protection and
restricts economic freedom.’” The political instability that exces-
sive repression can trigger—backlash and even civil war—also de-

% Over an extended period of time, lack of growth

presses growth.
will cut into regime revenues, reducing the dictator’s ability to buy
support and fund the state’s coercive apparatus, weakening the re-
gime’s hold on power. Solving the first dilemma of repression
means discerning just how much repression is the right amount to
shut down opposition without nourishing one’s enemies.

The second challenge follows from the first. Repression—
whether it is excessive or finely tuned—comes at the hand of state
agents, usually quite a few of them. A dictator relying on repres-
sion typically must build and maintain a sizable coercive apparatus.
But herein lies the “coercive dilemma,” as it is known: the same
apparatus that protects the ruler from popular uprisings may have
the power to overthrow him."” Between 1950 and 2012, one-third
of dictators removed from power were toppled by insider-led
coups.”™ To counter this danger, dictators resort to coup-proofing
tactics such as fostering rivalry among security forces. And by fa-
voring one branch of the coercive apparatus over another—say, the
secret police as opposed to the military—the dictator can prevent
concentrations of power forming below him. But counterbal-
ancing has costs. It can encourage disloyalty and degrade the ef-
fectiveness of targeted institutions. In addition, politicized security
agencies may use excessive violence, provoking the first challenge

discussed above."



Introduction 9

These problems are not insurmountable, but addressing them
effectively is not simple. Usually a range of policies is needed, thus
the most sophisticated and successful dictatorships—those that sur-
vive longest and rule in the most stable political environments—
tend to have a diverse set of tools for maintaining power.?® A dicta-
torship might promote economic growth and deliver a rising
standard of living, using its performance on bread-and-butter issues
to legitimize itself in the eyes of the public.’ Using propaganda,
education systems, and other means, dictatorships manipulate na-
tionalist sentiment and public opinion generally in order to shore

22

up popular support.* A regime may coopt selected social elites—
business leaders, religious organizations, the intelligentsia, labor
union bosses—by sharing its spoils; these elites then use their influ-
ence to broaden support for the regime.?? Dictatorships skilled in
practicing sham elections can add a veneer of democratic legitimacy
to their claim to rule.?* Such efforts come alongside repression, so
that the latter is just one of the tools for retaining power, albeit an
extremely important one.

Another further solution to coercive dilemma is to reduce the
costs of repression by making it more efficient. A more efficient re-
pressive apparatus does more for less: it maintains the rule of fear ef-
fectively without excessive violence and without augmenting the
coercive apparatus to the point where it becomes a danger to the
regime. In practice, the most efficient repression is preventive rather
than reactive. Especially useful on this front is a highly organized and
capable surveillance state that targets segments of the population
most likely to lead or engage in antiregime activities, identifying and
neutralizing opposition before it turns into collective action.?

Regimes that fail to maintain effective surveillance of opponents

must resort to more costly measures: large-scale, long-duration
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imprisonment; torture, assassinations. These regimes may also be
compelled to restrict basic freedoms and to stanch the flow of in-
formation so completely that markets become dysfunctional. Such
overt and violent repression tends to inflame the opposition, which
is precisely what the dictator does not want. In the worst case, a
dictatorship with deficient capacity for preventive repression faces
potentially dire consequences.*® Massive street protests, such as
those during the Arab Spring in 20102011 and the “color revolu-
tions” in Georgia (2003), Ukraine (2004), and Kyrgyzstan (2005),

can eject dictatorships.

Surveillance in Dictatorships

A dictatorship capable of organizing effective surveillance, such as
that in East Germany (GDR) before the fall of the Berlin Wall and
in China in the post-Tiananmen years, has the means to prevent
and preempt organized opposition and collective action. At a min-
imum, surveillance allows the regime to gain timely and valuable
intelligence about the activities and intentions of its opponents and
to then take measures—such as issuing warnings and detaining key
dissidents—to disrupt their plans. Another important function of
surveillance lies in fostering restraint: simply knowing that secret
police and their informants may be watching can lead one to cur-
tail one’s antiregime activities or take costly measures to evade au-
thorities. Under certain circumstances, the understanding that one
is or could be under surveillance may lead the opposition to
abandon their efforts.

Besides prevention, effective surveillance produces spillover ef-
fects that further impede collective action on the part of the op-

position. One of the key spillover effects is to induce in opponents
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a sense of fear and distrust. Consider that all dictatorships employ
spies and informants recruited from close associates—mostly col-
leagues and neighbors—of known or suspected opponents. These
agents keep the secret police informed, but their value exceeds
these direct contributions. The possibility of infiltration also breeds
suspicion among opponents, who worry that their associates are
working for the dictator. The resulting distrust, even paranoia,
renders collective action more difficult because dissidents do not
know whom to trust with their plans. In a society with a large
number of informants, recruiting dissidents 1s difficult because in-
dividuals approached for participation in politically sensitive activi-
ties are naturally fearful of entrapment and will be reluctant to
commit. Thus informants not only provide intelligence, they also,
by virtue of their mere presence or even potential presence, pre-
vent the opposition from forming, expanding, and organizing.

Dictatorships of all stripes typically entrust the preventive re-
pression of domestic opposition to a specialized bureaucracy—
usually the secret police, who conduct surveillance by monitoring
communications and mobilizing informants.>” It is easy to under-
stand the rationale behind tasking the secret police with surveillance.
As surveillance is typically covert, the bureaucracy implementing
this task must be shrouded in secrecy. Additionally, because most
surveillance activities require specialized skills—such as running in-
formants, infiltrating opposition groups, and operating sophisticated
eavesdropping equipment—the regular police may not be up to the
task. The secret police, then, will tend to vet their recruits more
rigorously than regular police do and will enjoy a more elite status
and greater trust from the ruler.

While secret police can be highly effective, granting them ex-

clusive responsibility for surveillance also carries significant risks.
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Their elite status and power can easily result in corruption. A pow-
erful domestic spying agency can become a state within a state,
with its own bureaucratic interests and an agenda that may diverge
from that of the ruler. When ambitious spy chiefs control the se-
cret police for an extended period of time, they often turn the se-
cret police into their own personal fiefdoms and threaten the
power of their political masters.?®

Another serious drawback of employing of secret police is the
cost. Since nearly all dictatorships rule low-to-middle-income
countries, they can hardly afford to employ a large secret police
force. For example, the State Intelligence and Security Organiza-
tion (SAVAK) under the shah of Iran had only 5,300 employees
and §5,000 informants in the 1970s, when Iran had a population of
33 million. That is one SAVAK employee for every 6,200 people
and one informant for every 550 people. By comparison, the elite
police agency of the United States, the Federal Bureau of Investi-
gation, has only about 35,000 employees, one for every 950,000 or
so Americans. The Direccion de inteligencia nacional, the secret
police under Chile’s military dictatorship, reportedly had only
2,000 operatives for a population of well over 10 million.? In the
former Soviet Union, the ratio of KGB officers to the population
was estimated to be one per every 595 people. The equivalent ratio
was one per every 1,553 in Romania, one per every 867 in Czecho-
slovakia, and one per every 1,574 in Poland. East Germany was the
exception that proves the rule. Its Ministry of State Security (MfS,
or Stasi) had 91,015 full-time agents in 1989, one agent per every
165 people.’ In addition, the Stasi had 189,000 informants at the
time of the fall of the Berlin Wall, or more than one in every 100
people. In total there were about 600,000 Stasi informants over the

course of East Germany’s existence as a state.’’ In most low- or
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middle-income countries, the resources required for keeping a se-
cret police apparatus as large as the Stasi would be unthinkable. In
the case of China, employing one secret police agent for every 165
people would require 8.5 million secret police officers—more than
four times the size of its ordinary police force, per a 2010 statement
from the minister of public security.??

The alternative is to recruit a large number of informants, but
this approach has its own limitations. Although informants can ex-
pand the intelligence capabilities of the secret police at less cost
than hiring and training secret agents, financial and operational
constraints do cap the number of informants that can be produc-
tively employed. Unless ideologically or politically motivated, most
informants must be paid; for instance, informants in Iraq under
Saddam Hussein received a monthly stipend.?? East Germany gave
informants permission to travel abroad as well as preferential access
to housing, cars, telephones—as long as they were available.3* In
communist regimes, which dominate the economy and control
key social institutions such as universities and cultural organiza-
tions, secret police can leverage their influence over employment
and licensing for recruitment purposes, helping them maintain a
large stable of informants. But most authoritarian regimes lack
such capacity.

It is also the case that more informants are not necessarily better,
as an officer of the secret police may not be able to effectively
manage a large number of them. In addition to vetting and training,
the secret police must maintain regular contacts with informants
and evaluate the intelligence they provide.’s Such operations are
time-consuming and labor-intensive. Meeting with an informer
typically requires the presence of two secret police officers, to en-

sure accurate notetaking and hedge against the possibility that
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secret police are themselves untrustworthy. If we assume that only
half of the SAVAK’s 5,300 full-time agents in the 1970s supervised
their 55,000 informants, then each supervising officer would have
twenty informants reporting to them. In East Germany, the ratio
of Stasi agents to informants was roughly one to two. If only a
quarter of Stasi agents had this responsibility, their task would have
been far more manageable than the SAVAK?.

As most dictatorships are incapable of maintaining a large, well-
resourced secret police agency like the Stasi, the scope and intensity
of surveillance by secret police is necessarily limited. Consequently,
preventive repression—and, indeed, surveillance itself—cannot de-
pend solely on secret police. A broader surveillance state turns out to

be critical.

Organizing Surveillance

The term surveillance state is widely used but rarely defined. In
this study, I define the surveillance state as a system of bureaucratic
agencies, human and technological networks, and state initiatives
undertaken for the purpose of gaining intelligence on the public’s
activities, private communications, and public speech, especially
that of individuals and organizations deemed threats or potential
threats to the ruling elites. On this view, the surveillance state
comprises individual components, each of which can be analyzed
in relation to one another and in terms of their operational tactics
and various other factors influencing their effectiveness. Yet while
the components of a surveillance are functionally distinct, they all
serve a common objective: preventive repression through the col-
lection and mobilization of intelligence concerning domestic po-

litical opponents.
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The effectiveness of a surveillance state rests not only on the
capabilities of each component but also on the coordination and
integration of these components. Thus the secret police, ordinarily
the most crucial component of any surveillance state, is likely to be
most effective when it enjoys cooperation from other parts of the
state. Simply put, when it comes to a surveillance state, the whole
is more than the sum of the parts. In consequence, any inquiry
into the defense of dictatorships should pay close attention to the
ways in which surveillance activities are—or fail to be—harmonized
across bureaucratic organizations, including but not limited to secret
police. Because “siloed” bureaucratic departments make coordina-
tion of surveillance difficult, effective coordination typically requires
that the departments be arrayed under a separate umbrella organiza-
tion that embodies undisputed authority and can reward coopera-
tion and impose penalties in order to align activities across the organs
of the surveillance state.

As a result, the most effective surveillance states should be those
that face the fewest constraints in terms of political empowerment,
organizational capacity, and material resources, including funding
and technological capabilities. Political empowerment refers to the
priority assigned by the ruler to preventive repression and the au-
thority and discretion granted to the organizations tasked with sur-
veillance. In this respect, the contrast between democracies and
dictatorships is truly stark. Law enforcement agencies in democracies
possess potent surveillance capabilities, but, because democracies
protect citizens’ rights to privacy, these agencies lack the authority
and discretion enjoyed by their counterparts in dictatorships. There
are differences even among autocracies: state surveillance in soft
authoritarian regimes—such as Mexico under the Institutional

Revolutionary Party, Malaysia under the United Malays National



16 THE SENTINEL STATE

Organization, and Singapore under the People’s Action Party—has
been relatively unintrusive.* In addition, the priority an autocracy
gives to preventive repression may differ from one period to an-
other. As we will see, the surveillance state in China operated
under significant political constraints in the 1980s thanks to liberal
reformers. Two in particular, Hu Yaobang and Zhao Ziyang, ran
the CCP’s day-to-day affairs and used their positions to keep the
security apparatus on a tight leash.

Alongside political empowerment, organizational capacity is crit-
ical to effective surveillance. Regimes capable of building and main-
taining a complex, competent, and politically loyal surveillance
apparatus will succeed in preventive repression where others fail. In
particular, dictatorships enjoying a high degree of regime penetration—
the ability to reach and control key economic and social institutions
as well as grassroots society—are able to recruit more informants
and activists who can assist the secret police. Societally embedded
surveillance provides the coercive apparatus with sources of low-cost
intelligence and the means to closely monitor and intimidate
known and suspected threats. Regime capacity also fosters mecha-
nisms for coordinating the various components of the repressive
apparatus. Such mechanisms may include the aforementioned ex-
ecutive body overseeing all aspects of surveillance and domestic se-
curity; specialized agencies or offices that bring together staff from
across relevant government agencies to handle a single top-priority
task; and routine cross-agency meetings in which the regime com-
municates its security agendas and assorted components of the co-
ercive apparatus exchange knowledge.

Finally, a dictatorship’s access to fiscal resources and advanced

technologies obviously can strengthen its surveillance capabilities.
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However, material resources alone are insufficient. Without ade-
quate organizational sophistication and political oversight, money
and technology are likely to be wasted, misused, or lost to corrup-
tion. Only the combination of resources and organizational capabili-
ties can enable a dictatorship to build a fully equipped surveillance
state. In this regard, China in the post-Tiananmen period has been

truly exemplary.

The Leninist Surveillance State

Even a casual look at the determinants of effective surveillance will
show that they are beyond the grasp of most dictatorships due to
their weak organizational sophistication and lack of resources. This
should not be surprising, since a surveillance state is essentially a
state in miniature. Some dictatorships may be exceptionally ruthless,
but these are unlikely to possess a capable surveillance state if their
state institutions are poorly organized and possess weak capacity.
The connection between state capacity and the effectiveness of
surveillance states explains why personal dictatorships, however
brutal, are rarely capable surveillance states. Suharto’s Indonesia,
Iran under the shah, Haiti under the Duvaliers, and Ferdinand
Marcos Sr’s Philippines are but a few well-known examples. As
personal dictatorships typically centralize power in the hands of a
ruler who distrusts state institutions that can threaten his power,
these regimes control relatively weak states and rely on politicized
coercive apparatuses characterized by patronage, rivalry, and poor
technocratic capabilities.’” Additionally, as personal dictators have
few ties to society and govern mainly through patrimonial

arrangements—that is, by doling out favors to individuals and
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groups in exchange for loyalty—they are incapable of embedding
their repressive apparatus in society or mobilizing societal resources
to augment surveillance capabilities. Some personal dictatorships,
like the shah’s or that of Hosni Mubarak in Egypt, possess fearsome
secret police.”® However, even the SAVAK and Egypt’s much-
feared Mukhabarat could not match the surveillance capabilities of
their counterparts in communist states such as the Soviet Union,
East Germany, and today’s China, because the Iranian and Egyp-
tian regimes lacked the capacity to penetrate society and embed
large surveillance networks into the workings of daily life.?* The
Iranian and Egyptian regimes were thus fairly effective in terms of
reactive repression, but less so preventive repression.

Military regimes may be only marginally more effective than
personal dictatorships in building and maintaining surveillance
states. Like personal dictatorships, military regimes are hampered
by isolation: personal dictators are constrained by their narrow so-
cial base of support and lack of state institutions capable of carrying
out their will, while military dictators are constrained by the insti-
tutional insularity of the armed forces, which limits the regime’s
capacity to coordinate policy across state bureaucracies, build du-
rable ties with major social groups, and mobilize societal resources
for coercion and surveillance. Military regimes also tend to under-
invest in surveillance out of a (largely justified) belief that they can
count on their troops to crush any threats to their power.#°

Perhaps the most capable dictatorship, from the standpoint of
installing a surveillance state, is the Leninist state. Leninism here
does not refer to the ideological characteristics of Vladimir Lenin’s
thought, which tended mostly toward orthodox Marxism. Rather,
I have in mind the organizational structure of the one-party state

that he and his cadre pioneered in the early days of the Soviet
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Union. Leninist regimes are ruled by a highly institutionalized
party with a strict organizational hierarchy, established appoint-
ment and promotion procedures, and extensive societal links
through the party’s control of critical sectors, such as the economy,
education, science, and culture.*' These regime features are tailor
made for surveillance. What is more, despite their elitist nature,
Leninist parties maintain an on-the-ground presence in the form
of party committees and cells in all key state, social, and economic
institutions.** Even after the totalitarian phases of the Soviet Union
and the People’s Republic of China—which ended with the deaths
of Joseph Stalin in 1953 and Mao Zedong in 1976, respectively—
their Leninist communist parties remained dominant, proving their
durability even in the absence of charismatic leadership and violent
repression.*?

The penetration of the state, society, and the economy by a Le-
ninist party is the key to establishing favorable conditions for a
highly sophisticated surveillance state. Politically, the supremacy of
the party ensures the loyalty of the repressive apparatus and imple-
mentation of the party’s security policy through personnel ap-
pointments, promotions, and material incentives. Organizationally,
the top-down Leninist system is suited to communicating the lead-
ership’s domestic security priorities, translating them into policies,
and overseeing their implementation. Operationally, the omni-
presence of the party in the institutions of the national state, local
states, major businesses, and social institutions such as universities
facilitates the coordination of surveillance and mobilization of the
administrative and material resources available to build and maintain
the surveillance state. Leninist regimes’ capacity for coordination
may give them an edge in the adoption of surveillance technology

as well. Even though these regimes are not necessarily or especially
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suited to technological innovation, they can use their organiza-
tional reach and regulatory power to order local governments,
state-affiliated entities, and private businesses to install surveillance
technologies quickly and at scale.

The unrivaled social and economic penetration of Leninist re-
gimes also promotes recruitment of informants. Secret police can
coerce potential recruits by threatening them with loss of jobs, li-
censes, and other benefits if they refuse to spy on their fellow citi-
zens. In addition, Leninist regimes also can call on party members
to act as informants or perform security duties at no direct cost. In
East Germany, for example, one in twenty Communist Party
members was a Stasi spy. About half of the members of China’s
local security committees in the 1960s were members of the CCP
and its affiliated youth league. Although the government has not
made public more recent data, references to the mobilization of
party and Youth League members for volunteer security activities
can be readily found on websites of local governments and
universities.*

Furthermore, a Leninist party-state can defray costs of the sur-
veillance state in a way other dictatorships cannot. Most dictator-
ships can pay for surveillance using only the state funds available for
policing. In China, matters are different because, per the Leninist
model, party officials are embedded in the leadership of essentially
all institutions of any scale or importance. The officials have direct
control over universities, businesses, and other nongovernmental
institutions. They also direct the expenditures of local govern-
ments. Thus, any pot of money, associated with any institution,
might be funding surveillance. As Chapter 4 shows, local govern-
ments bear the costs of recruiting and maintaining a network of

informants much larger than the one operated by the police. And



Introduction 21

as detailed in Chapter s, local government informants and officials

surveil a larger number of targeted individuals than police do.

Surveillance with Chinese Characteristics

Postrevolutionary China combines the unrivaled capacities of a Le-
ninist party-state with elements of a system of social control dating
back a thousand years. The CCP surveillance apparatus draws on
one of the institutional legacies of China’s imperial period, the
baojia system. Introduced in the eleventh century by Wang Anshi,
the reformist prime minister of the Northern Song dynasty, the
baojia combined elements of urban planning, census taking, tax
collection, and law enforcement to enforce social order at the local
level. Households were parceled ten at a time into a bao, with ten
baos grouped into a jia. Each household reported problems in the
community—crimes, conflicts, or suspicious activities—to their
bao leader, who might then report to the jia leader. In turn, a jia
leader went up the chain of command to state authorities. Families
had strong incentive to monitor and report, as they were held re-
sponsible for crimes or other misconduct committed by their
neighbors.* Households were also registered for purposes of levying
taxes and impressing labor, and the state collected information on
family composition.

The baojia was not fully implemented; some conservatives op-
posed Wang’s ambitious reform, and much of the population resented
the imposition of hierarchical, militarized organization on daily life.*
During the Ming Dynasty, the baojia was practiced in some areas but
was not implemented nationwide.*” But the Qing Dynasty resusci-
tated the baojia and restored its surveillance function.** The baojia

even survived the collapse of the Qing Dynasty in 1911. Japanese
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colonizers applied it in Manchuria and Taiwan, as did the Chinese
Nationalist government in 1939 an effort at state-building.*

In contemporary China, a modernized baojia operates in the forms
of the hukou (household registration) and wanggehua guanli (grid man-
agement). The hukou collects information on individuals—their
gender, date of birth, national identification number, ethnicity, reli-
gion, place of residence, level of education, employment status, blood
type, marital status, and so on. Since the founding of the People’s
Republic in 1949, an individual’s status as a rural or urban resident has
been used in determining whether they will receive state benefits such
as access to publicly funded education and other social services. Grid
management, meanwhile, is an evolution on the neighborhood divi-
sions of the baojia. Population centers are sliced into sectors for pur-
poses of public safety, improving state services, controlling traffic, and
handling sanitation.

The combination of the hukou and grid management—
supplemented by modern technology—is far more powerful than
the baojia. During the imperial period, the state lacked the coercive
and organizational resources to turn the baojia into a really capable
surveillance tool. But the Leninist party-state possesses such re-
sources in abundance and has penetrated society deeply and exten-
sively, not least through party cells and members distributed across
cities large and small. At the end of 2021, the CCP had 96.7 million
members and 4.93 million local branches.’° Relying on its members
and activists, the party has formed quasi-state organizations such as
neighborhood and village committees that enforce social control
with the aid of grid management. Community police stations, ab-
sent in imperial China, are now ubiquitous and function as a vital
cog in the machinery of state surveillance. Most critically, the impe-

rial state could not use the baojia to control access to employment,
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food, housing, and social services because the state did not domi-
nate the economy. By comparison, China under Mao and since has
relied on the hukou to do precisely this. Through these measures,
the contemporary Chinese state not only oversees daily life but also
gains granular information about the population.

To ensure that this structure continually provides authorities the
information they need in order to maintain social control, the
Chinese Leninist party-state has developed, mainly through a pro-
cess of trial and error and adaptation, an innovative system that [
call distributed surveillance. The essence of distributed surveillance is
to spread the responsibilities and costs of surveillance across various
security bureaucracies, other state actors, and nonstate actors, with
coordination performed by a specialized party bureaucracy—the
CCPs political-legal committees.

Responsibility for surveillance is divided among three police
bureaucracies: the Domestic Security Protection unit within the
Ministry of Public Security, frontline police stations, and provincial
and municipal state security bureaus. Importantly, these agencies
are not organized hierarchically. Rather, each has its separate areas
of jurisdiction, not unlike local, state, and federal law enforcement
agencies in the United States. In this way, the party-state avoids
concentrating power in a single security bureaucracy. Such distri-
bution of responsibility differs from the classic coup-proofing
strategy of counterbalancing in that a relatively clear division of
labor among these security bureaucracies prevents rivalries that
could impair their operational effectiveness. Additionally, the party
assigns secondary surveillance tasks to other state actors—state-
affiliated institutions such as business enterprises, universities, local
neighborhood and village committees—and collaborators, including

party loyalists and informants.
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Distributed surveillance not only prevents concentrations of
power within the security apparatus, it also helps contain costs by
shifting a significant burden to state-afhiliated nonsecurity entities
and low-paid or unpaid informants. The marginal cost of sec-
ondary surveillance is low from the perspective of businesses and
universities, because their personnel would be in place even in the
absence of their surveillance responsibilities; these are added tasks,
but they require no additional manpower and consume relatively
little staff time. For their part, informants are often paid only when
they produce valuable intelligence and may be remunerated with
nonmonetary rewards.

Opverseeing distributed surveillance are the party’s political-legal
committees, which enforce political loyalty and coordinate the
surveillance activities of state and nonstate actors. Such an umbrella
structure is possible thanks to the party-state. The Leninist ideal is
a central authority embedded at every scale of society, with agents
and informants operating in key economic entities, such as large
state-owned enterprises; major social institutions, including uni-
versities; and down to the neighborhood level. The party-state
thus is intimately present in the various contexts of daily life,
shaping access to opportunities, observing people’s behavior, and

collecting information.

The Surveillance State and the China Puzzle

The Chinese experience in the post-1989 period poses a frontal
challenge to the long-standing and influential theory that eco-
nomic modernization is associated with democratization.’® The
idea is that economic growth brings with it democratic values,

deconcentration of resources, and a growing middle class and civil
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society capable of organizing resistance to state oppression. A pop-
ulation with expanded access to information gains capacity for col-
lective action and demands a greater voice in governance. How has
China’s one-party dictatorship managed to thrive amid sustained
economic development?

Many explanations for the Chinese party-state’s survival have
been advanced. Some attribute its durability to success in coopting
social elites, in particular private entrepreneurs. Others credit the
party’s adaptive capabilities. The CCP is seen as a successtul insti-
tutional reformer, managing internal conflict and meeting public
demands by imposing term limits, establishing meritocracy in ap-
pointment and promotion of party and government officials, and
improving state responsiveness to the population’s everyday needs.
Opverall, the public has been satisfied with the economic perfor-
mance of the CCP, which is surely important to the regime’s
survival.’?

A plausible explanation of the China puzzle is that the evolving
surveillance state has enhanced the CCP’s capacity for preventive
repression to such an extent that the party-state is able to neutralize
threats created by economic reform and modernization.’* The im-
provement in the CCP’ preventive repression has been remark-
able, enabling it to avoid the most brutal methods of deterring
political opposition and collective action (except in Tibet and Xin-
jiang). While human rights abuses are routine and widespread, the
number of political prisoners—a measure of brutality and a barom-
eter of reactive, as opposed to preventive, repression—has been
relatively small in the post-Tiananmen era.>*

Autocrats ruling fast-growing economies have both the incen-
tives and the means to strengthen their surveillance capabilities.’

Scholars of democratic transition have made a compelling argument
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that transition to democracy in most authoritarian regimes is fun-
damentally a decision made by the ruling elites. Typically, a crisis
of legitimacy compels autocrats to liberalize.5° By contrast, a dic-
tatorship presiding over a fast-modernizing society can claim per-
formance legitimacy and avoid such a crisis. More importantly,
rising prosperity increases the value of political monopoly as auto-
crats can convert power into wealth (or reap more lucrative
“rents”). Consequently, these autocrats become even more deter-
mined to defend their power instead of initiating liberalizing
reforms.

Unlike their counterparts in economically failing dictatorships,
autocrats in control of prosperous economies have ample resources
to expand and upgrade their surveillance capabilities by increasing
the size of the secret police, recruiting a large number of informants,
targeting more groups, and acquiring advanced technologies. A dic-
tatorship able to utilize the rising wealth of modernization to

strengthen its surveillance capacity is obviously less likely to fail.s*

Objectives and Arguments

This book has two objectives. Empirically, it seeks to map the ar-
chitecture of China’s surveillance state, uncover its programs and
operational tactics, and argue that what makes this surveillance
state uniquely formidable is the combination of a Leninist regime’s
organizational capacity and the more recent acquisition of advanced
technologies. Theoretically, this book contributes to the literature
on state surveillance in dictatorships by exploring the role of dis-
tributed surveillance in resolving the coercive dilemma and the
practical challenges of state surveillance. I also provide a more nar-

rowly focused explanation for why economic modernization may
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perversely, at least in the short-to-medium term, enable a dictator-
ship to better guard itself with more effective surveillance capabilities.
Simply put, successtul economic modernization, as in post-1989
China, not only makes autocrats more determined to defend their
power but also generates the essential resources for them to strengthen
their capacity for preventively repressing those pro-democracy forces
that have been produced by modernization. The implication of this
argument is that democratic transitions are less likely to occur in
dictatorships that succeed in modernization than in those that fail in
such endeavors. In the Chinese context, it is economic failure, not
success, that will more likely be the precursor of a future transition
to democracy.

As the primary contribution of this study is empirical, the book
traces the evolution of China’s surveillance state, maps its organiza-
tional architecture, and describes its operational tactics. Chapter 1
reconstructs the historical development of the surveillance state.
Chapter 2 focuses on the institutions and mechanisms that coordi-
nate surveillance. Chapter 3 describes the organizational structure
of China’s multilayered surveillance apparatus. Chapter 4 probes
the country’s vast network of spies and informants. Chapter s ex-
amines two mass surveillance programs targeting individuals.
Chapter 6 analyzes surveillance tactics, and Chapter 7 describes the
technological upgrading of surveillance since the late 1990s.

Before turning to these issues in earnest, one clarification may
be necessary: surveillance may seem conceptually distinct from re-
pression, but this distinction is often blurred in reality. Surveillance
conducted for the purposes of preventing or suppressing dissent
may not involve violence or explicit coercion, especially when
surveillance operations are concealed from their targets. But non-

violent surveillance should be considered repressive, as its main
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purpose is to prevent or stifle peaceful challenges to the authority
of a dictatorship. Operationally, parts of the coercive apparatus per-
forming surveillance are also the same police agencies that carry
out repressive activities such as intimidation, harassment, and ar-
rests. Consequently, the surveillance state is embedded in the coer-
cive apparatus.

[ previously noted that direct documentation of the Chinese
surveillance state is difficult to come by. This is true, yet many se-
crets of the Chinese surveillance state are hiding in plain sight. This
study is made feasible by a trove of official sources—mainly local
yearbooks and gazettes—that disclose brief, but crucial, details
about the organization and operation of China’s surveillance state.
In some cases, leaked classified materials also supply valuable evi-
dence. On occasion, information posted on official websites inad-
vertently reveals useful clues as well. Researchers can fruitfully
exploit the leakages in the Chinese system. To be sure, this book
leaves crucial questions unanswered. For example, available sources
tell us little about the operations of the Chinese surveillance state
in ethnic minority areas such as Tibet and Xinjiang. I am able to
shed light on surveillance of Tibetan Buddhist monasteries but
otherwise do not focus on these two sensitive regions. Indeed, in-
formation is not the only obstacle. Given the unique ethnic, eco-
nomic, social, and geographic conditions of these two regions, a
standalone research project on the Chinese surveillance state in
Tibet and Xinjiang would be more appropriate, if and when infor-
mation becomes available. Still, my hope is that this investigation
will make significant progress in understanding China’s surveil-
lance apparatus and its role in preserving and further empowering
a regime that, theoretically, should by now have been transformed

into a more open one.



CHAPTER 1

The Evolution of the
Chinese Surveillance State

Four distinct phases mark the evolution of China’s sur-
veillance state. During the first phase, in the decade
after the revolution (1950—1959), the basic framework of surveil-
lance emerged in the context of a totalitarian institution-building
project. In the second phase, from the Great Leap Forward in 1959
to the end of the Cultural Revolution in 1976, economic and po-
litical shocks devastated the surveillance state. During the third
phase, beginning with the opening of reform in 1979 and ending
with the Tiananmen crackdown in 1989, the surveillance state was
gradually repaired and professionalized. However, the restored sur-
veillance state lacked a clear political mission: the domestic-security
apparatus devoted most of its resources to Deng Xiaoping’s “strike-
hard” (yanda) anticrime campaigns, and the generally tolerant political
atmosphere and presence of reformers in party leadership limited the
use of preventive repression. Resource constraints also impeded mod-
ernization of the surveillance state. Almost everything changed in the
post-Tiananmen era, the fourth phase. The party’s near-death expe-

rience in 1989 gave the leadership an existential incentive to expand

29
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and upgrade surveillance through investment, institutionalization,
and technology.

We can make two broad claims about China’s surveillance state
in the post-Mao era. First, transformative economic moderniza-
tion during this period did not touch the basic institutional and
organizational frameworks of a totalitarian surveillance state. On
the contrary, resources generated by rapid economic growth al-
lowed the party-state to strengthen its coercive capacity. Second, a
well-resourced and technologically advanced surveillance state did

not emerge until the post-Tiananmen era.

The Surveillance State in the Maoist Era

During their first decade of rule, Mao and his fellow revolutionaries
focused heavily on consolidating power by eliminating potential
domestic enemies, labeled as counterrevolutionaries. These were
loosely defined as spies, key figures in reactionary parties, leaders of
reactionary sects and secret societies, landlords, and officials of the
Kuomintang and Japanese puppet regimes who continued to main-

EERY

tain a “reactionary stance.”’ The 1950s saw nationwide campaigns
of terror, intended to identify political opponents and execute or
imprison the most dangerous among them. But if the terror cam-
paigns were a momentary response to fears of opposition, the party-
state also developed organizational structures for enforcing social
control over the long term: an expanding police force; a network of
spies and informants that penetrated to the grassroots level; local
security committees that could, thanks to the ideological zeal of
their members, be trusted to operate with discretion; the begin-

nings of a centralized security bureaucracy and policymaking ap-

paratus; and durable programs of mass surveillance.
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All of these efforts faced a key structural challenge: China is a
vast and enormously populous state, making coordination of se-
curity agents difficult. Then too, the early postrevolutionary state
was neither wealthy nor technologically sophisticated. A major
part of the solution was mass mobilization: relying on ordinary
citizens to monitor and report on each other. Still, erecting the
surveillance state took time, and the process was uneven, with
quicker gains made in urban than in rural areas. Furthermore, the
very same ideological zeal that underlay mass mobilization could
be at odds with security goals. Top-down projects of social and
political transformation—TIike the Great Leap Forward, Anti-Rightist
Campaign, and Cultural Revolution—all stoked public support for
the regime. But the associated purges—and the famine caused by the
Leap and political havoc of the Cultural Revolution—undercut the
nascent security state. It did not begin to recover until the post-

Mao era.

Terror Campaigns

Like other totalitarian regimes, the new Chinese party-state re-
sorted to mass arrests, imprisonment, and executions to establish a
rule of fear and to identify political threats.> Between October
1950 and the end of 1955, the CCP orchestrated terror campaigns
in which 4.6 million people were arrested, out of a population of
just under 600 million.?> Among these, 770,000 were executed and
1.8 million imprisoned. In addition, 600,000 counterrevolution-
aries were placed under guanzhi (“enforced control”). While they
were not incarcerated, they lost much of their freedom: subjects of
guanzhi require authorization to do even day-to-do tasks and are
required to report on their activities.* In addition, the regime re-

quired that all members of “reactionary parties and groups” register



32 THE SENTINEL STATE

with the local authorities. Provincial public-security gazettes reveal
that hundreds of thousands of “key elements” in these reactionary
parties and groups turned themselves in.’

After the registration campaign was completed in 1952, the
party banned “reactionary sects and societies,” which had vast
memberships and could become organized threats. Jiangxi’s Public
Security Department (PSD) claimed that, in 1949, there were
thirty-two major sects and societies in the province, with close to
14,000 leaders and 210,000 members.® In Shanghai, the municipal
Public Security Bureau (PSB) designated 52 of 203 known sects
and societies “reactionary”’” During the crackdown, leaders of
these sects and societies were arrested and executed. In Jiangxi,
police arrested 9o7 sect leaders and forced more than 123,000
members to renounce their affiliations. Sixty-five such leaders
were executed in Shanghai, and more than 320,000 people were
forced to renounce their sect membership. Police in Zhejiang
Province took credit for banning 264 sects and secret societies, ar-
resting 2,136 leaders, and making 649,200 people renounce their
memberships.®

Yet even mass terror failed to ease the regime’s insecurities. In
July 1955, fearing that a large number of dangerous elements had
evaded the dragnet, the party ordered a new campaign to “purge
concealed counterrevolutionaries.” The operating assumption was
that concealed counterrevolutionaries and other bad elements
constituted § percent of all people involved in government agen-
cies, the military, schools, and enterprises.? When the campaign
ended in October 1957, 18.45 million people had been vetted and
100,232 were uncovered as hidden counterrevolutionaries and bad
elements.” (The police formally recognized the category of “bad

elements,” albeit that this group was ill-defined, as I discuss below.)



The Evolution of the Chinese Surveillance State 33

By March 1959, when the successive terror campaigns were fi-
nally over, the party had achieved most of its key objectives.” In
addition to destroying the bulk of the elites from the old regime
and potential opposition leaders, it had identified millions of other
apparent political threats and had firmly established a rule of fear.
In September 1957, Luo Ruiqing, chief of the Ministry of Public
Security (MPS), estimated that only 2 percent of the country’s
population could be considered part of the “counterrevolutionary
social base.” Still, that amounted to some 12 million people, who

subsequently became targets of state surveillance.”

The Police Force

Except during a brief period between 1986 and 1991, the Chinese
government has never published the size of its civilian police force,
officially called the People’s Police. Nevertheless, we can estimate
the growth of China’s police force based on disclosures in local
public-security gazettes and in the internal MPS publication, Major
Events in Public Security since the Founding of the PRC." (These esti-
mates exclude the People’s Armed Police, a domestic paramilitary
unit that, among other tasks, guards foreign diplomatic missions,
combats terrorism, and responds to mass riots.) The MPS reports
that, in late 1958, China had 400,800 police.”* By June 1984 the
government-authorized force totaled 658,000." This reflects the
number of officers approved for employment, but assuming this
was roughly the actual number of police—a safe bet—the size of
the formal police force increased by about 2.5 percent per year
between 1958 and 1984, roughly in line with population growth,
which was 2.3 percent per year over the same period.*

The growth was not, however, linear—thanks to the twin shocks

of the Great Leap Forward (1958—1959) and the Cultural R evolution
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(1966—1976). The former, an ill-conceived economic and social
transformation launched by Mao, led to economic collapse and the
worst famine in modern history, with tens of millions dead. The
latter, initially intended by Mao as a means to purge his rivals in
the party and purify the party ideologically, resulted in mass vio-
lence and a decade of political chaos. Among other results, the size
of the police force shrank in the 1960s and then stagnated until the
end of the Maoist era. Data from Zhejiang Province speak to the
broader trend. In 1957 there were 7,502 provincial police; by 1962,
the number had fallen to 6,002. The size of the force had re-
bounded to 10,500 in 1963, on the eve of the Cultural Revolution,
but by 1978 had been reduced again to 6,268. Thereafter, the force
recovered quickly, with an authorized strength of 23,800 in 1982."7
Or consider Gansu. The province had 11,552 police in 1955; by
1964 their number had fallen to 6,165. Come 1982, the force had
rebounded modestly to 7,860." For its part, Guizhou Province had
an authorized force of 11,272 in 1955, but budget cuts and purges
resulted in a 30 percent reduction in force size by 1972. The pro-
vincial police did not regain their strength until after the Cultural
Revolution.™

The magnitude of the twin shocks can be seen at the local level
as well. In the 1950s, the number of police in Zhejiang’s Xiangshan
and Yin Counties averaged fifty-eight and fifty-four respectively.
In the 1960s, the average number of police fell to forty-one in
Xiangshan and thirty-four in Yin. In the 1970s, the size of the
force recovered roughly to the level of the 1950s, but it had shrunk
considerably relative to the size of the growing population. Then,
in the 1980s, the force expanded, averaging 126 in Xiangshan and
156 in Yin. Finally, the 1990s saw explosive growth, likely due to

the regime’s decision to strengthen domestic security following the
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Tiananmen crisis of 1989 and to growing fiscal resources. In Yin,

the average number of police reached 332 in the 1990s.2°

Spies and Informants

A top priority of the newly established MPS in the early 1950s was
to develop a web of spies and informants. (In later chapters, I discuss
the distinctions between spies and informants, as well as between var-
ious types of spies and informants.) As detailed by Michael Schoen-
hals, the MPS developed and operated an extensive network of
tebie gingbao renyuan (special intelligence agents) prior to the Cul-
tural Revolution. This was the beginning of a critical component
of the surveillance state that operates to the present day.

The number of special intelligence agents is secret, but leaked
documents and disclosures in Major Events in Public Security since the
Founding of the PRC shed some light on the network of spies and
informants established during the Maoist era, over which the MPS
had exclusive control. Turnover was high, with agents serving an
average of only a few years, and the total number of spies seems
relatively small in the mid-1950s.2" Minister of Public Security Luo
Ruiqging disclosed in 1954 that the political security protection xi-
fong (system) employed 23,000 spies, a number that he complained
was too low. In addition, he was not impressed by the quality of his
agents. Luo singled out Beijing, which had only 1,013 spies among
a population of roughly 3 million.*> Hubei province, with a popu-
lation of nearly 30 million, had just 1,231 special agents in 1955,
about 57 percent of whom worked for the political security pro-
tection unit, responsible for antisabotage and surveillance of polit-
ical threats.”?

The MPS had three categories of agents at the time. Case agents

(zhuan’an teging) gained access to groups and individuals under
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investigation. Intelligence agents (gingbao teqing) gathered informa-
tion to help the police conduct secret investigations. Position
agents (zhengdi teqing) protected critical areas and facilities and re-
ported to police on suspicious activities occurring in spaces under
their observation. Recruits for the first two categories were mostly
from “enemy camps’—members of targeted groups who were
usually coerced into spying for the police.** The MPS continues to
use these three categories of spies today.

The spy network was devastated during the Cultural R evolution—
as Schoenhals puts it, “Investigative work throughout the country
was seriously damaged and a majority of agents were persecuted.”
Indeed, the use of spies was suspended in December 1967, secret op-
erating bases were dismantled, and the spies themselves were investi-
gated. But the halt did not last long; spy operations resumed in the
early 1970s. According to the MPS itself, the events leading to the
resumption were remarkably petty. Apparently Premier Zhou Enlai
became enraged when, in October 1972, Beijing residents dug up
tens of thousands of flowers and plants on the south side of Ti-
ananmen Square and took them home. Zhou blamed the success of
this illicit act on poor intelligence and instructed that the MPS rede-
ploy spies. In November 1973 the MPS formally resumed the use of

agents nationwide.

Local Security Committees

During the early Mao era, committees for public order and se-
curity (zhi’an baowei weiyuanhui) were the principal mass organizations
performing auxiliary security functions, including surveillance.
These committees, established in June 1952, were responsible for
monitoring and “reforming” the “Four Category Elements” (silei

fengzi)—landlords, “rich peasants,” counterrevolutionaries, and bad
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elements—and for assisting the police in the effort of guanzhi, which
was directed at counterrevolutionaries exclusively.?” The committees
worked under the supervision of local governments and public-
security agencies. Each of the thousands of committees comprised
three to eleven people, mainly volunteers drawn from the Com-
munist Party and Communist Youth League.?® Their composition
speaks to the special capacity of Leninist regimes to deploy millions
of party members and affiliated individuals to perform surveillance
at low or even no cost.

Data from Jilin, Zhejiang, Fujian, Hubei, and Jiangxi during the
years 1952—1954 show membership in these committees ranging
from 0.31 percent of the provincial population to 1.15 percent. The
average for the five provinces was 0.74 percent.”® The regime’s un-
derstaffed police service was thus augmented by an auxiliary force
many times its size. Indeed, from the mid-1980s to the early 1990s,
more than 12 million people served in these groups, representing

about 1.1 percent of the population.?®

The Political-Legal Small Group

In June 1958, the party created the precursor to the Central Po-
litical and Legal Affairs Commission (CPLC) that would become the
main supervisor and coordinator of state surveillance in the post-
Tiananmen era. This precursor, known as the Political-Legal Small
Group, was headed by Politburo member Peng Zhen. The group in-
cluded the heads of the Supreme People’s Court, the Supreme Peo-
ple’s Procuratorate, and the minister of the MPS. The group reported
directly to the Politburo and the Secretariat of the Central Com-
mittee, of which Peng Zhen was also a member.?' This marked the
beginning of the practice of appointing the head of the body in charge

of domestic security to the Secretariat of the Central Committee.
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Although important as the precursor to the CPLC, the Political-
Legal Small Group played only a minor role in coordinating
domestic security policy during the Maoist era. Whereas the post-
Tiananmen CPLC holds annual conferences setting the domestic
security agenda, the Small Group convened only one such confer-
ence on record, in January 1959.3* The first post-Mao conference
did not occur until July 1982.3 There were no real institutional
equivalents of the Small Group at the local level. To be sure, most
local party committees nominally had political-legal party groups
(zhengfa dangzu), but local gazettes indicate that these had neither
tull-time staffs nor dedicated offices.?*

Due to the passive role of the Small Group, the party relied ex-
clusively on the national public-security conference (Quanguo
gong’an huiyi) as the primary mechanism for policy coordination
and implementation prior to the Cultural Revolution. Between
1950 and 1965, the CCP convened fourteen such conferences. Two
were held during the Cultural Revolution (in 1971 and 1973), and
five were convened between 1978 and 2019, reflecting the shift in

the locus of authority to the CPLC.

Household Registration

As we have seen, the baojia was developed during the imperial
period as a rudimentary form of household registration and as a
law enforcement instrument. The baojia kept the state informed
about the composition of families and was vital for the purposes of
collecting taxes and levying corvee labor.3s The Nationalist gov-
ernment relied on this system for social control and law enforce-
ment as well, in the 1930s.3° In the post-1949 period, the new

registration system, known as the hukou, assumed a critical role in
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rationing scarce resources, controlling rural-urban migration, and
enforcing the law.37

The hukou has also been essential for surveillance. The hukou
required people to register their residential address and family
members with the police, who conducted regular inspections to
verify the recorded information. Households were also required
to report updates, keeping police abreast of births, deaths, and re-
locations. The hukou became the institutional foundation of the
Key Populations (zhongdian renkou) surveillance program, discussed
below.

The hukou was potent but costly to build and maintain. Whereas
the Mao era’s underresourced police could outsource surveillance
and control of class enemies to (mostly illiterate) volunteers and
activists, tasks like registering births, updating household informa-
tion, and approving relocations could be performed only by literate
state agents. Accounts in local public-security gazettes indicate that
insufficient police staff, coupled with the political shocks of the
Great Leap Forward and the Cultural Revolution, so limited the
development and effectiveness of the system that it could be en-
forced only in urban areas, where less than 18 percent of the popu-
lation lived.?® As a result, though the hukou was first implemented
in 1951, it did not achieve its full effectiveness as a surveillance insti-
tution until the post-Mao era, when the party acquired adequate
resources and technology to maintain a labor- and information-
intensive system.3”

The nationwide progress of the hukou was slow because of sparse
police presence in the countryside. According to the MPS, the
system was “preliminarily established” in more than half of county

seats by late 1954, but this does not mean that many residents
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actually had been registered. In Jiangxi, the police reportedly com-
pleted household registrations in two-thirds of the rural townships—
but not in the villages—by 1956, implying that most of the rural
population was not covered.** In Hunan, only 10 percent of the
population was registered by 1954. In 1959, 40 percent of Hunan’s
villages still had not set up the hukou.*!

The January 1958 issuance of the Regulation on Household
Registration marked the formal nationwide establishment of the
hukou, with the police having exclusive authority over administra-
tion.** The government intended for the hukou to perform several
important surveillance functions. Minister of Public Security Luo
Ruiqing said that the hukou could “restrict the activities of, and
sabotage by, counterrevolutionaries and other bad elements.”+
The police and local courts used the hukou to track individuals on
parole, serving suspended sentences, or deprived of their political
rights, who were required to obtain approval from the authorities
before they could relocate to other jurisdictions. Counterrevolu-
tionaries or other criminals might be discovered in the course of
registering households. When Zhejiang implemented the regula-
tion in 1958, the police used the hukou to identify targets for
arrests, uncovering more than 1,500 counterrevolutionaries. In
subsequent years, registration led to the discovery of previously
unknown fugitives and other members of the Four Category
Elements.*

However, even after full implementation, the hukou faced se-
vere constraints. The lack of policing resources in the countryside
forced the government to reassign administration to the people’s
communes—political and economic collectives established during
the Great Leap Forward, which all rural residents were required to

join—Ileaving their already-busy bookkeepers responsible.*s More
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importantly, the Great Leap Forward arrived just after the hukou
was fully established, degrading its effectiveness. The famine that
resulted from the Leap led to a large migration of starving peasants
to the cities, rendering the hukou unenforceable in many jurisdic-
tions where police forces were too small to handle the influx.+
Then, during the Cultural Revolution, a large number of police
responsible for enforcing the hukou were either reassigned or dis-
charged. Household-registration files were lost or destroyed. In
many jurisdictions, the system effectively ceased to function. Re-
vival of the hukou began in 1971, but it did not become fully func-

tional until after the end of the Cultural Revolution, in 1976.47

Mass Surveillance Programs

The Maoist era saw three mass surveillance programs: guanzhi,
the Four Category Elements (FCE), and the Key Populations (KP).
As in the former Soviet Union, whose model of social control in-
spired the Maoist regime, individuals placed under these programs
were deprived of many civil and political rights.#® Because all of
the surveillance programs were designed to restrict the activities of
those considered political threats to the party, there was significant
overlap among targets of the various programs. An individual la-
beled an FCE could be simultaneously placed under guanzhi and
an individual under guanzhi was by default also a KP.

As we have seen, enforced control, or guanzhi, is a form of crim-
inal punishment that restricts the activities of individuals designated
counterrevolutionaries. Introduced in 1952, guanzhi was the prov-
ince of local courts and public-security bureaus, which applied the
punishment to those counterrevolutionaries whose past crimes did
not warrant arrest and imprisonment. (Starting in November 1956,

only local courts could sentence individuals to guanzhi.) Individuals
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under guanzhi were deprived of their civil liberties and political
rights for up to three years at a time, and terms could be extended.
After individuals were sentenced to guanzhi, the “masses” were no-
tified of their sentences at public gatherings. Although nominally
the police enforced guanzhi, in practice police relied on activists on
local security committees to track the activities of those punished.
During the Maoist era, guanzhi was the most formal and restrictive
surveillance program in the country because it followed relatively
clear procedures and it explicitly targeted counterrevolutionaries.
Before 1959, the share of people under guanzhi was kept at under
0.15 percent of the population. After 1959, the maximum share was
cut to 0.13 percent.*

Guanzhi ceased to function during the Cultural Revolution. In
Jiangxi, police acknowledged that “the work of guanzhi descended
into chaos”; in Tianjin, groups monitoring those under guanzhi
were disbanded, subjects’ files were destroyed, and the “work of
mass supervision and reform was in a state of complete paralysis.”°
Guanzhi was revived in the post-Mao era, but after a revised crim-
inal law went into effect in 1997, guanzhi was designated a penalty
for petty crimes. In practice, it has now been merged into the KP
program.

During the Maoist era, the FCE program counted the largest
portion of the population under surveillance. Two of the four cov-
ered categories—landlords and rich peasants—were class-based.
The other two—counterrevolutionaries and bad elements—were
determined by political association or personal behavior. Counter-
revolutionaries were further divided into “historical counterrevolu-
tionaries” and “contemporary counterrevolutionaries.” Historical

counterrevolutionaries had past association with the Nationalist
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regime—the Kuomintang—or the Japanese puppet regime during
the Sino-Japanese war (1937-1945). Leaders of banned sects also
qualified as historical counterrevolutionaries. The label of contem-
porary counterrevolutionary was assigned to those who had no
associations with the pre-1949 regimes but had committed coun-
terrevolutionary acts in the wake of the CCP takeover. Finally, bad
elements was a catchall category applicable to any undesirables
who did not fit into the three other categories. Determination of
who counted as counterrevolutionary and who as a bad element
could be arbitrary. No national law or regulation specified exactly
who belonged in which category, and there was no defined proce-
dure for applying one label or another. Another category, rightist,
was added in 1957 to cover those, mainly intellectuals, who were
persecuted during that year’s Anti-Rightist Campaign. In spite of
the creation of a fifth category, the term “Four Category Ele-
ments” remained common. In January 1979, the FCE program was
canceled, and the party removed the labels on landlords and rich
peasants. It took five more years, however, before all labels had
been removed.!

At various points, tens of millions of ordinary Chinese were
designated FCE. The number of people classified at any given time
was volatile, as the Maoist regime would push for more surveillance
during its political campaigns and relent during less repressive pe-
riods. The central government did not actually do the labeling, nor
did it collect data on the number of individuals falling under the
various supervisory categories. Only local authorities—following
often-vague diktats from the political center—labeled individuals,
according to what were typically loose rules. And only local au-

thorities collected information on the effects of the system.
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TABLE I.1I
Share of Population Designated as Members of Four Category Elements,
in Various Provinces

Province Year Share of population (%)
Guangdong 1956 1.7
Shaanxi 1958 0.82*
1966 0.86
1979 0.49
Tianjin 1973 0.54*
Jiangxi 1956 2.34
1978 0.8
Hunan 1956 1.70°
1973 0.65
Shanghai 1962 1.05
1979 0.33
Fujian 1956 2.1
1979 0.42
Gansu 1979 0.45
Jilin 1977 0.24
Zhejiang 1956 1.6
1979 0.68
Guangxi 1979 0.60
Guizhou 1958 2.76°
1960 2.36
Average Pre-1977 1.46
Average Post-1976 0.50

a Only those subject to “surveillance and reform” (jiandu gaizao).

b Only rural FCE admitted into communes.

¢ Estimate calculated on basis of population data for 1957 and 1961.
See notes for data sources.
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The most authoritative disclosure of the scope of the program,
contained in the Chinese Law Yearbook 1987, claims that more than
20 million people were labeled FCE in the years after 1949.5> Es-
timating the share of the population labeled FCE at any given
time is difficult because that total in a given year could be affected
by deaths, new designations, and removal of the designation. Data
from several provincial public-security gazettes for the Maoist pe-
riod and the end of the 1970s provide rough estimates (Table 1.1):
before the Cultural Revolution, an average of about 1.5 percent
of the population, in any given year, was labeled FCE. The pro-
portion fell dramatically, to around o.s percent, at the end of the
1970s, even before the party’s decision to abolish the FCE pro-
gram in 1979.

Available data suggest that FCE designations varied according to
location: in rural areas, the FCE program chiefly targeted individ-
uals designated through class labeling; in urban areas, more indi-
viduals were labeled on the basis of political activities and personal
behavior. For example, in Shanghai, half of FCE in 1962 were
counterrevolutionaries and bad elements, and the rest were land-
lords and rich peasants. By comparison, in more rural Zhejiang,
landlords and rich peasants constituted 73 percent of FCE in 1959.
Guizhou, a poor province, had a high share of landlords and rich
peasants—382 percent—in 1960, while only 8 percent of FCE were
labeled counterrevolutionaries.’3

FCE were subject to varying degrees of surveillance. After es-
tablishment of the people’s communes in 1958, rural FCE were
divided into subcategories, with those under guanzhi facing espe-
cially onerous restrictions.’* There are no national data on the
share of FCE under guanzhi, but local data suggest wide variation.

At the low end, in Zhejiang, only 3 percent of rural FCE were
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placed under guanzhi in 1956; in Hunan, only s percent of rural
FCE were subjects of guanzhi at the time. At the high end, in Ji-
angxi, about 20 percent of rural FCE were under guanzhi that
year, and in Fujian the share was 25 percent.® FCE not under
guanzhi enjoyed greater freedoms, but they were nevertheless sub-
ject to constant surveillance by local security groups. In Guangxi,
the names of FCE designated as subjects of “supervision and re-
torm” (jiandu gaizao) were posted in public, as were the restrictions
and rules they were required to obey. Shanghai adopted similar
tactics so that the masses could monitor designees. As of 1962,
about one-quarter of FCE in Shanghai were designated subjects of
supervision and reform. In Guizhou in 1958, roughly one-quarter
of FCE were under supervision and reform.s°

As a general rule, each FCE would be under the watchful eyes
of a “monitoring and reform team,” which typically comprised ten
“good people”—usually local officials, members of the local law
and security committee, and other supporters of the party. The
team monitored the physical labor and movements of the subject
and regularly evaluated his or her performance; FCE were required
to fulfill annual performance goals set by the team. At the end of
each year, designees would be evaluated by the local community.
Those deemed to have completed their reform would have their
labels removed.’”

The FCE program was imprecise, and its operations were mostly
in the hands of volunteers—the masses. The regime had to make do
because policing resources were limited, and there were lots of po-
tential targets: the terror campaigns provided sufficient information
about the population. But the result was that pro-regime activists

operated a crude mass surveillance program that victimized huge
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numbers of people—more than 20 million over three decades. They
suffered greatly. Many lost their freedom and dignity and were con-
demned to lives of misery, discrimination, and exploitation.

The Key Populations program, which targeted serious threats to
regime security and public safety, was considerably smaller than the
FCE program. While guanzhi and FCE were effectively out-
sourced to the masses, KP relied on the hukou to identify, register,
and track designees, and only police had access to the hukou. KP
thus posed severe administrative challenges to an understaffed
public-security apparatus. Implementation difficulties were ap-
parent in the late 1950s. Local PSBs in Zhejiang reported that the
names of those targeted as KP were not updated for a lengthy pe-
riod of time, most likely due to the disruption caused by the Great
Leap Forward and austerity measures that resulted in cuts to the
police force.’® During the turmoil of the Cultural Revolution, KP
was suspended.’® Consequently, the program did not play a mean-
ingful role in mass surveillance until the 1980s.

KP was instituted in March 1956 with the MPS’s promulgation
of the “Interim Rules on Managing Key Populations.”® The tar-
gets were mainly historical counterrevolutionaries, although offi-
cially, there was a wide range of KP designations, overlapping those
of the other programs. In 1962, the MPS included in the KP cat-
egory “landlords, rich peasants, counterrevolutionary elements,
bad elements, rightists, counterrevolutionary and other criminal
suspects, and elements belonging to the social base of the counter-
revolutionary class.”" Counterrevolutionary elements were known
counterrevolutionaries; counterrevolutionary suspects were under
suspicion but not yet caught in the act; and the social base included

family members of counterrevolutionaries as well as those, such as
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capitalists and landlords, whose occupation or socioeconomic
status was associated with counterrevolutionary tendencies.

Disclosures about KP from several localities provide a glimpse
into the scope of the program during the Maoist era. In 1959, Hei-
longjiang Province placed 27,325 individuals in the KP program,
representing 0.16 percent of the population. Of these, 175 were
suspected of counterrevolutionary or other criminal activities;
6,332 were common criminals and “hostile class elements”; and
another 19,243 were listed as in need of investigation, control, or
reform through education.®® Presumably this last group included
both ordinary criminals and political opponents. It appears that, in
1959, Heilongjiang prioritized a range of potential troublemakers;
individuals suspected of counterrevolutionary activities constituted
only a minuscule portion of the KP program. The lack of direct
reference to historical counterrevolutionaries may indicate that
these had already been imprisoned or executed during prior terror
campaigns.

Data from several localities in the 1950s show that the program
covered just a tiny percentage of the population. Only 0.06 per-
cent of the population of Chongqing in 1958 was designated KP;
on average, the same was true of six rural counties in Zhejiang.
Hangzhou appears to be the only jurisdiction that placed a signifi-
cant share of the population under KP: 0.59 percent during 1955—
1958.9 The dearth of data from the 1960s and the lack of disclo-
sures in local public-security gazettes may indicate that, during
the Maoist period, KP was more a concept than a substantive sur-
veillance program, most likely due to the underdevelopment of
the hukou, lack of police manpower, and constant political dis-

ruptions. In the post-Mao period, the apparently moribund KP
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program blossomed, strengthening sufficiently to become a pillar

of the surveillance state.

Building the Surveillance State in the 1980s

The evolution of the surveillance state in the 1980s reflected the
larger thrust of post-Mao China’s development during the decade,
which was a kind of interregnum between distinct political eras:
the totalitarian Maoist era, marked by brutal repression, and the
neo-authoritarian post-Tiananmen era, marked by pro-market
economic development under a one-party regime. On the one
hand, the coercive apparatus that had been severely damaged during
the Cultural Revolution did begin to regain its capabilities. On the
other hand, fiscal constraints still limited modernization of the sur-
veillance state. And reformist leaders, who did not seek to move
aggressively against political threats, were in charge of the party’s
day-to-day affairs.

The process of repairing the surveillance state began in 1982
with the party’s new “Instructions on Strengthening Political-Legal
Work.” This order increased the size of the political-legal apparatus
and emphasized covert operations against espionage and counter-
revolutionaries.® This process of rebuilding was reflected in the
growth of the police force, as noted above. According to the MPS,
there were slightly more than 380,000 uniformed police in July
1972 (no information on the size of the force at the end of the
Cultural Revolution is available).® By 1986, there were 600,000
uniformed police, an increase of §8 percent, with most of the
growth likely coming in the early 1980s. In 1989, the MPS re-

ported 769,000 uniformed police, for an average annual increase of
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% Provincial public-security

9.4 percent between 1986 and 1989.
agencies grew, too. For instance, in Hubei, the number of autho-
rized PSD personnel rose from 21,321 in 1979 to 33,374 in 1989, an
average increase of 5.6 percent per year.%

The strengthening of the surveillance state was also a result of
institutionalization and professionalization. The most important
institutional development in the 1980s was undoubtedly the na-
tional ID card law enacted by the National People’s Congress in
September 1985. Eventually the issuance and upgrading of a unique
national card would greatly facilitate state surveillance.

Another important institutional development was the establish-
ment of the CPLC in January 1980. Peng Zhen, who had been a
top party official responsible for domestic security in the 1950s,
chaired the commission, which included the minister of public se-
curity and the heads of other law enforcement and judicial bureau-
cracies. The new commission’s initial mission was largely confined
to policy research and formulation.®® Its ability to coordinate do-
mestic security was limited by its small staff and the lack of man-
power in local political-legal committees.®

The most substantive contribution of the newly established CPLC
was the convening of national conferences, albeit irregularly, to set
the domestic security agenda. The first national conference was held
in July 1982. In 1983 the CPLC was also put in charge of Deng’s
“strike-hard” anti-crime drive, and in April 1983 it convened an-
other key conference. Attendees recommended establishing a new
Ministry of State Security and modernizing the domestic security
apparatus with better technology, among other reforms. Party lead-
ership approved all of the recommendations soon after.”

The Ministry of State Security (MSS) was established to achieve

a more efficient division of labor between counterintelligence and
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domestic surveillance operations. In June 1984, party leaders ap-
proved a joint proposal by the MPS and MSS, titled “Opinions on
Strengthening Cooperation between the MSS and the MPS.” This
unpublished document likely specifies the operational responsibili-
ties of the two ministries.”” Additionally, the MPS issued a series of
new and updated rules on surveillance, such as its “Interim Rules
on the Use of Informants” in 1978, operational rules on criminal
investigations (1978), an opinion on strengthening intelligence col-
lection (1979), a document on “‘strengthening basic-level work of
urban police stations” (1980), and two revised versions of the KP-
management regulations (1980 and 1985). Operationally, the MPS
restored and expanded the KP surveillance program. In a December
1984 report, the ministry concluded that during the previous few
years, the police had “strengthened the building of clandestine
forces (mimi liliang)” a catchall term for spies and informants—*“local
security groups, and mass organizations” involved in security and
crime-prevention.”

Throughout most of the 1980s, the MPS was firmly under the
control of party hardliners.”? The ministry was bent on strengthening
its surveillance capabilities and operations against political threats. It
convened regular meetings on political security, persistently empha-
sized the importance of building up its spying capabilities, carried
out crackdowns on religious groups, and constantly demanded vigi-
lance against, on the one hand, domestic counterrevolutionaries and
“subversives” and, on the other, external hostile forces.#

Despite these improvements and the stridency of key institu-
tions of the security apparatus, the surveillance state as a whole
operated under serious resource constraints, which limited the par-
ty’s ability to invest in technology and manpower. The govern-

ment’s total revenue growth from 1979 to 1989 averaged 8.3 percent
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per year, less than one-half of the growth rate of 18 percent per
year between 1990 and 2012.75

Politically, the presence of reformist leaders such as Hu Yaobang
and later Zhao Ziyang denied the coercive apparatus a clear man-
date to adopt aggressive surveillance practices that could undercut
the image of a China on a path to “reform and opening.” Other
senior party officials similarly stood in the way of a more empow-
ered surveillance state. While they were not liberals, those in
charge of the CPLC in the 1980s—such as Peng Zhen, Peng
Chong, and Chen Pixian—had suffered terribly during the Cul-
tural Revolution and apparently had no desire to revive Maoist
totalitarianism.

When the coercive apparatus did receive clear political support,
it was assigned tasks that diverted resources from surveillance of
political threats—above all, Deng’s 1983 anti-crime initiative, which
resulted in excessive arrests, imprisonments, and executions.”® By
the time the campaign ended in January 1987, 1.77 million people
had been arrested, and most were sent to prison. The exact number
of executions is unknown; however, most scholars consider it likely
that, if arrests were unwarranted, so were executions.”’ In addition
to devoting scarce police resources to a campaign reminiscent of
the worst excesses of the Maoist era, Deng’s war on crime bur-
dened the surveillance state with a large number of new targets.
Since people released from prisons were automatically placed
under the KP program, the police suddenly had to surveil a great
many more people, some of whom may have been criminals but
few of whom had ever been considered counterrevolutionaries or
otherwise threatening to the regime.”

In retrospect, we may find here an explanation as to why the

surveillance state failed to preempt the prodemocracy movements
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of the 1980s. Throughout the decade, intellectuals and college stu-
dents advocating for democracy enjoyed unprecedented freedom
in writing, publishing, networking, and otherwise pushing the
boundaries for political change.”? University campuses were hot-
beds of liberalism, and there were major student-led pro-democracy
movements in 1986 and 1989. A “culture fever,” featuring open dis-
cussion of politically sensitive topics, struck in 1988. If the surveil-
lance state did little to suppress these forces threatening the party’s
grip on power, it is likely because liberal reformers and hesitant
conservatives denied the coercive apparatus the authority to con-
duct aggressive operations and because Deng’s obsession with crime

was a huge distraction.

The post- Tiananmen Surveillance State

After the party deployed troops and tanks to crush the Tiananmen
pro-democracy movement in June 1989, it was determined to pre-
vent a similar crisis from threatening its rule again.

The party also faced new dangers to its ability to maintain social
order. Beginning in the early 1990s, China saw massive migration
from the countryside to urban areas, as economic booms created
more opportunities in cities and the government relaxed its control
on internal migration. This severely strained the hukou. Greater
labor mobility amid economic reform also loosened the ties that
had bound urban residents to their state employers, entities that
previously had been effective in monitoring and controlling their
workers’ behaviors.*® In addition, because of increasing wealth and
declining restrictions on information access and public speech,
Chinese society was able to take advantage of novel communica-

tions technologies and was increasingly exposed to the outside
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world. Even if democracy movements had been squelched, civic
space expanded by other means, creating more favorable condi-
tions for political resistance and social unrest.’" Disputes over land
rights, wages, and pollution arose in the second half of the 1990s,
testing a regime obsessed with stability.®

Indeed, the socioeconomic changes in the post-Tiananmen era
challenged the surveillance state to an unprecedented degree. During
the Maoist era, the targets of the surveillance state—primarily class
enemies—were easier to define because of their political associations
and socioeconomic status, and deprivations of their civil liberties
simplified and facilitated surveillance. Additionally, restrictions on
market-based economic activities, physical mobility, and access to
information—which persisted through the 1980s, albeit to a lesser
degree than in the Maoist period—meant that even a crude surveil-
lance apparatus could, for the most part, meet the party’s needs for
social control. However, during the post-Tiananmen period, Chi-
na’s economic take-off engendered new sources of social and polit-
ical conflict, placing greater demands on the surveillance state and
encouraging party leaders to invest in more sophisticated mecha-
nisms of coercion.

Thus, in the decades following the Tiananmen events, the gov-
ernment poured resources into modernizing and strengthening its
surveillance of political threats and into maintaining social stability.
Old methods of control were resurrected, refined, and updated;
hardliners were appointed to oversee the security apparatus; and

regime survival became the top priority of the party-state.

Regime Priorities and Resolve

In April 1990, in the immediate aftermath of the Tiananmen

crackdown, the party issued a notice on “maintaining social stability
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and strengthening political-legal work”® This landmark document
decreed that stability maintenance was the government’s overriding
mission. Substantively, the party instructed its local committees to
prioritize political-legal work—party-speak for domestic security
tasks—and provided the localities with necessary support in terms
of staffing, funding, and political status. Another key document,
the party’s “Decision on Strengthening Public Security Work,”
arrived in October 1991. According to a leaked summary of the
secret document, the party pledged to devote enormous re-
sources to build up the capabilities of the coercive apparatus.®

In November, the MPS convened the eighteenth public-security
conference—the first since December 1977.% Shortly thereafter,
the agency launched several initiatives to prioritize surveillance of
potential political threats, such as strengthening management of
the KP program and bolstering security and covert operations on
university campuses. In 1992 the MPS intensified “political secu-
rity protection” by guarding against “infiltration and peaceful
evolution”—a euphemism for Western pressure through educa-
tional, cultural, and commercial exchanges—and targeted under-
ground Catholic groups and others considered “evil sects.”
The MPS’s efforts did not slacken as the decade went by. In July
1997 it strengthened online surveillance, and in October it tight-
ened control of foreign funding for Chinese social science research
institutions.®

As a parallel initiative, in February 1991 the party leadership and
State Council—essentially, the Chinese cabinet—issued a joint de-
cision on “Strengthening Comprehensive Social and Public Order
Management,” which laid out a comprehensive strategy for safe-
guarding regime security and social stability.®” (A follow-up order

was issued in September 2001.) The key components of the strategy
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included full utilization of the capabilities of the public-security
apparatus; strengthening local security outfits; mobilizing grass-
roots security organizations; strict accountability to ensure that
local officials implemented stability-maintenance measures; close
cross-agency coordination under party leadership; equal emphasis
on repression, prevention, education, and routine enforcement;
and resolution and containment of social conflicts.

In the early 2000s, the party took additional steps to beef up its
coercive capabilities. This new round of upgrading coincided with
the elevation of hardliner Luo Gan as head of the CPLC and the
appointment of a competent apparatchik, Zhou Yongkang, as
minister of public security. Zhou would succeed Luo in 2007. As
the heads of the CPLC from 1998 to 2012, the duo was instru-
mental in the modernization of the surveillance state. Compared
with measures taken by the party in the early 1990s, the efforts of
the early 2000s were far more systematic and ambitious, as reflected
in the landmark 2003 document, “The CCP Center’s Decision on
Further Strengthening and Improving Public Security Work.”%

The document identifies a range of threats against which to
guard: “infiltration” by external and internal hostile forces, ethnic
separatists, sabotage activities by religious extremists and terrorist
groups, illegal activities by the spiritual movement Falun Gong and
other “evil sects,” mass incidents, and individuals with the potential
to form organizations that endanger state security and social sta-
bility. The party pledged to commit enormous resources to build
up the grassroots operations of the public-security apparatus, fund
public security reliably, expand the police force, increase police pay
and benefits, and strengthen “policing through science and tech-
nology.” Finally, the political status of local police chiefs was elevated

to ensure the party’s leadership in domestic security: the document
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orders local party committees to make local police chiefs members
of the party standing committee and give them concurrent appoint-

ments as deputy governors or deputy mayors.?

Investment and Institutionalization

Thanks to the revenue increases produced by sustained eco-
nomic growth, the party was able to plow immense resources into
its coercive apparatus in the post-Tiananmen era.”" In 1991, Chi-
na’s state revenue was 314.9 billion yuan; by 2020 it had reached
18,291 billion yuan—a twelvefold increase in real terms.®> Table
1.2 shows the corresponding increase in domestic-security
spending.”? In nominal terms, spending on domestic security—
excluding spending on the People’s Armed Police—increased
twenty-fourfold between 1991 and 2020, and about 1,900 percent
after adjusting for inflation.%*

The bulk of the spending was on the police, leading to rapid
expansion.” In 1989, China’s public-security apparatus consisted
of 769,000 personnel; by 2010, the number had jumped to at least
2 million.? Data from Shaanxi, Hubei, and Zhejiang Provinces
suggest that the police force grew at a much faster pace in the post-
Tiananmen era than it did in the early to late 1980s. The number
of authorized personnel in Hubei’s provincial PSD rose from 33,374
in 1989 to §8,874 in 1999.%7 Zhejiang increased the size of its police
force on nine separate occasions between 1990 and 2003, adding
7,840 positions, equivalent to 40 percent of its strength in 1985.9
Guizhou added 10,674 police between 1991 and 2000.%

Local data show that the units responsible for domestic surveil-
lance were expanded in 2000 and 2001. In 2000, the central gov-
ernment authorized Hubei to add 440 police positions solely for

“domestic security basic work and flexible response units.” In 200T1,
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TABLE 1.2
Spending on the Police, Procuratorate, and Courts, 1991—2020

Year Amount (billions of yuan)  Share of total public spending®
1991 10 4.1

1995 30.5 6.19

2002 110 4.99

2004 154.8 5.43

2007 334 6.91

2011 522 4.78

2014° 702 4.62

2017° 10,467 5.15

2020P 11,645 4.74

a  Refers to all spending by the central, provincial, and local governments.
b Figures for these years are estimates.
See notes for data sources.

the central government gave Hubei an additional 9o positions in
domestic security units to combat “evil sects.”*° Zhejiang received
540 authorized positions for its domestic security unit in 2007 as
well. While it is only possible to access information from indi-
vidual provinces, most likely police units responsible for domestic
security were authorized to grow nationwide, and probably they
added more than 10,000 agents.'”

While the state invested in manpower, it also upgraded its techno-
logical capacity for coercion. In November 1991, the MPS convened
a national conference on the modernization of law enforcement
technology, where it announced that the country’s broader tech-
nological modernization program would incorporate the needs of
“science and technology for public security”’'** In August of the fol-
lowing year, the MPS began to build a national crime information

data center, taking the first step toward digitizing its information
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system. Soon after the MPS issued its May 1998 “Decision on
Strengthening Science and Technology Work in Public Security,”
the party formally approved the Golden Shield project, an IT
modernization program that included the so-called Great Firewall
of China.'™ In 2004, the MPS launched Skynet, a high-tech video
and sensor surveillance program. Eleven years later, in 20715, the
CPLC rolled out Sharp Eyes, another video surveillance program
that complements Skynet.

Simultaneously, the party reengineered the institutions of the
surveillance state, beefing up the CPLC and its local outfits. These
enhancements took multiple forms. One involved signaling the pri-
ority granted to surveillance by elevating the political stature of
security institutions. For instance, the party elevated the political
status of the local political-legal committees by directing that the
party official in charge also be made a member of the standing com-
mittee of the local Communist Party committee or a deputy secre-
tary of the same local party committee. Similarly, a new commission,
the specialized Central Commission on Comprehensive Social and
Public Order Management, was created within the CPLC. This was
a shell commission; it had no staff and no tasks. But within the tradi-
tions of Chinese politics, its existence testified to the importance of
the work the CPLC was doing. More substantively, local political-
legal committees were granted a key role in the appointment and
promotion of law enforcement officials. The revived CPLC and
local political-legal committees received a broad mandate to provide
“macro-level guidance” and coordinate the work of the domestic
security sector.” And the CPLC and its local affiliates established
annual national political-legal work conferences—and their local
equivalents—starting in 1990. Whereas the CPLC in the 1980s

convened such conferences irregularly and infrequently, since 1990
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the CPLC and its local political-legal committees have held annual
work conferences without fail.

In addition to strengthening the CPLC and the local political-
legal committees, the party established more specialized offices to
coordinate responses to specific political threats. These include
“stability-maintenance offices,” established in the mid-2000s and
tasked with addressing social conflicts, such as strikes, protests, and
riots. Formally part of the CPLC and the local political-legal com-
mittees, stability-maintenance offices have full-time staffs and op-
erate their own networks of informants.'® To suppress Falun Gong
and other spiritual organizations, the party set up special offices for
combating “evil cults,” commonly known as the 610 Offices, which
were again under the umbrella of the CPLC and the local political-
legal committees. (The 610 Offices were abolished in 2018.) In
August 1998, the Public Information Network Security Bureau, a
special police unit that monitors the internet and combats cyber-
crimes, was formed inside the MPS and its corresponding local

outfits—another effort to address a novel threat.

The Xi Jinping Era

By the time Xi Jinping rose to power in late 2012, he had at his
disposal a fully modernized surveillance state. Yet, despite the re-
vival of totalitarian practices under Xi, development of the surveil-
lance state has been marked by contradictory trends during his
rule. On the one hand, Xi has continued the technological up-
grading of surveillance, in particular strengthening cybersurveil-
lance. He established the Cyberspace Administration in 2014 to
coordinate control of the internet; in 2018, the administration was

elevated to a central commission, granting it broad authority.™® To
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further facilitate state surveillance, his government passed a cyber-
security law in 2016 and a data security law in 2021. As noted
above, the high-tech Sharp Eyes project was launched in 2015,
under Xi’s watch, and Skynet has been upgraded. Xi’s government
can take credit for full implementation of the grid management
system and the launch of the social credit scheme, a data-driven
system with which authorities may be able to track individuals’
behavioral patterns and even political loyalties.™”

On the other hand, Xi’s government has faced real fiscal con-
straints, as economic growth decelerated after 2012. Consequently,
state revenue averaged an anemic s percent growth per year be-
tween 2013 and 2020, compared with 20 percent between 2003 and
2012."° This led to slower increases in domestic security spending.
Between 2013 and 2020, average nominal growth in spending
on domestic security was I2 percent per year, compared with
an astonishing average nominal growth of 35 percent per year in
2003—2012."%

Xi has also taken aim at elements of the domestic security ap-
paratus to ensure its political loyalty. Shortly after he assumed
power, he purged Zhou Yongkang, the former head of the CPLC
(2007—2012). The political status of the CPLC was also down-
graded: its head was allowed to remain a member of the Politburo
but not of its standing committee. The formal authority of the
CPLC appeared to be undermined further in 2014 when the party
established the Central National Security Commission, with Xi as
its chairman.”® Starting in 2018, Xi launched a three-year cam-
paign to purge the domestic security apparatus, resulting in the
arrest and punishment of tens of thousands of police officers, in-
cluding four former vice ministers of the MPS, many provin-

cial police chiefs, heads of the provincial and local political-legal
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committees, and large numbers of local police chiefs, prosecutors,
and senior court officials.™™ As I discuss in more detail later, these
changes do not constitute a downgrading in the importance of
domestic security. Rather, this is Xi’s eftfort to address the coercive
dilemma: he has filled open positions with officials and police of-

ficers loyal to himself.

The Surveillance State during the COVID Pandemic

The capabilities of China’s surveillance state were fully mobi-
lized during the COVID-19 pandemic that began in Wuhan in
December 2019. Immediately after the outbreak, the Chinese gov-
ernment deployed its surveillance capabilities to enforce the so-called
zero-COVID measures, intended to eradicate the virus. Although
not designed as a public-health tool, China’s surveillance state was
readily repurposed because it possesses the technological and orga-
nizational means to track ordinary people’s movement and activi-
ties, which is useful in locating sick people and subjecting them to
quarantines.'"?

On the technology side of the ledger, the party relied almost
exclusively on smartphone-based tools—such as apps and location
monitoring via GPS—to track the health status, social contacts,
and movement of individuals.” Specifically, the government col-
laborated with private technology companies such as Alibaba and
Tencent and with state-owned telecommunications firms like
China Mobile and China Unicom to develop and implement a
health code (jiankangma) and a travel code (xingchengma).

In theory, the health code relied on user input and big data ana-
lytics to assess individuals’ health status and assign them to one of

three color-coded groups: red, yellow, and green. A user with a
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green code could move freely, accessing public places such as shops,
restaurants, schools, and hospitals. Those with a red or yellow
code—the former denoting high-risk individuals and those diag-
nosed with COVID, and the latter indicating moderate risk—
would be forced to quarantine at home. The system was based on
an Alibaba smartphone app deployed in February 2020 to track the
health status and close social contacts of the company’s employees.
The municipal government of Hangzhou, where Alibaba is based,
quickly embraced the app. Shortly afterward, all provincial govern-
ments partnered with technology companies (primarily Alibaba
and Tencent) to roll out their own schemes; there was never a
single national system. The code was generated by apps linked to
WeChat, an app developed by Tencent and used by more than a
billion people in China, and to Alipay, a digital wallet developed by
Alibaba and widely used in the country. WeChat and Alipay users
were required to enter their personal information (national ID
number, age, gender, and address) and health-related information
(vaccination status and results of COVID tests). The movement of
the users was tracked so that the WeChat and Alipay apps would
know if they came into close contact with an infected person.
Exactly how the health code actually operates has never been
clear. The algorithms behind the apps remained opaque, and,
again, there were no national standards. Based on press reports that
local authorities misused the health code to restrict the movement
of protesters and dissidents, it is clear that local authorities could
use the systems for purposes unrelated to tracking potential
spreaders of disease.”* Before the rush to abandon zero-COVID in
December 2022, the health code seriously circumscribed the daily

lives of ordinary people, including those without COVID. Even
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those with green codes could hardly live normal lives, for fear that
a chance encounter would result in a change of status to yellow or
red, regardless of their own health condition.

Besides the health code, China also introduced an app to track
individuals’ travel history. Drawing on location data provided by
the three state-owned telecom companies, the app generated a log
of locations to which an individual had traveled in the previous
two weeks. Authorities could use the log to ascertain whether an
individual had traveled to outbreak areas or had been in contact
with infected passengers on public transportation. On December
11, 2022, in the wake of the fierce protests that brought the zero-
COVID policy to an end, the government abolished the travel
code and claimed to have deleted all the related data.

Although the health and travel codes likely did serve their offi-
cial, publicly announced purpose of protecting public health, they
also enabled major advances in the party’s use of surveillance tech-
nology on a population-wide scale. For the first time in Chinese
history, the state was able to use advanced technologies to deter-
mine the health status and travel history of ordinary people and
restrict their freedom of movement accordingly. The heaps of
health and mobility data collected during the pandemic might also
be a valuable resource in enhancing the state’s surveillance capabili-
ties in the future.

Indeed, the potency of the health code as a dual-use tool was
such that, in November 2022, the Chinese government announced
a plan to build within three years a unified national health platform
collecting digitized health records of all citizens.”S Once completed,
this platform could generate certain identifying markers, such as the
colored health codes now familiar to ordinary Chinese, that would

further strengthen the state’s capacity to monitor and control citizens.
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It would be a mistake, however, to treat the zero-COVID mea-
sures as purely technological efforts. The state also deployed grid
management, a labor-intensive instrument, to enforce zero-COVID
with great effectiveness. Grid management, the institutional origin
of which I previously traced to the baojia, was introduced in Bei-
jing in 2003 to prevent crime and improve the operations of urban
facilities, but it gradually evolved into a powerful tool of state sur-

veillance.™

This system divides communities into several grids,
each of which typically contains about 300 households. An atten-
dant, who is either a part-time or full-time employee of the local
neighborhood or village committee, is assigned to each grid to assist
law enforcement and provide real-time reports on infrastructure
problems and minor incidents, such as traffic violations. Authorities
in wealthier communities have equipped their grids with advanced
technologies, such as specialized apps and digitized information
concerning public facilities. Even before the pandemic, grid man-
agement had been used to surveil targeted individuals.

The pandemic presented the first opportunity to use grid man-
agement to enforce a central-government policy nationwide, as
the system complemented the health and travel codes in maintaining
zero-COVID. At a meeting of the Politburo Standing Committee
during the outset of the pandemic in early February 2020, Xi
instructed the party to “strengthen grid management in communi-
ties” to contain the outbreak in Hubei."” This made sense because
vaccination drives, mass testing, disinfection, verification of the health
code, enforcement of home-based quarantines, and imposition of
lockdowns at larger-scale facilities (such as hotels and apartment
buildings) all require labor-intensive efforts at the community
level. The existing system of grid management provided a struc-

ture for deploying those efforts.
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Following Xi’s instruction, local governments in Hubei and be-
yond relied on grid management to report infections and travelers
from infected areas, provide essential services (such as delivering
groceries to families under lockdown), staff access points to apart-
ment complexes, and communicate official announcements. Atten-
dants sent residents of their grids messages via WeChat, conducted
disinfections, checked health codes, and assisted in mass COVID
testing and promotion of vaccination.'®

The wide-ranging responsibilities performed by grid manage-
ment during the pandemic put the operational capabilities of the
system to the test. As a result, this mechanism of social control has
likely been significantly improved. At a minimum, grid attendants
empowered to enforce public health measures likely acquired new
skills and gained an unprecedented amount of information about
ordinary people. Then, too, authorities probably acquired valuable
knowledge concerning the functioning of the system under stressful

conditions and over an extended period of time.

DURING THE MAOIST PERIOD, the regime established the institutional and
organizational foundations of the surveillance state: a centralized
public security bureaucracy, a network of spies, volunteer security
organizations, mass surveillance programs, and the household-
registration system. The framework of distributed surveillance thus
was firmly in place during the first two and half decades following
the revolution. The post-Maoist surveillance state, which is the
focus of the remainder of this book, rests on this foundation. To
offset its lack of material resources, the Maoist regime maximized
its brutality and organizational capabilities. The party took advan-

tage of popular support and of the ideological commitment of its
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members to maintain a vast, labor-intensive surveillance apparatus
at little financial cost. The “mass line”—mobilization of the gen-
eral public to perform routine, low-level security tasks—was ad-
opted and promoted widely. This approach to surveillance has
received the endorsement of Xi Jinping, and it remains a crucial
instrument of preventive repression today."?

The surveillance state that was developed during the Maoist pe-
riod nevertheless had serious weaknesses. The lack of resources, as
well as the regime’s inability to develop more sophisticated institu-
tions of command and coordination or to acquire advanced tech-
nologies, limited its reach. Ultimately, the Maoist government
turned out to be its own worst enemy. Its ideological extremism,
which inspired the Great Leap Forward and the Cultural Revolu-
tion, severely disrupted and degraded the surveillance state that
was meant to protect that very same government.

The story of China’s surveillance state in the post-Tiananmen
era could not be more different. Relying on the institutional
foundations of the Maoist totalitarian regime, the party has sig-
nificantly upgraded the surveillance state through investment and
institutionalization. Relative political stability, and the regime’s
decision to prioritize security and social stability, enabled the sur-
veillance state to gain new operational capabilities and tactical so-
phistication. The adoption of advanced surveillance technologies
during and after the late 1990s has added a new dimension to
distributed surveillance, enabling the party more effectively to
perform certain tasks, such as monitoring digital communications
and movements of targeted individuals. What makes the contem-
porary Chinese surveillance state uniquely formidable are its
human resources and Leninist hierarchical structure, coupled with

ample funding and advanced technologies.



CHAPTER 2

Command, Control, and Coordination

AH dictatorships face two major challenges in prosecuting
effective state surveillance. The political challenge lies
in addressing the coercive dilemma: to maintain the loyalty of of-
ficials in charge of the repressive apparatus, in particular the secret
police. Ambitious and disloyal individuals in these pivotal positions
have the means to spy on their masters and conspire with their
masters’ rivals." The second challenge is an operational one: to en-
sure that the regime’s security agenda is fully implemented. The
institutional arrangements and organizational capacities of dicta-
torships determine their ability to address these two challenges.

In hopes of solving the coercive dilemma, rulers in personal
dictatorships typically rely on trusted loyalists to run their secret
police. For example, the longtime director of Iran’s SAVAK, Nem-
atollah Nassiri, was a close friend of the shah. For his part, Saddam
Hussein hired his second cousin to direct the intelligence service,
and like Saddam himself, many of the dictatorship’s officials hailed

from the area of Tikrit.> Meanwhile, in military juntas, the generals
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in charge usually appoint one of their own to head the secret po-
lice, as was the case in Chile.? Finally, one-party regimes typically
place the secret police in the portfolio of a senior party official. In
the former Soviet Union and its satellites, a member of the Polit-
buro usually served as chief of the secret police. In the case of East
Germany, the ruling party set up a specialized party organization,
the Central Committee Department for Security Questions, to su-
pervise the work of the Stasi.*

The challenge of ensuring effective policy implementation and
operational coordination among the several components of the co-
ercive apparatus is arguably more daunting than even the coercive
dilemma. The bureaucratic agendas and interests of the coercive
apparatus often diverge from those of the rulers.® The coercive ap-
paratus may not treat the ruler’s top-priority tasks with urgency.
Rivalries among bureaucracies may impede information-sharing
and cooperation. Local authorities and national bureaucracies may
struggle to work together because they are under different chains
of command.®

Few dictatorships have developed institutionalized mechanisms,
such as regular conferences or specialized organizations, to super-
vise implementation of the ruler’s security agenda and to coordinate
activities among the agencies of the coercive apparatus. Politics is
obviously one explanation. To achieve an adequate level of coordi-
nation requires, at a minimum, a politically powerful organization
that embodies the authority of the regime. This supervising entity
is likely to be resented, if not resisted, by the rest of the security
apparatus, whose individual department leaders fiercely guard their
power and autonomy. Another practical explanation is cost. Be-

sides being politically empowered, a specialized bureaucracy must
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operate at every level of the state in order to provide effective co-
ordination. It therefore requires large numbers of personnel and
facilities—an expense only dictatorships with plentiful fiscal re-
sources can afford. Even the Department for Security Questions of
the Central Committee in East Germany had no local branches.

China, too, struggled with implementation and coordination in
the Maoist era. Although the CCP was able to establish the basic
institutional framework of distributed surveillance, resource scar-
city prevented the party from building and maintaining a large
formal coercive apparatus, much less a costly stand-alone bureau-
cracy to coordinate repression. Except for national conferences on
public security, the Maoist regime had no institutionalized mecha-
nisms for coordinating repression and surveillance.

The party did not significantly improve its coordination capacity
in the 1980s. The newly formed Central Political and Legal Affairs
Commission (CPLC) and its local affiliates had small staffs and lim-
ited mandates. Only in the post-1989 era did the party succeed,
albeit incrementally, in ensuring both the political loyalty and the
operational effectiveness of the surveillance state. Its most impor-
tant institutional innovation during this period was the strength-
ening of the CPLC and the establishment of fully staffed local
political-legal committees. Between them, the CPLC and the local
committees supervised and coordinated the activities of the coer-
cive apparatus and other parts of the party-state.

In this chapter, I begin by examining the variety of mecha-
nisms that today’s Chinese party-state uses to coordinate coercive
operations. It makes for a truly dizzying array. I then turn to the
key institution, the one that oversees and organizes the others:
the CPLC.
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Commissions, Leading Small Groups, and Conferences

As in other Leninist party-states, the making of domestic security
policy in China is centralized at the top. The Politburo Standing
Committee (PSC)—currently comprising the seven top leaders of
the CCP, with Xi Jinping occupying the first seat—gives initial
approval of major domestic security initiatives and then charges
party and state bureaucracies with implementing them. Policy ini-
tiatives may be proposed by the PSC members themselves or by
functional bureaucracies, such as the Ministry of Public Security,
or by the CPLC.

The party itself serves an important coordinating function
through its assortment of conferences, meetings, commissions, and
small groups. At the national level, one finds central commissions
and leading small groups (LSGs). These consist of the heads of the
various departments of the CCP, the ministries of the State Council,
and other entities such as the judiciary and the military. The mem-
bers of central commissions and LSGs meet infrequently and likely
play a largely pro forma role in making and coordinating policy. The
routine—and more substantive—functions of the central commissions
and LSGs are performed by fully staffed offices, typically headed by
the vice minister of a ministry with special competence in the rel-
evant policy area. To avoid duplication of effort and resources, the
party prefers to create commissions within an existing bureaucracy,

a practice known as “two organizational titles with the same staff””’

Central Commissions

The central commissions propose policies and supervise and co-

ordinate implementation. Their members include heads of key party
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departments and government ministries who have responsibilities
or expertise in the relevant policy area. The number of such com-
missions has increased since Xi Jinping became party chief in late
2012. The most notable central commissions established under Xi
are the National Security Commission, the Cyber Security and
Informatization Commission, the Foreign Affairs Commission,
and the Central Commission for Integrated Military and Civilian
Development.” These commissions meet infrequently; their day-
to-day operations are performed by a special office attached to
each. These offices have their own high-ranking leadership. Un-
derscoring the special status of the National Security Commission,
the director of its office is Xi’s chief of staff.

In recent years, domestic security policy has been the purview
of the CPLC, albeit with specialized involvement by the Cyber
Security and Informatization Commission. Between 1991 and
2018, another central commission tasked with domestic security
policy, the Central Social and Public Order Comprehensive Man-
agement Commission (Zhongyang shehui zhi’an zonghe zhili weiyu-
anhui), or SPOCMC, operated within the CPLC on the “two
organizational titles with the same staff” model. The head of the
CPLC usually concurrently served as the head of the SPOCMC.*
No new bureaucracy was created, and the SPOCMC and CPLC
were essentially the same organization. At the subnational levels,
provinces, cities, and counties adopted the same model. Nomi-
nally, they all had their own committees of comprehensive man-
agement, but these committees were all located inside the political-
legal committees, and they shared the same personnel.

Thus, it the SPOCMC was nominally the CPLC’s equal in the
state hierarchy, the CPLC and the party’s local political-legal com-

mittees remained the center of the action. Between them, they
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oversaw, and now continue to oversee, implementation of do-
mestic security policy. They coordinate the operations of the sur-
veillance state. Notably, unlike other central commissions that rely
on attached offices, the CPLC is itself a fully staffed commission. It

is in this way it is similar to CCP top-level departments.

Leading Small Groups

Leading small groups are less formal and prestigious than central
commissions. Organized to formulate national policy and ensure
its implementation, LSGs can be thought of as high-level task
forces.” Members of these groups, like commission members, are
heads of key party departments and government ministries. LSGs
meet at irregular intervals, and their routine functions are per-
formed by full-time staffers working within ministries or depart-
ments with jurisdiction over a particular policy area. LSGs can
have a number of areas of expertise, including security. Until their
abolition in March 2018, the Central Leading Small Group on
Safeguarding Against and Handling the Problem of Evil Cults and
the Central Stability Maintenance Leading Small Group made pol-
icies concerning the suppression of banned spiritual groups and of
social unrest, and these groups worked to ensure policy implemen-
tation nationwide."

The Evil Cults LSG was established on June 10, 1999, under a
different name. Its operational responsibilities were assigned to a
special office that we have already encountered—the so-called 610
Office, which was located within the CPLC and directed by a vice
minister of public security.” At the subnational level, the 610 Office
was located inside local political-legal committees. Before its aboli-
tion in 2018, when its responsibilities were split between the CPLC

and the MPS, the 610 Office played a critical role in the party’s
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campaign against Falun Gong and other spiritual groups the party-
state deemed undesirable.™

The importance of the Central Stability Maintenance LSG, es-
tablished in 2000, was demonstrated by its leadership: it was chaired
by the head of the CPLC. Its office, directed by the executive vice
minister of public security, was located inside the MPS."* Few op-
erational details about this office are disclosed in official media,
except for some information about its research into causes of social
instability. For example, public reports indicate that in 2014 the of-
fice sent a delegation to a Shandong state-owned steel mill to study
how reducing “excess capacity”’—that is, closing factories—would
affect social stability. We also know that the deputy director of the
office led two delegations, in 2009 and 2015, to conduct research in
Jiangxi and Shandong.™ Given what is known about the typical
role of LSGs in policymaking and coordination, the Central Sta-
bility Maintenance LSG probably developed domestic surveillance
proposals for consideration by the PSC.

Coordination Small Groups

Another institutional form underlying China’s security state is
the coordination small group. As indicated by the name, these
groups do not participate in policymaking; rather, they coordinate
the implementation of policies made by bodies such as the PSC.
There are three coordination small groups engaged in domestic
security, one concerned with domestic security generally and one
each focused, respectively, on Tibet and Xinjiang.

The coordination small groups for Tibet and Xinjiang are
chaired by the PSC member in charge of ethnic-minority affairs.
Again, the fact that a PSC member—one of the seven top figures

in the Chinese leadership—is at the helm indicates the importance
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granted to the group. Each of the two coordination small groups
has a fully staffed office. According to one report, the office of the
Xinjiang Work Coordination Small Group was initially set up in-
side the CPLC in 2000, but it was relocated to the State Ethnic
Affairs Commission in 2013. A more recent report discloses that in
2019 the director of the office was a deputy director of the CCP’s
United Front Department, whose mission is to seek allies and sup-
port from social elites and groups that the party sees as strategically
important, such as prominent religious figures, overseas Chinese,
and ethnic minority leaders.’ While the Xinjiang group focuses
exclusively on that province and its Uighur population, the Tibet
group is concerned with Tibet and four other provinces with large
Tibetan populations: Sichuan, Qinghai, Gansu, and Yunnan and is
led by the same PSC member who heads the Xinjiang group.
Whereas the deputy head of the coordination small group for Xin-
jlang is the region’s party chief, the deputy head of the coordina-
tion small group for Tibet is the director of the United Front
Department. We have no information about the bureaucracy to
which the Tibet group is attached, but its likely institutional home
is also the State Ethnic Affairs Commission.™

The general domestic security coordination group is called the
Safe China Construction Coordination Small Group. It is apparently
the successor to a commission, the Central Social and Public Order
Comprehensive Management Commission. Established in 2020, the
Safe China group is led by the chief of the CPLC; other members of
the CPLC attended the Sate China group’s first meeting, indicating
that they are also members of the group. Although technically its
role is to coordinate domestic security policy implementation
across departments, the Safe China group is very likely involved in

making policy proposals as well. After all, its leaders include CPLC
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members: high-ranking national-level politicians.”” The Safe China
group has four specialized teams: the Law and Public Order in So-
ciety team (Shehui zhi’an ju), headed by a deputy minister of public
security; the Public Safety team, headed by a deputy minister of
emergency management; the Urban Area Management team,
headed by a deputy secretary-general of the CPLC; and the Political
Security team, headed by another deputy secretary-general of the
CPLC."™ It is probable that this latter group has the primary mission

of coordinating surveillance and political repression.

Conferences and Meetings

At regular work conferences and meetings, officials from central-
and subnational-government departments gather to mobilize the
coercive apparatus. One of the critical functions of such conferences
is to communicate the top leadership’s security agenda outward to
the provincial and local levels. Among these gatherings, the most im-
portant and prestigious is the National Public Security Conference.
Of the twenty-one conferences convened since 1949, only five have
been held in the post-Mao era, perhaps because the annual work
conferences of the CPLC have largely supplanted the national public
security conference. As of this writing, the last such conference
was held in May 2019. Typically, the conference is preceded by is-
suance of a CCP document laying out a new medium-term domestic
security agenda. For example, on November 18, 2003, the CCP issued
its “Decision on Further Strengthening and Improving Public Se-
curity Work,” just before the convening of the twentieth National
Public Security Conference.” The presence of the top leaders of
the party-state at these conferences is indicative of their status and
importance. In the post-Tiananmen era, all top leaders (except Hu

Jintao in 2003) met the conference delegates in person.*
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If the National Public Security Conference is designed to mobi-
lize the coercive apparatus (mainly the MPS) to implement the
regime’s medium-term domestic security agenda, annual domestic
security priorities are communicated to the party-state through the
CPLCs Political-Legal Work Conference (Zhengfa gongzuo huiyi).
At the national level, this conference is held at the end or the be-
ginning of each year. Provincial conferences are convened soon
thereafter, followed by municipal and county-level conferences.

Separately, the MPS convenes its own meetings to implement the
agenda laid out at the annual political-legal work conferences. At the
national level, the annual MPS conference, held at the beginning of
the year after conclusion of the CPLC’s work conference, is called
the National Police Chiefs Conference (Quanguo gong’an juzhang
huyi). At the subnational level, provincial political-legal work con-
ferences take place shortly after national conferences, and municipal
conferences are convened after the provincial conferences.

This top-down mechanism of bureaucratic mobilization and
policy implementation is a classic feature of a Leninist party-state.
But even a well-formed hierarchy cannot ensure that local govern-
ments and security agencies will in fact faithfully turn the edicts of
top party leadership into action, nor that they will do so effectively.
The leading small groups and specialized offices have no corre-
sponding local equivalents, while work conferences lasting a mere
few days accomplish little beyond information-sharing and short-

term bureaucratic mobilization.

The Central Political and Legal Affairs Commission

In all likelihood, the party found its answers to the challenges of

coordinating the coercive apparatus—and maintaining its political



78 THE SENTINEL STATE

loyalty—through trial and error. As we have seen, the party’s late-
1950s LSG on political-legal work played only a minor role. In the
1980s, the party elevated the status of the group to a commission,
creating the CPLC. Yet the CPLC initially had a weak organiza-
tional presence at the local level.>" In terms of domestic security
policy formulation and implementation, it was not nearly as active
as it would become after 1989.

Post-Tiananmen investments brought about the full-fledged insti-
tutional development of the CPLC and its local outfits. During this
period, the party gradually built a vertically integrated institution
with expanded supervisory authority over the coercive apparatus
and sufficient organizational resources to implement domestic secu-
rity policy. As a fully staffed CCP bureaucracy present at all levels of
the party-state, the CPLC was placed on equal footing with the
other four major CCP bureaucracies having their own corre-
sponding departments at each level of the party-state: the Organiza-
tion Department (responsible for vetting millions of officials), the
Propaganda Department (which spreads official ideology and con-
trols the media), the Central Commission for Discipline Inspection
(China’s top anticorruption body), and the United Front Work De-
partment (which manages relations with nonparty individuals and
organizations at home and abroad). As these departments are institu-
tional pillars of one-party rule, the establishment of a security-focused
party bureaucracy that replicates their nationwide hierarchical organi-
zational structure signals the priority the party attaches to regime se-
curity. In addition, the decision to follow the model of the four pillars
demonstrates the party’s faith in the Leninist system. The existing
organizational structures for mobilization of resources and imple-
mentation of policy were working, so the CCP applied them to the

repressive apparatus it designed to protect itself.>
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The CPLC, then, became the paramount overseer of do-
mestic security, on the Leninist hierarchical model. With the
aid of its subordinate bureaucracies and advisory groups, dis-
cussed above, the CPLC is responsible for translating the party’s
orders on domestic security into specific policy measures, coor-
dinating actions among security agencies, supervising the work
of the courts and procuratorates, and overseeing implementa-
tion of high-priority tasks such as law-and-order initiatives,
crackdowns on dissent, and the buildout of high-tech surveil-
lance systems. Based on a brief disclosure in official MPS docu-
ments, we know that the CPLC reports directly to the PSC,
technically through the Secretariat of the Central Committee,
on which the head of the CPLC sits. The CPLC receives its
policy instructions from the PSC and submits domestic security
reports to that same body.?}

Today the CPLC is led by the Politburo member responsible for
domestic security. (This actually represents a demotion: in the de-
cade prior to Xi’s rise, the head of the CPLC was one of the mem-
bers of the PSC, which makes day-to-day decisions for the twenty-
five-member Politburo.) His executive deputy is usually the minister
of public security, signifying the critical importance of the Min-
istry of Public Security in domestic security. But the person wielding
substantive power over the operations of the CPLC is its secretary
general, equivalent to a Western minister’s chief of staff. Other
members of the CPLC include the heads of the Supreme People’s
Court and the Supreme People’s Procuratorate, the minister of
justice, and the commander of the People’s Armed Police. Top na-
tional security and intelligence officials are also members, including
the heads of the political-legal commission of the People’s Libera-
tion Army (PLA) and of the Ministry of State Security, a secret
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police agency combining elements of domestic and foreign intel-
ligence and counterintelligence.

To prevent the coercive apparatus from acquiring too much
power, the party imposes term limits on the head of the CPLC.
Typically leaders serve one five-year term, although Luo Gan
served two terms, from 1997 to 2007. At the subnational levels,
most political-legal committee heads serve one five-year term, and
the secretaries of the provincial committees are often rotated to

prevent them from establishing fiefdoms.

Evolution of the CPLC since 1989

The political-legal sector encompasses a range of bureaucracies.
In addition to the courts and the procuratorate, this sector includes
the MPS and the local public security bureaus (PSBs), the Ministry
of State Security and its local agencies, the People’s Armed Police,
the Ministry of Justice (which also oversees the prisons) and its
local agencies, and the police academies. Since the founding of
the PRC in 1949, the CCP has maintained a tight grip over the
political-legal sector through specialized committees and their per-
mutations, such as the Central Political and Legal Affairs Small
Group that we have already encountered. After the formation of
that central group in 1958, provincial, prefectural/municipal, and
county-level CCP committees all set up political and legal affairs
small groups and empowered them to coordinate the work of law-
enforcement agencies.>*

However, these groups were restricted to involvement in criminal
cases and legal disputes. They had no role in formulating, imple-
menting, or coordinating social control and surveillance measures.
At the local levels, political-legal small groups did not have fully
staffed offices. As the chaos of the Cultural Revolution engulfed the
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country, the political and legal affairs small groups ceased to func-
tion. Shortly after the Cultural Revolution, the CCP reestablished
the Central Political and Legal Affairs Small Group and gave it a
limited mandate to conduct research on major policy issues and assist
the work of the Supreme People’s Court, the Supreme People’s
Procuratorate, and the MPS.*

When, in 1980, the Central Political and Legal Affairs Small
Group was elevated and transformed into the CPLC, the central
and subnational political and legal committees together became a
functional department of the party. Their responsibilities included
“maintaining communications and providing guidance to the var-
ious departments in the political and legal sector; assisting party
committees and bureaucratic departments in evaluating and man-
aging cadres; organizing and conducting research on policy, law,
and theory; coordinating joint meetings to deal with major and
difficult cases; and organizing and promoting implementation of
“comprehensive social management.”*® Despite their expanded
mandate, the CPLC and its subnational units were not directly in-
volved in routine operations or decisions of the law-enforcement
apparatus. The reference to implementing unspecified compre-
hensive management, however, foreshadowed the pivotal role of
the CPLC and the PLCs in supervising the surveillance state more
than a decade later.

In between the emergence of the CPLC and its full-scale ex-
pansion in the 1990s, it was briefly abolished. In May 1988, under
the leadership of CCP General Secretary Zhao Ziyang, reformers
seeking to separate the party from the state eliminated the CPLC
and replaced it with a new central political and legal affairs LSG
with limited power. But the Tiananmen crackdown came only a

year later, and there was not enough time to fully implement the
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reform at the subnational level, leaving most provincial and local
PLCs intact. In 1990, soon after the crackdown, the party reestab-
lished the CPLC.*”

As defined during the reestablishment of the CPLC, the principal
mission of the political-legal committees is to provide “macro-level
guidance and coordination” and to advise and assist party commit-
tees. PLCs are subordinate to the party committees at the same
administrative level, but they receive guidance from their superior
PLCs. The specific responsibilities of the local PLCs are deter-
mined by party committees. The 1990 document reestablishing the
CPLC and subnational PLCs elevates the political status of the
PLCs by stipulating that the secretary of a PLC must be a deputy
party chief or a member of the standing committee of a party or-
ganization at the same level.?®

Starting in the mid-1990s, the party gradually increased the per-
sonnel and funding of subnational PLCs and expanded their re-
sponsibilities, empowering them to better formulate, coordinate,
and implement social control and political repression.® In 1995 the
General Office of the CCP Central Committee directed the PLCs
to “organize and coordinate the work of social comprehensive
management of law and order and public safety.”** And in 1999, the
CCP formed the 610 Office within the PLCs at all levels, further
solidifying their status as the party’s domestic security taskmaster.

A key measurement of post-Tiananmen reliance on the CPLC
1s the regularity of its national conference on political-legal work.
In the 1980s, the party convened only three such conferences;
since 1992, the conference has been held on an annual basis. Un-
like in the 1980s, when neither Deng nor General Secretary Hu
Yaobang attended the gatherings, top leaders such as Jiang Zemin

and Xi Jinping have attended and addressed the conferences.
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In the 2000s, the power of the PLCs in domestic security affairs
was augmented further. In November 2003, as part of its effort to
strengthen its leadership of public security agencies, the party
mandated that directors of local public security agencies be mem-
bers of the standing committee of the local party committee or else
a deputy governor or mayor. Since the heads of the local PLCs are
also members of the local CCP standing committees, it became a
standard practice to appoint the same person to head both the local
PLCs and the PSBs. With one stroke, the party elevated the polit-
ical status of the local PSBs and gave the local PLCs an unprece-
dented direct role in public security.?'

This coincided with the elevation of the head of the CPLC
to the Politburo Standing Committee and with the tenures of
hardliners Luo Gan and Zhou Yongkang—a capable and ruth-
less apparatchik—atop the CPLC. Under Luo and Zhou, the
CPLC and the local PLCs acquired more responsibility to
maintain “social stability”” The landmark November 2003 CCP
document on domestic security pledged to increase funding,
and that is precisely what happened: the domestic security
budget, which funds the agencies under the supervision of the
CPLC and the local PLCs, grew rapidly.

After Xi became party chief in November 2012, the political
status of the CPLC apparently declined. In late 2013 Zhou Yong-
kang was placed under investigation for corruption and was even-
tually convicted for having taken millions of dollars in bribes, as
well as for leaking state secrets. He was sentenced to life in prison.
His successor, Meng Jianzhu, was a Politburo member but not a
member of its standing committee. Indeed, the role of the CPLC
and the PLCs was reduced even before Zhou was purged. At the
local level, the practice of appointing the heads of the PLCs to lead
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the PSBs was gradually phased out after 2012.3* In November 2013,
the party announced the establishment of the Central National Secu-
rity Commission, personally chaired by Xi.33 Given its domestically
focused mandate, this new organ, at least in theory, could assume
many of the domestic security responsibilities currently assigned to
the CPLC.

In practice that has not happened, although Xi’s commission
perhaps still functions as a sword of Damocles over the CPLC. For
now, despite the presence of the National Security Commission,
the CPLC continues to be the party’s principal overseer and coor-
dinator of domestic security. Frankly, to replace the existing bu-
reaucracy would be an immense organizational challenge; notably,
the new local national security offices are all housed inside local
PLCs. Although it is possible that eventually the party may expand
the power of the local national security offices and turn them into
bureaucracies independent of the local PLCs, it is equally possible
that future local national security offices will be no more than rela-
beled PLCs.

It does not appear that Xi’s goal is to replace the CPLC and its
local affiliates, so much as to assert more direct control over them—
the constant concern of a dictator seeking to maintain the political
loyalty of his repressive apparatus. Thus in the late 2010s, years after
creating his own national security commission, Xi was still focused
on the future of the PLCs, purging the central and local bureaucra-
cies and, in January 2018, announcing the CPLC’s reorganization.
The campaign has claimed many senior public security officials as
well as rank-and-file police.’* According to Chen Yixin, Xi’s point
man in charge of the purge, by June 2021, 12,576 police officers
had turned themselves in and nearly 100,000 officers were investi-

gated and punished for “violations of discipline and law.”3 This
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may be the most thorough purge of the coercive apparatus since
the end of the Cultural Revolution. In addition, in January 2019
Xi issued an important document, “CCP Rules on Political-Legal
Work,” formalizing existing practices and cementing the party’s su-
premacy over the political-legal sector. A key objective of this doc-
ument is to extend the PLCs even deeper into rural China.
Whereas historically counties were the lowest subnational level at
which PLCs operated, now they have been established at the
township level 3

In other words, Xi has not weakened the political-legal sector.
He has domesticated it, while apparently hoping to press it that
much further into the lives of citizens by installing PLCs in China’s

tens of thousands of townships.

Organization and Functions of the CPLC and the PLCs

Despite the vast domestic security apparatus under their super-
vision, the CPLC and the local PLCs are not themselves large or-
ganizations. The current staft size of the CPLC is not publicly
known, but because the CPLC’ authorized headcount in the mid-
1990s was only fifty, it is fair to speculate that its entire staft today is
in the low hundreds. As for the local PLCs, we can gain a sense of
their scale by drawing from what is known about specific commit-
tees. In 1983, Ji'nan’s PLC had only three sections: the secretariat,
research section, and political work section, which oversaw official
appointments in the political-legal sector. By November 1996, the
Ji’'nan PLC had been reorganized and had five sections: a general
office, a research and propaganda section, a section responsible for
supervision of law enforcement, a section devoted to comprehen-
sive management of public order, and a cadres section, which

oversaw personnel decisions. Expansion and added responsibilities
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almost certainly demanded increased staff. Additional sections,
such as the 610 Office and stability-maintenance office, were added
in the early 2000s. In this case, we know that manpower increased:
Ji'nan’s PLC grew from thirty-two officials and staft in 2002 to
forty-six in 2009.77 Likewise the PLC of Yuanmo County, in
Yunnan Province, grew from just five people in 1995 to eighteen
in 2010.3*

The sizes and organizational charts of PLCs vary across jurisdic-
tions. In 2020, the PLC of Wuhan, a large city, had sixty-nine of-
ficials and staff.? By comparison, most county-level PLCs in the
late 2010s had about ten to twenty officials and staff.*> A locality’s
population and financial resources likely determine the size of its
PLC. The PLC of the 140,000-population Yuwangtai District in
the city of Kaifeng had a staft of only six in 2018, while its coun-
terpart in Tianchang, a city in Anhui Province with roughly four
times the population of Yuwangtai, had twelve full-time officials
and staff persons in 2019.#" (For the most part, districts are at the
same level of the administrative hierarchy as counties, but whereas
counties typically collect multiple rural townships and villages
under their umbrella, districts are usually carved from large cities.)
Wealthy and politically important jurisdictions have relatively large
PLCs. Miyun, a district of Beijing with a population of half a mil-
lion, had an authorized establishment of fifty-one staft and addi-
tional support staff of seventeen in 2018.%

No information about the internal organization of the CPLC
can be found on its website, although we can make informed
guesses as to how its work may be divided.#* According to the
March 2018 CPLC reorganization plan, the commission was to
share with the MPS responsibility for repressing “evil cults,” thus

warranting a section dedicated to that cause. Another responsibility
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assigned to the CPLC was to coordinate, push, and supervise com-
prehensive law and public-order management, a task probably
requiring its own stand-alone department. The reorganization
abolished the Central Stability Maintenance Leading Group and its
office and transferred this responsibility to the CPLC, which most
likely entailed the establishment of a department responsible for
social stability. It should be noted that the transfer of these respon-
sibilities to the CPLC did not actually expand the power of the
CPLC, because the offices and commissions abolished by the
reorganization were located inside the CPLC and stafted by its per-
sonnel. Thus the “transfer” merely streamlined the CPLC’s man-
agement structure and eliminated unnecessary shell departments.
Since the subnational PLCs often mirror the organizational ar-
rangements of the CPLC, we may also gain some insights into the
internal organization of the CPLC by looking at its lower-level
counterparts. Among these, the PLC of Guizhou is one of the few
provincial-level PLCs that reveals details of its internal organization.
According to its website, the Guizhou PLC has fifteen sections and
offices. They include thirteen divisions: cadres; propaganda, in-
cluding cyber administration; two divisions for supervising imple-
mentation of the law; four for comprehensive management; two for
stability maintenance; one for supervision and investigation of infor-
mation, which likely means vetting law enforcement tips; one for
crime prevention; and one responsible for reforming “cultists.” This
PLC also has two offices: a general office and a research office.** The
responsibilities of these many divisions are easier to understand in
terms of the five substantive areas they work on: management and
vetting of officials in the political-legal sector (cadres), conventional
law enforcement and public safety (comprehensive management and

information investigation), regime security (stability maintenance
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and intelligence), coordination of political-legal work (supervising
implementation of the law), and suppression of banned religious
groups. It is likely the CPLC’ divisions also fit into these five
groupings.

An examination of the websites of local PLCs and yearbooks
published by local governments shows that cities and counties have
wide discretion in deciding the internal organization of their
PLCs.* A typical local PLC in the late 2010s would have been led
by a party secretary, assisted by two deputy secretaries. Together,
they oversaw six or seven functional offices, which might have in-
cluded a general office handling administrative affairs, an office for
comprehensive management of law and order that dealt with rou-
tine public safety and law enforcement issues, an office responsible
for supervising the legal system, an office in charge of vetting and
evaluating officials in the legal system, a stability maintenance office
(usually the office with the largest staff), a 610 Office, and a propa-
ganda office. Some PLCs had additional offices responsible for na-
tional security, anti-terrorism, anti-narcotics, and “anti-infiltration”
activities. Judged by the names of these offices, it seems that those
in charge of social stability, anti-“cult” operations, anti-infiltration
operations, and national security directly supervised and coordi-
nated the work of the surveillance state.*®

Much as the head of the CPLC is a high-ranking politician—
formerly a member of the PSC, now still a member of the
Politburo—so too is the head of a local PLC. Specifically, the sec-
retary is a member of the standing committee of the local party
organization, akin to the PSC but with purely local authority.
Other members of the local PLCs include the police chief at the

relevant level, the president of the local court, the head of the local
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procuratorate, and the director of the local justice bureau (responsible
for prisons and the legal profession). If a county or district has an

MSS office, its director will also be a member of the relevant PLC.47

Activities of the Local PLCs

Given the small size of local PLCs, it should be unsurprising that
they are not directly involved in law enforcement, public safety,
surveillance, and social stability. Their job is rather to supervise and
coordinate the activities of those directly responsible—courts, the
procuratorate, and PSBs. PLCs exercise the authority of local party
chiefs, which means that they also are driven by political incen-
tives. By giving the PLCs power to screen the appointment and
promotion of law enforcement officials, the party has created a
potent instrument for ensuring compliance and cooperation of
officials in the coercive apparatus. Even more important is the align-
ment of the political incentives of local party chiefs with the mis-
sion of the PLCs. As maintaining stability became a top political
priority for the party in the post-Tiananmen era, local party chiefs
could ill afford to be negligent in matters of domestic security.

An important responsibility—and opportunity—for local PLC
officials lies in the work conferences. The two-day CPLC confer-
ence is attended not only by the principal central government offi-
cials responsible for security and law enforcement—as well as relevant
figures from state-owned enterprises—but also the heads of the
provincial PLCs, who thereby demonstrate their importance to the
party. As we have seen, this conference is followed by additional,
similar conferences at the provincial level. These are attended by
the heads of the municipal and prefectural PLCs, which hold their

own annual work conferences shortly thereafter. Based on this



90 THE SENTINEL STATE

schedule, by the end of February of each year, the party’s annual
domestic security agenda has been fully communicated to the
county and district levels.
An examination of the reports of some local PLCs shows that
their responsibilities fall into five categories:
(1)  Domestic security tasks, including crackdowns on banned
spiritual organizations, coordinating elevated security
measures during sensitive periods, and identifying and
surveilling key individuals. These include veterans of the
People’s Liberation Army (PLA), who tend to be well
organized in their demands for better pensions and other
benefits; members of banned spiritual organizations; and
petitioners—ordinary citizens who, dissatisfied with their
treatment by officials, bring their grievances to higher
authorities. Additionally, a key security task involves
dealing with mass incidents: protests, riots, strikes, and
large-scale petitions, which can see throngs of people
gathering at public offices.
(2)  Screening officials working, or seeking work, in the
political-legal sector for political loyalty.
(3)  Overseeing the buildout of the domestic security
infrastructure.
(4) Coordinating resolution and disposal of major legal cases.
(s)  Overseeing law enforcement, public safety, and anticrime
and security campaigns.**
While local PLCs supervise the courts and procuratorates, in-
tervene in major legal disputes, and oversee periodic anticrime ini-
tiatives, their primary task is to ensure that local manifestations of

the coercive apparatus and other state bureaucracies implement the
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party’s domestic security agenda. The ability of the PLCs to fulfill
this mission rests on their capacity to organize and coordinate cam-
paigns, take security measures during sensitive periods, process in-
formation and intelligence, and facilitate the flow of information
laterally and upward. It is a marker of the PLCs’ reliability that the
party has depended on them heavily to build the main components
of the techno-surveillance state, such as grid management and the
Sharp Eyes program.

PLC activity reports suggest that their direct involvement in op-
erations of the coercive apparatus most commonly includes supervi-
sion and coordination of extra security measures during sensitive
periods.*® This particular task receives a high priority because local
officials are likely to be punished severely if a major incident occurs
on a politically charged anniversary or during an important event.
Thus the municipal PLC of Tianjin, for example, oversaw enhanced
security measures during the annual “Two Sessions”—the gather-
ings of the National People’s Congress and the Chinese People’s Po-
litical Consultative Conference, in this case in 2017. The committee
convened a video conference every evening and received daily re-
ports from the police and other agencies to coordinate security
efforts. Its senior officials also personally visited key government
offices, checked on their security measures, and inquired about the
surveillance of key groups. In September, shortly before the Na-
tional People’s Congress, the Tianjin PLC held a meeting to mo-
bilize the city’s security forces, cyber censors, and other local
departments. Following the meeting, the committee supervised
implementation of extra security measures, such as initiatives de-
signed to prevent PLA veterans from staging protests and to protect

critical infrastructure and Congress venues.”® Local PLCs in other
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jurisdictions report engaging in similar activities during sensitive
periods.’!

Local PLCs trumpet their coordinating role in their annual re-
ports. The PLC of Wuhu, a city in Anhui province, claims in its
2010 annual report that it coordinated the public security work and
promoted the resource sharing across government agencies. A late
1990s Shenzhen PLC report boasts of “coordinat[ing] the work
and covert political security operations of the local state security
and public security agencies.” Further, the PLC claims to have
“collected a large quantity of important intelligence and informa-
tion, successfully carried out effective surveillance of hostile ele-
ments who intruded into the city, . . . delivered a blow to foreign
religious groups trying to infiltrate China,” and, likely referring to
underground labor unions, “thwarted a conspiracy to organize
‘Solidarity-style’ illegal labor groups.”’s

We also know of local PLCs supervising the surveillance of key
targets. In 2000, the district PLC of Longgang, in Shenzhen,
oversaw a large investigation of the district’s Falun Gong followers,
which was conducted by local public security and state security
agencies. The PLC claims to have formed three-person teams to
carry out close surveillance of key Falun Gong members, some
of whom were detained during sensitive periods. In Shanghai’s
Chongming County in the early 2010s, the PLC engaged in similar
supervisory activities involving many government agencies.

In general, recruiting informants and other auxiliary security
personnel is a routine task that local PLCs oversee.s PLCs also fa-
cilitate implementation of China’s Safe City project, a loosely de-
fined public safety initiative combining investments in technology,
manpower, infrastructure, and propaganda to reduce crime, traffic

accidents, incidents of fire, and other hazards. The PLCs coordinate
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funding, run the propaganda campaign, and evaluate and certify
Safe City projects.’*

For a granular look into the operations of a local PLC, I turn
to a log recording the late December 2015 work of the PLC of
Futian District in Shenzhen.’ There was nothing special about
this week; the log just happens to be available, and it provides an
up-close encounter with a week in the life of a typical PLC.
During the week of December 22—29, the stability-maintenance
office of the district PLC worked with the municipal letters-and-
visits bureau to resolve the issue of petitioners who alleged that
they had been defrauded by an online fundraising platform. The
same office coordinated the handling of some of Shenzhen’s PLA
veterans who were planning an activity that had the potential to
trigger unrest. The office also kept an eye on disputes between
labor and management at two local companies. The PLC com-
piled reports for the Shenzhen Municipal Stability Maintenance
Office about its daily stability-maintenance operations and its ac-
complishments in cracking down on protestors and petitioners.
Meanwhile, the Comprehensive Social Management Office of
the PLC inspected the implementation of antiterrorism security
measures, ordered a crackdown on trafficking in wild animals,
and prepared for a major propaganda event on traffic safety. The
PLC’s 610 Office assisted the head of the Shenzhen State Security
Bureau during the latter’s research visit to the district, supervised
two investigations of “cult” activities, and issued two documents
certifying that particular citizens were not associated with “evil
cults”—documents they were required to obtain before securing
employment.

Thus local PLCs perform many different tasks, ranging from

intervention in mundane civil disputes to preemptive measures
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against potential subversives. For a regime seized by paranoia and

insecurity, a versatile PLC is worth every yuan.

COMPARED WITH OTHER DICTATORSHIPS—even communist regimes in the
former Soviet bloc—the CCP stands out for its achievements in
building a sophisticated infrastructure of command, control, and
coordination. For the most part, this infrastructure came about
after 1989, as top leadership prioritized regime security and as the
rapidly growing economy produced resources enabling the new
system.

Even in the wake of Xi’s purges and reforms, the organizational
linchpin of the Chinese surveillance state is, without a doubt, the
political-legal committees, with the CPLC at the top. Other do-
mestic security entities may have more senior party leaders and
boast more exalted titles, but it is the PLCs, a specialized party
bureaucracy, that perform the two roles essential in addressing the
coercive dilemma and the challenge of coordinating surveillance
across security agencies and assorted state and nonstate actors. First,
the PLCs vet key personnel in the coercive apparatus, enabling the
party to appoint and promote loyalists to important positions in the
police and secret police. Second, the PLCs coordinate the imple-
mentation of the party’s security agenda on a routine basis, making
it possible for China’s system of distributed surveillance to function
effectively.

The increased political heft and security responsibilities of the
party’s PLCs at all levels illustrates the CCP’s skillful application of
Leninist organizational principles in confronting emerging threats
to its power. To be sure, the party’s system of command, control,

and coordination is by no means perfect, and frequent revelations



Command, Contral, and Coordination 95

of fraud and venality in China’s coercive apparatus, including
among senior officials in the PLCs, show that China’s rulers have
not solved the problem of corruption—another challenge that
plagues all dictatorships. Yet it is difficult to imagine that the party
could have maintained its grip on power as successfully and ruth-
lessly as it has in the post-1989 era without the PLCs as domestic

security taskmasters.



CHAPTER 3

Organizing Surveillance

Ehina’s vast coercive apparatus includes the People’s Lib-
eration Army; the People’s Armed Police; the Ministry
of Public Security (MPS), which oversees a police force of about
2 million officers (as of 2010); the Ministry of State Security (MSS);
the People’s Militia; and an auxiliary police force probably larger
than the uniformed police." However, only a small number of in-
stitutions in this apparatus play a direct role in the operations of the
surveillance state. As far as I can determine, three institutions form
the operational core of the surveillance state: the Domestic Secu-
rity Protection (DSP) unit of the police, regular community police
stations, and the MSS and its local outfits. Taking direction from
the political-legal sector, which itself receives marching orders
from the highest ranks of the CCP, these three institutions carry
out China’s distinctive approach to coercion.

Many features of the coercive apparatus itself are notable. For
one thing, it is small relative to the size of the Chinese population;
the country is underpoliced by international standards.> Even more

strikingly, China does not have the equivalent of a Stasi or a
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KGB—a powerful secret police agency that conducts espionage
operations abroad and counterintelligence and political spying at
home.? In China, these three functions—foreign espionage, coun-
terintelligence, and surveillance of subversive elements—are split
between two different security bureaucracies. Before the establish-
ment of the MSS in 1983, the division of labor for the collection of
external intelligence, counterintelligence, and domestic surveil-
lance actually resembled that in the democracies more than that in
the communist dictatorships. The Central Investigation Depart-
ment, a party bureaucracy, was in charge of external espionage—
similar to the US Central Intelligence Agency or Britain’s MI6.
Meanwhile the MPS was tasked with counterintelligence and do-
mestic surveillance, functions performed by the Federal Bureau of
Investigation in the United States and MIs in Britain.

The MSS is more similar to a Stasi or KGB but still is not quite
the same. It spies abroad and handles counterintelligence at home,
but it has limited purview with respect to domestic surveillance,
focusing on ethnic minorities, foreigners, and individuals with
overseas connections. It is the MPS, the domestic security agency
responsible for the frontline police, that maintains the dominant
role in domestic surveillance. Furthermore, the MPS is more pow-
erful than the secret police, as indicated by the political status of
the minister of public security, which exceeds that of the minister
of state security.* Within the MPS, domestic surveillance responsi-
bilities are further divided between the Domestic Security Protec-
tion unit, which takes the lead on matters of political security, and
the much larger regular police force, with assistance from other
state entities, CCP members, and civilian activists.

Several factors may explain the absence of a “full-service” secret

police in China. One is elite rivalry over bureaucratic fiefdoms.
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Historically, Zhou Enlai, the long-serving premier, sought to
maintain personal control over the party’s intelligence arm (the
Central Social Affairs Department and its successor, the Central
Investigation Department) during both the revolutionary years and
the pre—Cultural Revolution period of the People’s Republic.’
This interest could reasonably have precluded his agreeing to the
formation of a full-service secret police. The concern was that
Zhou might lose control of the Central Investigation Department
had it also assumed responsibility for domestic spying. Such an em-
powered secret police would have aroused Mao’s suspicions, en-
couraging him to appoint a loyalist to oversee the combined secret
police. Zhou was not that loyalist; fearing estrangement from his
role as intelligence chief, he had ample reason to preserve the status
quo rather than seek more responsibility for his agency.

Zhou'’s interests may therefore have overlapped with Mao’s. As a
dictator known for paranoia and disdain for bureaucracy, Mao
might have felt that a powerful secret police agency could threaten
his power. Hence, it was better to divide security responsibilities
among rival bureaucracies. Additionally, Mao had ideological rea-
sons to oppose an empowered secret police. A champion of the
so-called mass line—mobilizing the people to carry out the re-
gime’s tasks—Mao distrusted elite institutions. In 195T instructions
to the MPS, Mao decried the practice of “secrecy” and endorsed
“mass mobilization under the party’s leadership” to implement the
campaign against counterrevolutionaries.®

The difference between organization of the surveillance states in
China and the Soviet Union is all the more striking because China
opted for its own model in spite of Soviet influence. Indeed,
Moscow dispatched security experts to China as soon as the Peo-

ple’s Republic was founded in 1949 and continued sending agents



Drganizing Surveillance 99

thereafter. Yet the Soviet agents had little impact in shaping the
basic structure of China’s domestic security apparatus.” China may
have imported Leninist institutions from the Soviet Union, but the
Maoist regime was far more invested in mass mobilization as an
instrument of rule, and in the repression and surveillance of polit-
ical threats in particular. Practically speaking, reliance on the masses
enabled the Maoist regime to keep the size of the formal coercive
apparatus relatively small.

As illustrated below, decisions taken during the early days of the
Maoist regime shaped the future architecture of the formal surveil-
lance state. In particular, the decisions prefigured the development
of a multilayered organizational structure and multiple security
agencies with distinct remits—all of which collectively guard the
party’s political monopoly. Compared with dictatorships that rely
on a powerful full-service secret police agency, the Chinese system
seems to have several advantages: it costs less, is more effective in
stymying potential opposition, and poses fewer dangers to the top

leadership of the regime.

The Domestic Security Protection Unit

The Domestic Security Protection unit (guonei anquan baowei,
often abbreviated as guobao) shoulders the primary operational re-
sponsibility of the Chinese surveillance state. Brief references to its
activities are readily available in local yearbooks, but there has been
no scholarly study of the DSP. Housed within the MPS at the na-
tional level, and the Public Security Bureaus (PSBs) at the local
level, the DSP was known as the political security protection unit
(zhengzhi anquan baowei) prior to 2000. In 2019, the Chinese gov-

ernment restored that name, most likely to emphasize the unit’s
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primary responsibility for guarding against threats to CCP rule.®
However, to avoid confusion, I use the terminology of Domestic
Security Protection/DSP throughout this study.

Within the MPS, DSP is known as the ministry’s first bureau, a
designation indicative of its status. The first bureau is considered
the most important and most powerful department in the MPS,
and, according to a former MPS ofhicer, its director invariably is
promoted to the position of vice minister of the MPS.® There are
also DSP units within provincial, municipal, and county or dis-
trict PSBs.

Official sources provide few details about the sizes of local DSP
units; as usual, one must glean from disparate data sources in order
to assemble a broader picture. In the early 1950s, about 40,000 po-
lice officers were tasked to the MPS political protection units, the
predecessor to DSP. These comprised about 10 percent of the total
police force.” Today, DSP units are relatively small and probably
account for around 3 percent of the police force. In 1985, Xinjiang
had only 618 police officers assigned to DSP units across the re-
gion’s 106 jurisdictions."” In Puyang, a midsized city in Henan
Province, the municipal DSP unit had forty officers in 1993, just
2.4 percent of the force.” Other jurisdictions also report small DSP
units. The DSP unit in Shuimogou District, in Urumgqi, had
twenty-four officers (5.7 percent of the total police force) in 2012.
By comparison, the criminal investigation unit of the district PSB
had forty-eight officers, or 11.4 percent of the force. In Zhuzhou,
a midsized Hunan city, the municipal DSP unit had only twenty
officers during 1997—2000; the DSP unit in Daqing’s Sartu District
had just six officers in 2002—2004; the same unit in Zaoyang
County had eight officers in 2012; and Wuhan’s municipal DSP

unit had 216 officers in 2014, assigned to a population of more than
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10 million.” If we assume that the total number of DSP officers
nationwide is about 3—5 percent of the police force, as the limited
local data suggest, China’s domestic secret police number around
60,000—100,000, or one DSP agent for every 14,000—23,000 people.
Recall that, in 1989, the East German Stasi had one full-time em-
ployee for every 165 people, while the former Soviet Union had
one KGB officer for every 595 people.™ Even if only half of Stasi
and KGB employees were responsible for domestic spying, the share
of domestic security agents per population was at least forty times
greater in East Germany than in China and eleven times greater in
the USSR..

It 1s notable that the CCP did not decide to dramatically in-
crease the size of the domestic secret police when resources al-
lowed. During the period of Mao and Zhou Enlai, the state could
not have assembled the Chinese equivalent of a Stasi even if it had
wished to. Yet with the increased post-1989 investments, the size
of the DSP nonetheless remained small. In practical terms, CCP
leaders probably understand that they do not need a large domestic
secret agency because less elite frontline police can perform most
routine surveillance tasks. And, again, the party has an interest in
preventing a spying agency from becoming a locus of power that
can threaten its own political supremacy.

We may infer from the small size of the DSP units in counties
and districts that only relatively large provincial and municipal DSP
units possess substantial operational capabilities—such as the capacity
to conduct high-priority investigations, surveil key targets, and en-
gage in sophisticated intelligence gathering and analysis. The pri-
mary function of county and district DSP units appears confined to
recruiting informants and directing community-based police officers

to perform routine surveillance tasks. Their secondary function
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1s to execute orders from superior DSP units and local party organi-
zations. Local DSP units thus serve two masters. They are part of a
functional hierarchy and therefore are supervised by superior secu-
rity agencies. But at the same time, they also rely on local govern-
ments for funding and personnel, and they must respond to the
needs of those local governments.' An eftect of this dual role is that
district and county DSP units tend to perform a small number of
high-priority operations and delegate routine tasks to local police.
Roughly once every three years, the MPS convenes national
conferences on domestic security to issue directives, provide op-
erational guidance, and facilitate the exchange of ideas among sub-
national DSP units.”® The government (probably through the MPS)
also holds specialized conferences on “political investigation work,”
most likely to develop and share with local DSP units techniques
used in surveillance and investigation of individuals and organiza-

tions deemed political threats.'”

The Wenbao Unit

Adjacent to the local DSP units responsible for surveillance
of the general population are cultural and economic protection
(wenbao) units, which handle surveillance in educational and aca-
demic institutions. At the national level, the MPS does not have a
separate wenbao department. Instead, it has a university division
(daxuechu). Some provincial PSBs, such as that in Zhejiang, follow
the MPS model and have a university section inside their DSP di-
vision. In other locations, such as Beijing, there is a stand-alone
wenbao unit. PSBs in some prefectural-level cities have stand-
alone wenbao zhidui (regiments)."™ Other prefectural-level PSBs—
such as those of Bingzhou, in Shandong, and Zhengzhou, in

Henan—have a wenbao dadui (battalion) within their DSP unit."
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District and county-level PSBs may also have wenbao units. As
most universities and major academic institutions are located in
prefectural-level cities, responsibility for maintaining security and
surveillance in these institutions belongs to the wenbao units in the
municipal PSBs.

Wenbao officers use the same surveillance tactics as their DSP
colleagues. As part of their routine tasks, wenbao officers visit uni-
versity campuses to advise on and inspect stability-maintenance
work, such as surveillance of ethnic-minority students.® Year-
books for the city of Xi’an, which has many major universities,
report that the wenbao unit of the municipal PSB actively collects
information and intelligence, operates a network of informants,
provides intelligence to the police, surveils and controls “key indi-
viduals,” investigates “enemies,” suppresses illegal religious activities
and “infiltration” by foreign and domestic NGOs, and handles
mass incidents in the city’s cultural and educational institutions.
The wenbao unit convenes a quarterly meeting covering security
on university campuses, which representatives of the city’s institu-
tions of higher education presumably are required to attend.?’ The
yearbooks of the Wuhan PSB reveal similar operations.*?

Prominent dissidents have confirmed that wenbao officers were
responsible for their cases and would meet with them regularly,
often over tea and meals. A professor in Shanghai reports that, as
far as he is aware, wenbao officers exclusively handled his case. Xu
Youyu, a political philosopher and former research center director
at the Chinese Academy of Social Sciences (CASS), has said that
both the DSP and the municipal wenbao managed his case, but the
wenbao unit had primary responsibility. Teng Biao, a human rights
activist and lawyer who was a faculty member of the China Uni-

versity of Political Science and Law, was surveilled by the wenbao
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unit of the Beijing PSB, with the cooperation of the DSP unit of
Changping District, where he resided.?

Investigative and Intelligence Operations

According to an authoritative textbook on policing, the role of
the DSP unit is to collect and analyze intelligence, detect and act
against individuals who endanger social and political stability and
national security, target religious and ethnic groups, strengthen se-
curity in academic institutions and state-affiliated entities, and re-
cruit informants.?* The mission statement of the DSP battalion of
Shicheng County, in Jiangxi Province, likely reflects the tasks typ-
ical of a local DSP unit: its announced role is to “collect, grasp,
process, and conduct research on intelligence and information re-
lated to social and political stability and national security; provide
opinions and measures; and organize, investigate, control, safeguard
against, and handle cases and incidents that harm social and polit-
ical stability and national security and unity.” With these goals in
mind, the DSP unit also surveils banned religious groups and per-
forms antiterrorism duties. Not directly mentioned is that the DSP
unit recruits informants from all social strata.>

Based on summaries of the activities of the DSP units in local
yearbooks, their most common and most important task is to in-
vestigate individuals and organizations that pose potential threats to
the CCP, as well as incidents involving these potential threats. Al-
though an average county-level DSP unit has insufficient man-
power to carry out routine surveillance, it can undertake special
investigations for which the regular police are ill-equipped due to
a lack of investigative skills and competing demands on their time.
Targets of special investigations include leaders and activists who

organize and participate in uprisings, riots, and protests; hostile
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foreigners engaging in infiltration and sabotage; illegal organiza-
tions and publications; organizations and individuals engaging in
ethnic-separatist activities; leaders and activists in secret societies;
individuals who collude with external forces; and organizations
and individuals engaging in terrorism.*®

Disclosures of DSP activities by local PSBs confirm that these
units pursue most of the above targets. The public security gazette
of Zhuzhou, in Hunan Province, provides a relatively detailed de-
scription of the investigations and operational accomplishments
credited to its DSP unit in the 1990s. During the decade, the mu-
nicipal DSP unit conducted investigations on university campuses
that uncovered individuals suspected of participating in illegal or-
ganizations. Its investigations also targeted foreign teachers and
members of NGOs. In 1994, with the aid of “technical means” and
“inside informants,’ the unit tracked the activities of a student leader
from the Tiananmen movement and put pressure on his commer-
cial activities to prevent him “using business to fund politics.” In
1997, the unit shifted its focus to religious groups, and in 2000 it
carried out secret investigations of various gigong organizations.>’

Reflecting the CCP’s constant fear of organized opposition, DSP
units prioritize illegal and unregistered religious and political
groups, which may operate in secret. In the Sartu District of the
city of Daqing, in Heilongjiang Province, the DSP unit spied on
religious practitioners and members of secret societies, even turning
some of the practitioners into informants in the late 1980s.?* In the
1990s and early 2000s, the DSP unit of Shulan County, Jilin Prov-
ince, spied on secret societies and religious groups and arrested their
leaders.® Similar investigations of religious groups can readily be
found in summaries of the accomplishments of the DSP units in

most jurisdictions since the early 1990s, which boast of “smashing”
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so-called cults.?® Foreign NGOs are also priority targets. In 2016,
the DSP unit of Hanyuan County, Sichuan Province, investigated
several foreign NGOs. Wuhans DSP unit claims to have con-
ducted operations in 2009 and 2013 to detect infiltration by ex-
ternal groups.?!

These reports similarly indicate that DSP units investigate a range
of individuals deemed political threats. The DSP unit of Xishuang-
banna Dai, an autonomous prefecture bordering Laos and Myanmar
and home to many ethnic minorities, reports that in 2010 it investi-
gated more than a thousand Uighurs entering the prefecture and
uncovered groups smuggling Uighurs out of China. In Miyi County,
Sichuan Province, in 2008, the DSP unit reported having conducted
special investigations of dismissed private school teachers, army vet-
erans, and migrant workers upset about unpaid wages. It was thought
that these and other key individuals might cause trouble during the
Two Sessions and the Beijing Olympics.?

The DSP collects intelligence not only in order to stymie pro-
tests and pursue arrests but also to build a database of known and
potential political threats. It is likely that the units currently follow
instructions provided in the MPS’s 2002 “Opinion on Conducting
Basic Investigations of Those Who Are Subjects of Domestic Se-
curity Protection Work.” This document is not publicly available,
but there is reason to believe it establishes protocols and priorities
tor DSP collection of essential personal data, including informa-
tion about physical features of individuals, family background,
residence, employment, and social connections.? Disclosures in
local yearbooks provide examples of how such information has
been gathered over the years, including before the 2002 instruc-
tions. The DSP unit of Zhuzhou, Hunan, conducted such “basic

investigations” as early as 1991, when the provincial PSD held a
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conference on “covert struggle” and issued a document on identi-
fying political threats. The municipal DSP unit implemented what
it called the '91 Project, a five-month investigation resulting in the
designation of more than a thousand individuals as targets. Their
information was subsequently entered into a police registry. In ad-
dition, the project designated about two dozen target organiza-
tions; these were entered into a “registry of organizations.”3

Alongside dragnets, DSP units conduct more focused investiga-
tions. For example, in 2005, Wuhan’s DSP unit investigated for-
eign NGOs in the city.® Beijing’s DSP unit spent 2000 exclusively
targeting illegal organizations.3 A 2006 reference by the Beijing
DSP unit to specialized databases of “evil cults” and “antiterrorism
information-management systems’ speaks to the targets of their
surveillance activities and the sorts of intelligence they collect and
process.?

Some of this intelligence is gathered by informants who mon-
itor targeted individuals and groups and seek out public reactions
to state policies and major social trends. The intelligence that in-
formants provide DSP units is divided into three categories: enemy
intelligence (diging), political intelligence (zhengging), and social
intelligence (sheging). (In some localities, political and social intel-
ligence are combined into one category.)

According to two textbooks on public security, enemy intelli-
gence consists of information about hostile groups and their activi-
ties. Especially valued is intelligence about those groups that “seek
to gain intelligence, instigate defections, engage in sabotage, en-
danger state security, subvert state power, undermine national
unity, and fuel armed revolts and harassment.” Enemy intelligence
also includes information about collusion and secret contacts

among hostile foreign and domestic forces, infiltration by hostile
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forces, and activities endangering social stability. Information about
major criminal activities, such as drug trafficking and organized
crime, is also classified as enemy intelligence.

Political intelligence refers to “information about political
trends and developments within and outside Chinese borders that
influence or may influence domestic social and political stability
and national security”” This may include “reactions by people of
various strata to party and government policies, laws, and major
domestic and foreign events.” Although political and social intelli-
gence is difficult to distinguish under some circumstances, the two
textbooks define social intelligence as information “about various
destabilizing factors that exist within society or that are likely to
influence social and political domestic stability.” Also included in
the social category is “public opinion concerning major accidents,
natural disasters and strikes, especially reactions by ‘representative
individuals,” and notable social trends.”3*

Despite secrecy surrounding recruitment, publicly available
sources frequently refer to the alleged successes of DSP infor-
mants.? Indeed, information about both the number and the
output of DSP spies and informants is readily available in local
yearbooks. (As discussed in more detail in the later chapters, spies
are recruited by police, and their identities are protected. Infor-
mants are recruited by political authorities, and their identities may
be protected or may be known to the public.) In general, a DSP
unit in an average city or prefecture collects several hundred pieces
of information and intelligence that are deemed relevant to regime
security each year.* In 1998, the DSP unit in Zhuzhou, Hunan
Province, claimed to have made “friends” and established “working
relationships” with 249 individuals, in addition to recruiting 65

people explicitly described as spies.*’ Between 1998 and 2002, the
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DSP unit in Shulan, Jilin Province, signed up an average of 163
informants per year, in addition to an unspecified number of spies.

As for the findings of informants and spies, DSP units routinely
discuss specific information collected by their agents and used to
intervene against dissidents. The Miyi DSP acknowledges that, in
2008, its informants helped police gain “timely information about
Miyi Middle School teachers who were attempting to organize a
strike via the internet.” Informants also assisted the police in ob-
taining “extensive information about a plan to present a collective
petition and an attempt to block construction at the site of a new

commercial development.”#

Routine Operations and Direct Repression

DSP units frequently deputize frontline police in the imple-
mentation of routine surveillance. This arrangement not only frees
up the limited manpower of DSP but also effectively expands the
reach of the secret police without increasing its size. In 1991, in the
Jilin Province city of Panshi, the municipal DSP unit designated
officers responsible for political policing in each of the city’s police
stations (paichushuo). All frontline police in the city were required
to undergo training in political security, which presumably was
provided by the DSP unit.#3 In 2000, the Beijing PSB promulgated
“Protocols for Domestic Security Protection Work by Police Sta-
tions”’; the document itself is secret, but it is known to specify tasks
and evaluation criteria for police stations undertaking DSP work. .4+
The protocols require that police stations establish information-
collection networks in communities, improve monitoring of key
individuals, and maintain “control” over such individuals. In 2016,
the DSP unit of Yueyanglou District, in Yueyang, Hunan Province,

worked with frontline police to step up surveillance of “key targets.”
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Police were instructed to keep the DSP unit aware of targets’
movements and activities. In 2012, frontline police in Leshan, Si-
chuan, provided the city’s DSP unit daily updates on “factors of
instability.’+s

Alongside frontline police, DSP units work with other govern-
ment agencies to coordinate surveillance and security operations.
In 2005, Beijing’s DSP unit reported collaborating with the city’s
customs office, education commission, and tourism bureau to set
up a regular coordination mechanism that would “guard against
infiltration by foreign religious groups.” In Henan, the DSP unit
worked with the Neihuang County United Front and with the
Religious Affairs Bureau to carry out “safety inspections” of reli-
gious sites during major holidays and other periods.+

Despite their relatively small size, local DSP units conduct direct
surveillance of priority targets and participate in security opera-
tions, such as breaking up illegal religious gatherings, confiscating
illegal religious materials, arresting political suspects, and sup-
pressing protests. In 2012, the DSP unit in Weng’an County,
Guizhou Province, surveilled key individuals and army veterans.*’
Between 1999 and 2003, the Panshi DSP unit carried out annual
operations against illegal religious groups, including Falun Gong,
surveilling their venues and practitioners. The DSP unit in Taijiang
District, Fuzhou, highlights its surveillance and investigations of
illegal religious groups between 1991 and 2005, operations that in-
cluded breaking up gatherings, confiscating materials, and arresting
members.**

The operational role of local DSP units in preventing and
quelling protests reflects post-Tiananmen priorities. Indeed, the
DSP units have been more involved in controlling protests since

the late 1990s, when stability maintenance became a high priority.
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These operations usually involve the deployment of informants,
who infiltrate suspected protest groups and report to police about
their plans. Wuhan’s DSP unit reports that, in 2013, it “effectively
used intelligence to gain advance warnings about mass incidents”
and “successfully handled more than a hundred” such incidents.*
DSP units usually use brief, euphemistic language like “handle”
(chuli) in discussing these episodes. Regardless, the incidents speak
to the important role of DSP units in helping local authorities sup-

press social unrest.*°

Police Stations

The frontline of China’s law-enforcement system is the police sta-
tion, sometimes referred to in scholarly literature by the acronym
PCS—a reference to the Chinese term, paichushuo. Police stations
perform most routine law enforcement and public security func-
tions, the sphere of which has grown since the mid-1950s. Ac-
cording to the “Rules on Organization of Public Security Police
Stations” issued in 1954 and technically in force until 2009, police
stations were supposed to enforce laws and rules of public order,
suppress sabotage activities by counterrevolutionaries, prevent
crimes and halt crimes in progress, maintain control over counter-
revolutionaries and other criminals, enforce the hukou, and pro-
vide guidance to local security committees.” During the post-Mao
era, and in particular in the late 1990s, frontline police gradually
took on more law enforcement responsibilities and assumed more
active roles in the surveillance state. The pivotal event was the
MPS’s 1997 national conference on “Domestic Security Work at
the Basic Level” There the MPS announced that “maintaining

social stability” would now be a key police mission; police stations
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were required to set up domestic security offices or appoint officers
dedicated to domestic security duties.>?

The assignment of surveillance duties to the frontline police
greatly enhanced the capabilities of the surveillance state. Compared
with DSP units, regular police possess many advantages, making
them useful in carrying out routine surveillance. Most obviously, the
frontline police constitute a much larger force. In addition, because
the police are embedded in the community—patrolling streets and
staffing civilian-facing police infrastructure—they have extensive
local contacts that can facilitate intelligence gathering and recruit-
ment of informants. The physical proximity of police to targeted
individuals also allows them to maintain closer surveillance and con-
duct inspections of targets on the orders of DSP units and other se-
curity agents.

The total number of police and police stations is not publicly
available, but information provided in June 2005 by a senior MPS
official is at least suggestive. As of the end of 2004, China appar-
ently had 43,772 police stations, staffed by about 420,000 uni-
formed police. Of these, 11,492 stations and 202,060 police were
located in cities, 19,414 stations and 157,900 police were in urban
townships, and 12,866 stations with 60,020 police were based in
rural townships. City stations therefore averaged 17.6 police offi-
cers, urban township stations 8.1 police officers, and rural town-
ship stations just 4.7 officers.’? But these are not all of the regular
police—not by a longshot. A January 2014 MPS news release dis-
closed that, as of 2013, 556,000 police, only 27.8 percent of the
national police force at the time, were assigned to stations.’*

Public security bureaus and departments also employ “assistant
policemen” (fujing), who are not counted among uniformed police.

These greatly enhance manpower available to staff police stations.
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In Guangdong, the provincial PSD recommended in May 2021 that
police stations in areas with “complex public order situations” hire
two assistant policemen for every uniformed policeman. Stations in
other areas were urged to hire one assistant policeman for every
uniformed policeman.’ The provincial PSDs of Guangdong and
Hebei provinces also require that the number of policemen assigned
to rural stations be, in the aggregate, not less than 40 percent of the
total police force in the cities and counties.

When frontline police and assistant police are included, the
Chinese surveillance state grows in orders of magnitude as com-
pared to what would be possible with DSP units alone. In fact,
police perform most routine surveillance functions, allowing DSP

units to focus on high-priority targets and cases.

Police Surveillance Operations

The surveillance responsibilities of regular police are defined in
“Protocols for the Duties of Public Security Police Stations,” issued
by the MPS in 2002.57 These duties include enforcing the Key
Populations program and recruiting informants to provide intelli-
gence relevant to social and political stability and public order. In
particular, police are to enlist informants who can speak to the
public’s reaction to major domestic and international events and
issues and who can provide information about activities of hostile
groups and illegal organizations. The most useful informants often
are those who have contact with the “masses” in the course of their
regular working life, or are those who can interact with key indi-
viduals without provoking suspicion.

As indicated by the performance metrics of a district PSB in Zheng-
zhou, the regular police are evaluated in part on the basis of their

facility with DSP tasks. Stations are ranked using a hundred-point
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system, and up to twenty points can be earned through satisfactory
performance of DSP duties, which in theory suggests that these
responsibilities consume roughly 20 percent of a community police
officer’s time. The twenty points are further broken down according
to a precise rubric. Monitoring KP earns four points. “Maintain|ing|
awareness of the activities of Falun Gong, other evil cult groups,
and illegal religious groups and organizations” earns two points.
Each police officer is required to recruit at least two public-order
informants (zhi’an ermu; literally, “public-order eyes and ears.”)
and three other informants each year, netting another two points.
Urban stations must “collect twenty pieces of information related
to political security protection every quarter,” while “rural [stations]
must collect fifteen pieces of such information,” again gaining two
points. And so on.*

Activity summaries published in local yearbooks confirm that
regular police perform most of the routine operations of the sur-
veillance state. Among these is surveillance of key individuals. For
instance the 2002 PSB yearbooks from Beijing and Leshan, in Si-
chuan Province, reference controlling and managing KI.5* A late
2010s report from the Yuwangtai District of Kaifeng, Henan, de-
scribes police carrying out regular KI verifications and database
updates. Elsewhere in Kaifeng, officers had army veterans under
constant surveillance.® The May 1 station in Weidong District of
Pingdingshan, also in Henan Province, reports that in 2019, it kept
tabs on the activities of “evil cults,” “domestic security KI,” persis-
tent petitioners, mentally ill people, and army veterans, often in col-
laboration with other government entities. (Naming public facili-
ties after May 1, the international Labor Day, is a common practice

in China.) Another station in the district claims that, during sensitive
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periods in 2019, its officers met with KI three times per day. Sim-
ilar surveillance practices are used in other police jurisdictions.*"

A widely used police surveillance tactic is known as door-
knocking. Most likely this refers to a surprise visit to a target’s resi-
dence, for purposes of monitoring and intimidation. Usually,
door-knocking is conducted jointly by DSP officers and police
responsible for the community where the targets reside.® In 2016,
the Hongyanglou station in Yuwangtai District launched a door-
knocking operation against Falun Gong practitioners. Other sta-
tions in the district carried out similar operations in 2019.% Police
in one district of Shenzhen seem to be exceptionally fond of door-
knocking. In 2017 they paid 750 visits to sixty-seven KI, averaging
a visit per month to each.%

Interviews with exiled dissidents and activists who were almost
certainly classified as KI when they were in China suggest that
DSP officers take the lead in monitoring high-value targets, with
regular police assisting. When DSP officers make an initial visit to
the home of a target, a local police officer will lead the way and
introduce the officers to the target. Thereafter, direct contact be-
tween police and the target is limited; contact comes instead from
DSP officers. Teng Biao, the human rights lawyer, reports that a
community police officer would occasionally call him to ask his

%6 However, Hua Ze, who worked

plans and whether he was home.
with Teng, recalls more active police involvement: a local officer
would often visit her aunt, who happened to live in the same
apartment building, and ask her to “keep me under control.” The
officer would make implicit threats to ensure that Hua’s aunt com-
plied.®” During sensitive periods, such as the June 4 anniversary of

the Tiananmen crackdown and during the Beijing Olympics in
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2008, local police step up their involvement in surveillance of
high-value targets. An academic in Beijing reports that during sen-
sitive periods, uniformed officers and police assistants would follow
him wherever he went.%®

If frontline police play varied roles when it comes to interacting
with surveillance targets, they are unambiguously active when it
comes to recruiting informants.” The Hongyanglou police report
that, in 2016, they recruited thirty-six spies and informants and
used the resulting intelligence to “properly handle” mass incidents.
In 2017 they gained forty more recruits. The Xinguanmeng sta-
tion, also in Yuwangtai District, reported similar accomplishments
in 2019. In its 2019 report, the Shenli station in Puyang, Henan
Province, describes placing informants around KI and embedding
them in unspecified “special groups’—likely religious organiza-
tions. Police recruited the KI themselves as informants: officers
were tasked with developing “friendships” with KI and thereby
“access[ing] inside information . . . to learn about their plans.” The
2019 yearbook from Longhui County, Hunan Province, notes that
all police at one of its stations utilized spies and informants to col-
lect information about terrorism and stability-related KI.7°

A final responsibility of frontline police is inspection and control
of “battlefield positions”—venues including hotels, internet cafes,
rental housing, and printing shops. As I detail in Chapter 6, en-
forcing restrictive rules on these sites constitutes a pillar of the sur-
veillance state. In 2018, police in Eshan Yi Autonomous County,
Yunnan, reported inspections of internet cafes, hotels, rental
housing, and entertainment establishments. In 2019, officers of the
May 1 station in Weidong District regularly inspected hotels, rental
housing, and package-delivery services. The station in Guanlan,

Shenzhen, claims that in 2017 it inspected and enforced regulations
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focusing on internet cafes, hotels, rental housing, and other “com-

plex venues.””"

The Ministry of State Security

Perhaps the most secretive of all Chinese security agencies is the
Ministry of State Security. Official Chinese publications contain
little information about either its structure or its activities. The
MSS was established in 1983, as the result of the merger of the
CCP’s Central Investigation Department and the counterintelli-
gence department of the MPS. Because the primary missions of
the MSS include covert overseas operations and domestic counter-
intelligence, its role in domestic surveillance has received little at-
tention. But close examination of yearbooks published by local
authorities and universities, as well as interviews with exiled dissi-
dents, reveal that the MSS plays an active, albeit narrow, role in

domestic surveillance.

Organization of the MSS and its Local Agencies

Shortly after the establishment of the MSS in 1983, local gov-
ernments began setting up provincial, municipal, and county MSS
departments or bureaus. However, some jurisdictions took more
time than others. For example, the state security outfit in Beijing’s
Shijingshan District was established only in 2005.”> The naming
conventions for local MSS agencies vary; for the sake of simplicity,
I will refer to them using one of the common terms: state security
bureau, or SSB.

Administratively, local agencies of the MSS report both to a su-
perior MSS agency and to the political-legal committee of the rel-
evant city or county CCP organization. The minister of the MSS



118 THE SENTINEL STATE

is a member of the Central Political-Legal Commission, while di-
rectors of the SSBs are also members of local political-legal com-
mittees. The principal officers of SSBs are vetted and appointed
jointly by the superior state security agency and the local party
committee. Operationally, however, SSBs are guided primarily by
their superiors within the state security apparatus.”?

While the structure of the MSS has been described by scholars,
little is known about the internal organization of the local agen-
cies.” The SSB of Linjiang, Jilin Province, reports that as of 1997 it
had a “general office” and a “missions department.””* Disclosures
by the CCP committee within the municipal SSB of Xingtai,
Hebei Province, provide more useful clues. The 2002 report indi-
cates that the party had one general branch within the bureau and
five sub-branches. Since the party typically has one sub-branch in
each operational department, it is reasonable to assume that this
particular SSB has five specialized departments. At the time, the
Xingtai SSB discussed missions consisting of “special case investiga-
tions”’; “basic task research”; “development of clandestine forces”—
that is, spies; “intelligence,” “breaking special cases,” and “informa-
tion work.”7¢

SSBs maintain close collaboration with local party committees
through the party’s PLCs, on which SSB heads serve. Local au-
thorities provide intelligence and information to the SSBs; in turn,
SSBs offer local authorities training and technical and operational
support with respect to security-related matters.”” For example,
Wuhan has reported that, in 1997, some 370 “national security
small groups” inside government agencies, enterprises, and other
institutions provided unspecified “assistance” to the municipal SSB.
Members of these groups reportedly “paid close attention to a

range of factors that could affect social and political stability” on
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behalf of the municipal SSB. The political-legal committee of Wu-
han’s Hanjiang District discloses that it provided intelligence and

information directly to the municipal SSB.7®

MSS Surveillance Activities

Local MSS outlets have a broadly defined mission. When, for
instance, Xinyang’s SSB was established in 1999, its main respon-
sibilities were to conduct “investigations and research on the status
of enemies” and to build “clandestine forces.” The mission of Lin-
jlang’s SSB was to engage in “counterintelligence and other work
related to state security” and to wage a “struggle on the covert
battle front.”” How exactly the official mission translates into
practice is, however, rarely stated. We must infer from carefully
worded reports and from witness statements. These suggest that
SSBs perform a wide range of routine law-enforcement opera-
tions but are also intimately involved in the activities of the sur-
veillance state.

SSBs sometimes perform conventional law-enforcement func-
tions, most likely in a supporting capacity that utilizes their tech-
nical expertise in counterintelligence. For instance, SSBs may assist
police by surveilling the communications of criminal suspects. The
Dali SSB, in Yunnan Province, has reported collaborating with the
SSB in a neighboring prefecture to crack a major drug trafficking
case in 1998.%° The SSB of Ezhou, in Hubei Province, claims to
have participated in a “strike-hard” campaign in 1996 by providing
unspecified “services” to other law-enforcement agencies. Cheng-
du’s SSB acknowledged its participation in the same 1996 anti-
crime campaign.’” The SSB of Hengyang, Hunan Province, has
disclosed that in 2002 it assisted local police and prosecutors in in-

vestigating “economic crimes’—an official category of criminality
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in China, covering smuggling, counterfeiting, fraud, tax evasion,
and several other activities.™

As a state security agency focused on foreign intelligence, the
MSS tasks local outfits with a number of national security—related
tasks. One key function of local SSBs is to provide national secu-
rity briefings for government employees who travel abroad on of-
ficial business and then debrief them on their return. The briefing
is likely intended to prevent disclosure by these government em-
ployees of “state secrets”—a designation that is often vague and
broad. SSB agents evidently use debriefings to scrutinize travelers’
activities abroad and collect whatever valuable information might
have been gleaned during their trips. Given the frequency of refer-
ences to such briefings and debriefings, they appear to be standard
practice.¥ Local SSBs also screen foreign investment projects
within their jurisdictions in search of national security concerns.?

In furtherance of their counterintelligence mission, local SSBs
mainly target fulltime residents who are foreign nationals as well as
people from Taiwan, Hong Kong, and Macao. The SSB chief in
Qufu, Shandong, discloses that, in the late 1990s, his bureau
“maintained a timely awareness of the situation of full-time foreign
nationals” and individuals from Taiwan, Hong Kong, and Macau.
The SSB of Diging Tibetan Autonomous Prefecture, in Yunnan
Province, required that hotels providing lodging for foreigners sign
“security responsibility agreements,” presumably to facilitate the
SSB’s monitoring of their guests.

While local SSBs focus on outsiders, they do target some Chi-
nese citizens as well. The same SSB chief in Qufu claims that his
bureau cast a wide net, covering people from “various local social
strata” and including “key individuals”—a designation applied only

to citizens.*s Religious establishments in ethnic-minority areas
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may also come under the surveillance of local SSBs. The SSB of
Diqing Tibetan Autonomous Prefecture reports that, in 2013, it
“conducted operations to maintain surveillance of important mon-
asteries.”®® The SSB of Liangshan Yi Autonomous Prefecture,
Sichuan—home to large numbers of Yi people, China’s largest
ethnic minority—describes targeting “hostile forces in and outside
our borders and national separatist elements.”® A report by the
SSB of Kashgar, in heavily Uighur Xinjiang Province, claims that,
of the forty-three pieces of intelligence and information it reported
to higher authorities in 2000, only five were used by Xinjiang’s
MSS department, and the rest were used by local party committees
and government agencies. This suggests that the bulk of the infor-
mation collected by the Kashgar SSB was related to ethnic unrest
in situ, not espionage by foreigners.*

Indeed, judging by the frequency of references to the MSS’ role
in surveillance of ethnic minorities, the MSS is likely the security
agency with primary responsibility for surveillance in minority-
heavy areas, especially Tibet and Xinjiang. The obvious explana-
tion is that the Chinese government is convinced that external
support is fueling unrest in ethnic minority areas, and the MSS is
well equipped to address this threat thanks to its counterintelli-
gence capabilities.

Like DSP units and police, local SSBs conduct surveillance
using informants. Most references to such activities in local year-
books are vague and general. For example, in summarizing its work
during the 1996-1998 period, Qufu’s SSB states that it “strength-
ened the building of our intelligence and information network.”
The SSB of Jimo District, Qingdao, reports that, in 1994, it con-
ducted “multichannel intelligence and information collection.”®

However, in some instances, local SSBs have been more detailed.
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For example, Diqing’s SSB reported in 2013 that it recruited an
unspecified number of “people’s defense line liaison personnel”
(renmin fangxian lianluoyuan) and that some of these were enlisted
during security reviews of hotels catering to foreigners. The SSB
of Jingdezhen, in Jiangxi, claims that in 1999 it promoted the de-
velopment of “information gathering” by offering financial incen-
tives and conducting training courses. The Jingdezhen SSB specifi-
cally mentions that it provided information from its own sources to
the municipal party committee after the crackdown on Falun
Gong and the NATO bombing of the Chinese embassy in Bel-
grade.?® During the crackdown on Falun Gong in 1999, the SSB in
Liupanshui, Guizhou Province, collected “a large amount of in-
ternal and early-warning information and intelligence” that “pro-
vided support to relevant departments.” That is, informants—
internal sources—generated information useful to those partici-
pating in the crackdown.®"

The role of local SSBs in preserving domestic stability by repres-
sive means is confirmed by numerous disclosures. For instance: a list
of priority information collected by the SSB of Liangshan, the
heavily minority prefecture in Sichuan. According to the SSB, in
1999 it prioritized the collection of early-warning intelligence and
internal information on the fiftieth anniversary of the PRC; the
return of Macau to Chinese sovereignty; Falun Gong; the NATO
bombing in Belgrade; Taiwanese President Lee Teng-hui’s “two-state”
theory, which emphasized Taiwanese independence; the fortieth an-
niversary of the 1959 Tibetan uprising, in which the fourteenth Dalai
Lama fled to India after Chinese troops crushed an anti-China re-
bellion, killing an estimated tens of thousands of Tibetans; and the
tenth anniversary of the June 4 events.”? For its part, in 2000, the

Wuxi SSB claimed to have “collected about a hundred pieces of
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early-warning and inside information related to social and political
stability.” Evidently “more than ten such pieces were used by the
General Office of the CCP Central Committee and the General
Office of the State Council”—not by superior state security outfits,
reinforcing the point that the intelligence and information collected
by these agencies is frequently more relevant to domestic stability
than to counterintelligence concerns.”® Disclosures by the SSB in
Yichang, Jiangxi Province, point to the same conclusion. In 1998,
the Yinchang SSB provided thirty-one pieces of information to su-
perior authorities. Nine pieces were used by the provincial state
security agency and the MSS, while, collectively, the provincial
CCP committee, provincial government, and municipal CCP com-
mittee used eleven pieces.®* In other words, the Yinchang SSB,
nominally a counterintelligence outfit, seems to be most valuable as
an instrument of stability maintenance.

Local SSBs do not merely process and report information; they
also participate directly in information collection through surveil-
lance. And the SSBs take part in security operations that can result
from intelligence-gathering. While DSP units have primary re-
sponsibility for domestic intelligence and security operations, SSBs
are mobilized for stability maintenance during politically sensitive
periods and ahead of major holidays, helping to provide intensive
surveillance of potential troublemakers. Not surprisingly, local year-
books frequently refer to SSBs’ “stability-maintenance work.” The
SSB of Liupanshui, Guizhou Province, performed unspecified “se-
curity work” in 1999, during the tenth anniversary of June 4, the
Two Sessions, and the fiftieth anniversary of the PRC. The SSB in
Hengyang, Hunan, conducted similar security operations during
the convening of the Sixteenth National Congress of the Chinese

Communist Party in 2002. As a large number of local SSB agencies
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report participating in security operations during sensitive periods
and on holidays, this appears to be a widespread practice.®
Interviews with prominent exiled dissidents confirm that the
MSS is often called upon to perform domestic surveillance at crit-
ical moments. Teng Biao, the human rights lawyer, had no contact
with MSS agents before the run-up to the Beijjing Olympics in
August 2008. But in March of that year, he was kidnapped by MSS
agents after taking on the legal defense of a well-known activist
and publishing an open letter calling on the government to respect

human rights.?

Another occasion for mobilizing MSS domestic
repression was the awarding of the 2010 Nobel Peace Prize to the
activist and political prisoner Liu Xiaobo. Hua Ze, who was as-
sisting Teng in collecting signatures for an open letter in support of
Liu, was kidnapped, detained, and tortured by MSS agents.®

As for direct engagement in domestic security operations, in
2002, the municipal SSB of Jingdezhen responded after learning that
Christians were organizing a large gathering at an unknown venue
within the city. Agents worked with the local PSB to arrest the or-
ganizers and disperse the participants. In 1998, the same SSB “suc-
cessfully prevented an incident that would have impacted social
stability”” The SSB of Wuhu, in Anhui province, reports that in 2003
it quashed several incidents involving Falun Gong members.?®

Finally, interviews with exiled dissidents reveal that local SSBs
and the MSS play an extensive role in the repression of high-value
targets—a task that, on paper, is supposed to belong to DSP units.
Yet high-value targets often encounter both DSP and MSS agents.
Targeted dissidents describe several noteworthy operational details
about the MSS.

While DSP units typically initiate surveillance of high-value tar-
gets after they are identified, the MSS will take over when cases
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involve foreign contacts, including those in Taiwan. A civil society
activist who was initially under DSP watch has reported that her
case was taken over by her provincial SSB after she returned from a
trip to Taiwan in 2011. The SSB agent assigned to watch her was of
similar age, experience, and educational background. In an at-
tempt to cultivate ties with the target, the agent would bring her
gifts, such as books and candies for her child. MSS and SSB agents
are known to be particularly aggressive when their targets meet
with Westerners in China. This civil society activist told me that,
after traveling to another province to participate in a conference
attended by several well-known American academics, she was
called repeatedly by MSS agents who insisted on meeting her at
the airport on her trip home. She refused their demands.®?
Another exile, formerly an academic in Beijing, described be-
coming an MSS target after he was suspected of providing intelli-
gence to a Western government. Initially he was under DSP
surveillance; after the MSS became involved, he was subjected to
an intensive ten-month investigation. Initially agents interrogated
him daily for seven or eight hours; later, the frequency fell to once
a month and then every two months. Agents searched his home
and confiscated his computer. The academic suspected that agents
installed malware on his smartphone: not long after he came
under MSS scrutiny, he discovered that his phone was liable to
become extremely hot and was using large amounts of data
without explanation. MSS agents also followed his movements
and tracked closely his contact with Westerners. He was initially
barred from foreign travel and required to notify the MSS before
taking any trips domestically. Eventually he was allowed to travel
abroad but was required to notify the MSS in advance about his

itinerary.'°
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Another target was public health and LGB T-rights activist Wan
Yanhai. At first he was monitored by Beijing DSP units, but
shortly before the 1995 World Conference on Women, he came
under the MSS microscope. Like other high-value targets, Wan
was subject to intense surveillance measures during sensitive pe-
riods, such as the anniversary of June 4. He was detained by the
MSS in 2002 for his involvement in publicizing the plight of
AIDS sufferers who had contracted the virus as a result of unsate
blood plasma—donation procedures in Henan Province. As stan-
dard operating procedure, MSS agents would interrogate Wang
each time he met with representatives of Western donors. The
MSS would also contact Wan at the beginning of each year to
learn about funding he had received from overseas donors and
about the activities of his NGO.™"

A likely explanation for the energetic participation of state secu-
rity agencies in domestic security is that such agencies are eager to
please local party committees and thereby prove their value. The
favors they do for local CCP bosses, whose political fortunes often
depend on their ability to maintain social stability, can be cashed in
later. And the quid pro quo is appreciated, because SSBs can be
something of a backwater. Despite the MSS’s reputation as a so-
phisticated and capable spy agency, its organizational capacity and
political status at the local level are much weaker than those of the

Ministry of Public Security.’®

ON THE WHOLE, China’s system of distributing domestic surveillance
among DSP units, frontline police, and the MSS has served the
party-state well. The regime has avoided the potential perils of a

powerful secret police agency. The formal division of labor among
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the agencies remains intact even as those agencies routinely in-
teract and overlap, preventing bureaucratic rivalries detrimental to
the capabilities of the surveillance state. And redundancy helps to
ensure that the whole mission gets done.

The three components of China’s distributed-surveillance
model complement each other in terms of their strengths and
weaknesses. Lean and mean seems to characterize the DSP units,
the principal operational arm of the surveillance state. Judging by
China’s success in containing dissent and social unrest in the post-
Tiananmen era, DSP seems to be working. Not only that, DSP is
an excellent value. Units are large enough to oversee day-to-day
surveillance and carry out special operations—sometimes with the
aid of other agencies—but not so large as to threaten the regime.
Meanwhile, community police have the manpower to supplement
DSP operations, augmenting DSP capacity and enabling elite agents
to focus their energies on high-value targets. Yet, as frontline
police, they lack the status and sophistication to become an inde-
pendent power center; their focus on run-of-the-mill law enforce-
ment and public security keeps them out of the political sphere,
except when the party wants them involved. In this way, the same
police who respond to routine lawbreaking and public safety chal-
lenges contribute greatly to the party’s security and help to realize its
policy agenda.

Finally, the MSS brings a fearsome reputation to the project of
state surveillance. Given its counterintelligence mandate, the scope
of its domestic operations is limited. But the party has also shrewdly
installed it at the local level, incentivizing it to support domestic
security and thereby justify its bureaucratic existence. There are
potential downsides here: by diverting capacity to domestic secu-

rity, the MSS could harm its own counterintelligence mission and
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foster tensions with its more powerful sister agency, the MPS. At
the same time, the presence of the MSS in domestic affairs serves as
a check on the MPS, containing the latter.

It is difficult to imagine that China could have so eftectively ad-
dressed the coercive dilemma without distributed surveillance, and
it is similarly difficult to imagine how distributed surveillance
could function without the Leninist party-state. The supremacy of
the party is embedded in the coercive apparatus and reflected in its
the primary mission: not to ensure public safety or even defend the
state from foreign enemies but to guard the party’s political mo-
nopoly. Leninist organization enables the most innovative feature
of distributed surveillance: its multilayered framework, which weaves
together the party and the bureaucracy by installing security chiefs
in party committees at all levels, and party committees within the
security bureaucracies, again at all levels. This system allows the
party to maintain a tight grip on the security apparatus, ensuring
that it does not become a danger to its political masters.

At the same time, the distributed surveillance model invented
by the party-state has its flaws. Many tasks performed by the sur-
veillance state seem unnecessary: tracking the activities of peti-
tioners, “cultists,” and religious organizations arguably achieves
little besides assuaging the party’s paranoia. These excesses are po-
tentially counterproductive, antagonizing the public and extending
the reach of the repressive apparatus without obvious benefits to
the party-state. Time will tell if the party has overcorrected in the
wake of its 1989 near-death experience. For now, though, the
party seems unconcerned about wasted or selt-destructive repres-
sive efforts. The successes of the surveillance states outweigh the

failures, as the regime’s durability attests.



CHAPTER 4

Spies and Informants

The use of informants to gather leads is a conventional
law-enforcement tactic around the world. But while
police in democracies and dictatorships alike employ informants,
their methods differ in crucial ways.” In democracies, police use of
informants is subject to strict legal limits and administrative over-
sight. To be sure, law enforcement agencies in democracies some-
times misuse informants for political reasons—the FBI under J.
Edgar Hoover may be the most notorious example—but they are
supposed to recruit informants for conventional crime-fighting
purposes.” By contrast, police in dictatorships routinely use infor-
mants for both conventional law enforcement and political repres-
sion. Because dictators consider political threats more dangerous
than crime—and because they see such threats lurking everywhere
in society—they tend to recruit a large number of informants for
political spying. In Bulgaria, the secret police had as many as 55,000
informants, roughly 0.7 per 100 population, in 1953. By 1989, when
the Berlin Wall fall, more than 1 percent of East German citizens

were Stasi spies.’
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There is good reason for democracies to limit the use of infor-
mants to conventional law enforcement tasks and for dictatorships
to refuse such limits. In the case of democracies, protections of
civil liberties preclude investigating people solely on the basis of
their political beliefs. And a society shot through with informants
will be riven by distrust, eroding the foundations of democracy
and market economics, its frequent companion. Dictatorships do
not have these concerns. Indeed, social trust is the bedrock of col-
lective action and therefore, in a dictatorship, to be feared. Political
spying thus kills two birds with one stone: it identifies potential
threats to the regime and it sows distrust among the population.*

In dictatorships, only practical considerations constrain the re-
cruitment and deployment of informants. One potential obstacle to
recruitment is leverage: the regime needs to convince ordinary citi-
zens to work for the secret police, a morally unpleasant task for most
people. Dictatorships lacking the tools of persuasion—promises of
money, privileges, career advancement, and protection from (state-
imposed) harm, for example—are limited in their capacity to build a
large network of informants. A second challenge is operational. The
more informants the state relies on, the larger the workforce of se-
cret police it needs in order to supervise and take advantage of those
informants. This is a cost many dictatorships cannot afford. A final
challenge lies in the productivity of informants. How to get the most
out of them, so that that they don’t waste their handler’s valuable
time? Some informants—usually those reluctantly coerced into
spying—do as little as possible. Others are eager to demonstrate their
value by generating huge quantities of intelligence, much of it junk.

In terms of recruiting and handling spies and informants—

again, the formal distinction in the Chinese context is that spies
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(feqing) are recruited and supervised by police, informants (xinxi-
yuan) by political authorities—the CCP’s system of distributed sur-
veillance functions with impressive effectiveness. Due to the CCP’s
extensive presence in the economy and society generally, police
and local party organizations have enormous leverage over citizens
and can recruit large numbers of them with relative ease.’ The di-
vision of labor among secret police (DSP and PSB units), frontline
police, and local party organizations (mainly political-legal com-
mittees) allows the secret police to focus on a small group of select
spies assigned important missions. The party, drawing on its vast
membership, can easily recruit a larger network of informants with
more routine responsibilities.

Still, as I discuss below, the party struggles with the produc-
tivity problem. China’s surveillance state is a clear numerical suc-
cess: as a share of population, informants in China are as bountiful
as they were in the former East Germany. But the quality of their
work is suspect. As much as 60 percent of xinxiyuan—the infor-
mants, recruited by local political authorities, who perform rou-
tine surveillance—apparently provide no intelligence, and only a
quarter of the intelligence these informants generate seems to be
valuable (see Appendix).

Despite an imperfect network of informants, the party can take
some pride in its institutional innovations. The Chinese system is
characterized by wide and multilayered coverage. The different
categories of spies and informants perform distinct tasks. By maxi-
mizing the Leninist regime’s organizational presence at the grass-
roots level and its control of access to resources and opportunities,
the party has built and maintained a network of informants that

even the Stasi would envy.
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Spies (Teging)

The Chinese government began using teqing in the early 1950s.°
The practice was suspended from 1967 to 1973 due to the Cultural
Revolution, but otherwise spying has been an essential tactic of the
Chinese regime as it seeks to uncover and suppress the activities of
political opponents. In the post-Mao era, the use of teqing has
been gradually institutionalized and expanded. In 1981, the Min-
istry of Public Security (MPS) issued “Interim Rules on the Use of
Teqing in Criminal Investigation” to formalize the protocols for
recruiting and deploying spies. These protocols were revised and
made permanent in 1984, with the issuance of “Detailed Rules on
the Use of Teqing in Criminal Investigations.”” These regulations
were again updated in 2001, with a new MPS document, “Rules
on the Work of Teqging in Criminal Investigations.” In addition,
there are interim rules on the use of spies in counternarcotics in-
vestigations and inside prisons.”

These rules suggest that the purpose of teqing is law enforce-
ment: they assist in criminal investigations. This reflects a CCP
propaganda tactic. The Chinese government does not wish to ad-
vertise too straightforwardly that police spy on political opponents;
instead, teqing are made out to be traditional police informants,
seeking to prevent criminal activity and help the police capture
lawbreakers. In reality, teqing serve both purposes—they aid in law
enforcement, and they report on political enemies.

Although there are formal distinctions between spies and infor-
mants, security agencies often conflate these categories in their re-
ports and use a wide range of terminology besides. In addition to
teqing, there are liaisons (lianluoyuan) and “friends” (pengyou). Some-

times spies are referred to explicitly as informants (xinxiyuan) or as
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ermu, meaning “‘eyes and ears”—a term that most often refers to
informants. The MPS’s 1984 “Detailed Rules,” defines teqing as “a
generic term used internally by public security and state security
agencies to refer to clandestine intelligence-gathering individuals
who carry out special missions.”® In the discussion below, I use the
Chinese term teqing, rather than the English spy, both because
teqing is a legal category in China and because teqing are not alone
in carrying out spying. But teqing are, in some ways, special. Of all
the spies or informants recruited by Chinese police, those described

as teqing almost certainly are the most select.

Recruitment, Management, and Scale

Recruitment and management of teqing follows strict procedures.
Police are not allowed to recruit leaders of criminal gangs, habitual
offenders, fraudsters, drug addicts, major suspects of investigations,
or relatives of police who handle spies. Only the head of the crim-
inal investigation unit of a county-level (or higher) PSB can approve
the recruitment of teqing. Recruitment of those to be deployed
outside the Chinese mainland must be approved by a police chief
of a county-level PSB and filed with a municipal criminal investi-
gation unit. Provincial authorities must be notified if well-known
individuals, senior company executives, or key members of crim-
inal organizations are recruited to work as teqing outside of Chi-
na’s borders. A top-secret file is established for each teqing. The
file includes the subject’s registration form, photograph, biograph-
ical information, an identification number, alias, methods of com-
munication, and code words used for confidential communications
with handlers. A teqing’s file also tracks his or her performance

in past investigations, record of rewards and penalties, the specific



134 THE SENTINEL STATE

intelligence he or she has provided, and actions taken by police
investigators in response to that intelligence. Police controllers
have access to the files only of those teqing whom they directly
oversee. "

Once a teqing is recruited, he or she receives training at a secret,
police-operated base, which is usually disguised as a commercial
entity such as a hotel, shop, or restaurant. Training may last any-
where from a few days to several months. According to a former
police officer, training may at times occur in a detention center
or prison." The PSB of Sanmen County, Henan, requires that po-
lice officers in charge of collecting intelligence organize an annual
training session for each of their teqing.”> Training locations must
be confidential, in order to protect the identities of teqing.

References to “officers in charge of spies” (feguan ganbu or guan-
ging ganjing) suggest that teqing are managed by designated police
handlers. A 2018 work summary from the DSP unit in Bagiao Dis-
trict, Xi’an, and a 2017 summary from the DSP unit in Qihe County,
Shandong, confirm that at least some teqing—though probably
most, if not all—are exclusively managed by designated officers.” In
1996, the Shaanxi PSD assigned 162 officers to control 10,693 spies.™
Each teqing was evaluated every quarter, and those deemed ineffec-
tive were terminated.” Qihe County reports that its teqing undergo
a rigorous vetting process. The first step is approval of an officer’s
request to recruit a teqing. Then candidates are interviewed and
evaluated. Expenses associated with managing teqing are subject to

' And precautions are taken to safeguard identities. In

regular review.
2003, Shaanxi’s PSD claimed to have 112 secret training hubs and
meeting places, 43 of which were “commercial bases”—shops oper-
ating as police fronts. Profits generated by commercial bases were

used to reward teqing and subsidize their operations.'”
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According to an article appearing in a Henan police academy
journal, detectives use four methods to recruit teqing. First, spy-
masters identify, through personal contacts, individuals who are
capable of spying. Second, spymasters recruit “average” members
of criminal groups known to have committed minor oftenses. This
provides leverage: these recruits agree to serve as teqing in ex-
change for lenience. Third, police recruit from among ex-convicts
who have completed criminal sentences. Finally, handlers rely on
frontline police to identify promising recruits.™ Because turnover
among teqing is high—the average tenure is about two to three
years—security agencies, including PSBs and DSP units, plan re-
cruitment in advance. For example, in the mid-2010s the Shandong
DSP unit issued a “five-year plan for Domestic Security Protection
clandestine forces.”"

Most teqing are recruited and managed by the criminal investi-
gation units of local PSBs. In fact, local PSBs publicly disclose the
specific units charged with recruiting and managing their teqing.
For example, the website of Beijing’s PSB states that its criminal
investigation division is responsible for organizing teqing and oper-
ating secret bases for their use. The PSB’s “mobile investigation
unit,” which appears to be an undercover team specialized in
fighting street crime, also uses and manages teqing.*® Although this
may seem to suggest a clear distinction between spying to combat
crime and spying on political threats, in reality the line is blurred
because, as noted above, individual teqing serve both purposes.’!
For example, a teqing may be assigned to watch certain public
venues or may be employed in a service job that involves contacts
with lots of different people—taxi drivers are useful in this regard.
Teqing in either position could fight crime and monitor political

threats.
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TABLE 4.1
Spies (Teqing) Employed by Shaanxi Public Security Department

Year Number of spies
1957 689
1980 538
1983 1,193
1984 1,907
1985 3,100
1986 2,994
1987 4,383
1988 6,691
1989 9,975
1996 10,693
2001 12,108
2003 14,004

See notes for data source.

As official statistics on teqing are classified, it is impossible to
ascertain the total number employed by the police. The only offi-
cial source that has disclosed useful information on the number of
teqing within its jurisdiction is the Shaanxi Public Security De-
partment (Table 4.1). The data suggest that Shaanxi police dra-
matically expanded their network of teqing after the mid-1980s.
By 2003, the province had 14,000 teqing, twenty-six times the
number in 1980 and roughly 4 per 10,000 population.>

One simple method of estimating the number of teqing in po-
lice employ would be to apply to China at large the 2003 Shaanxi
ratio: four per 10,000 people. This would place the nationwide
figure at §60,000 teqing in 2022. Another method is to multiply
the number of DSP officers by the number of spies each is required

to recruit. Such an estimate would be quite rough because the
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number of DSP officers itself can only be estimated and because
recruitment quotas vary. For example, in the early 2000s in Xining,
a city in Qinghai Province, each detective was required to recruit
at least two teqing, and the deputy police chief in charge of crim-
inal investigations was required to directly recruit one to two
“elite” (jianzi) teqing.”® The PSB in the Jinshui District of Zheng-
zhou, Henan, also required detectives to recruit two teqing each
year. But police in Daocheng County, in Tibet, reported in 2004
that each detective recruited only one teqing.** And in 20710, the
PSB of Sanmen County, Henan, required detectives in its criminal
investigation unit to recruit at least three teqing per year.?s

Let us assume that each DSP officer is required to recruit two
new teqging each year. China had about 2 million uniformed police
officers in 2013, and based on the limited local data available, it
seems that the share of police in a county-level DSP unit ranges
between 3 and § percent of the force.?® This implies that there are
about 60,000—100,000 DSP agents. If our assumption is accurate,
then China’s DSP units annually recruit about 120,000-200,000
teqing focused on known or potential political threats.

Many of these teqing need to be paid, another challenge for
their handlers. The MPS does not have clear, uniform rules and pro-
cedures for rewarding teqing.?” Its instructions merely state, “Re-
wards should be given to teqing who provide leads for successtul
investigations; significant rewards should be given [to teqing who
help] crack major cases.”*® But, probably due to insufficient funding,
public security agencies frequently fail to compensate teqing.> Abuse
of funds allocated for spying is also common: secrecy and lax finan-
cial control make spying operations highly vulnerable to corrup-
tion, as police can claim spying-related expenses without actually

incurring them.3® To address the lack of dependable funding and to
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pay teqing, security agencies come up with creative solutions. For
instance, in November 2005, the PSB in Xining, Qinghai Prov-
ince, established a special crimefighting fund from which it would
pay rewards of 200—10,000 yuan (about $30—$1,500 at the time of
writing).3" As a crimefighting fund, the program was widely ap-
pealing to donors, including local businesses. Yet, the beneficiaries
of the program were not crimefighters but rather teqing whose
responsibilities included political spying. In effect, the PSB misap-
propriated funds in order to pay secret agents who were presented
to the public as run-of-the-mill informants. This method is likely

to have been adopted elsewhere as well.

Varieties of Political Spying

Teqing are categorized according to tasks they are recruited to
perform. Case teqing are recruited to assist in specific investiga-
tions. Usually these are “draw-out operations” (lachulai) intended
to produce evidence against gang leaders, and the recruit is a minor
figure in the relevant gang.’ But case teqing also target political
opponents. Presumably, case teqing cease to be useful after the rel-
evant investigation is completed. A second category, kongzhi teqing
(spies “controlling battlefield positions”), are recruited to watch
public spaces or are employed in circumstances that give them ac-
cess to a large number of targets—think of hotel staff and, again,
taxi drivers.?® In 20071, the PSB of Xi’an recruited 6o teqing and
800 other informants from among the city’s taxi drivers. As the
city had about 10,700 cabs at that time, roughly one in twelve taxi
drivers was working for the police.** The third and final category
are intelligence teqing, recruited to collect a broad range of infor-
mation. Disclosures by the Shaanxi PSD suggest that most teqing

in the early 2000s were of the kongzhi or intelligence variety,
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which makes sense because case teqing necessarily are unique, spe-
cialized individuals, with close access to particular suspects. In 2003,
of the 14,004 teqing employed by the province’s police, 1,458 were
case teqing (10.4 percent), 5,733 were kongzhi teqing (40.9 per-
cent), and 6,774 were intelligence teqing (48.4 percent). A very
small number (39) were full-time police employees and presumably
were paid a salary.?

Activists targeted by the regime report experiences of being
tracked by case teqing. Zhang Lin, a veteran dissident jailed after
the Tiananmen crackdown in 1989, started receiving frequent visits
from two former “student leaders” after he was released in 19971. It
turned out they were reporting his activities to the police. One of
the teqing, who was sympathetic to Zhang’s plight, admitted what
he was doing, explaining that he had only agreed to spy for the
police after six months of imprisonment. He also told Zhang that
the police had planted listening devices in his home.3® Another dis-
sident, Yang Zili, recalls that when he and several friends formed a
youth group at a Beijing university in 2000, the local SSB recruited
a fellow student to infiltrate the group, record members’ conversa-
tions, and turn over materials to the secret police.?

Spying happens across the administrative hierarchy, including at
the county level. The number of teqing working at the county
level is relatively small, owing to resource constraints and the rela-
tively few political threats identified among smaller, more rural
populations. As shown in Table 4.2, most county-level DSP units
recruit or retain fewer than fifty teqing per year, though some
manage more. Given the strict protocols governing recruitment
and use of teqing, local DSP units may prefer to avoid the teqing
label, instead recruiting other sorts of informants not subject to

rigorous approval processes and monitoring. Perhaps this is why
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TABLE 4.2
Spies (Teqing) Recruited or Retained by County-Level Domestic Security
Protection Units in the 2010s

Year County Number of
spies
2013 Weng’an, Guizhou 22
2013 Lezhi, Sichuan 27
2014 Weng’an, Guizhou 19
2014 Qihe, Shandong 86
2014 Bayan, Heilongjiang 15°
2016 Hanyuan, Sichuan 56
2016 Beichuan Qiang Autonomous County, 25
Sichuan
2017 Fuchang, Shaanxi 86
2017 Zhuanglang, Gansu 1207
2018 Xi’an Bagqiao District, Shaanxi 3
2019 Yunyan District, Guiyang, Guizhou 66*
Average 48

a  Reports specify “clandestine forces” (mimi liliang) rather than spies (teqing).
See notes for data sources.

the DSP unit in Wusheng County, Sichuan, claimed that, in 2006
it recruited twenty-two teqing, twenty-five friends, eighty-six liai-
sons, thirty-six informants, and eleven “DSP special personnel”
(guobao zhuan’gan). In 2013, the DSP unit of Weng’an County,
Guizhou, recruited twenty-two teqing (including two focused on
online activity), 161 “safety and security” informants (anbao xinxi-
yuan), ninety-two liaisons, and sixty friends. The Lezhi, Sichuan,
DSP unit, and frontline police reportedly retained twenty-seven
teqing in 2013; in the prior year, Lezhi County reported that it had
484 “relatively stable informants” and 5§76 liaisons.?® This suggests

that, while the number of teqing recruited annually may be within
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the above-estimated range of 120,000—200,000, the total number
of informants engaged in political spying is probably much higher.

Local yearbooks have understandably little to say about the op-
erations of teqing. Nevertheless, it is possible to glean some clues
about their targets, as well as the type and quantity of intelligence
teqing collect. For one thing, it appears that religious groups are
prime targets for teqing infiltration. The county DSP unit in
Bayan, Heilongjiang, claims that an “elite” teqing deployed in 2005
helped break up four instances of “illegal religious activities” and
assisted in three investigations.?® The DSP unit in Qihe, Shandong,
reports that, in 2016, it successfully turned an “evil cult” practi-
tioner into an effective teqing. The PSB of Arun Banner in Inner
Mongolia recruited teqing from detained members of a religious
organization. Baqiao District, Xi’an, reported in 2019 that its DSP
unit relied on teqing to “control and gain information” about a
major mosque. One DSP unit, that of Nilka County, Xinjiang,
reports having recruited teqing who were close to the targets of an
investigation, confirming a key tactic of infiltration.*°

Much of the time, yearbooks are less clear about what sort of
informants are used, so we cannot know for sure whether teqing
or other kinds of spies are at work. In Gongliu County, Xinjiang,
the DSP unit reported in 2013 that it deployed “clandestine forces”
in key villages, mosques, businesses, and around “key individuals.”
(The same unit also disclosed that it established five “secret bases of
operation,” suggesting that it had safehouses from which to con-
duct covert operations.) Similarly, the DSP unit of Fu County,
Shaanxi, deployed “clandestine forces” to spy on “key organiza-
tions, sectors, units, and groups” in 2017+

Occasionally, local DSP units report on the amount of intelli-

gence and information provided by their teqing. Compared with
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other sources, teqing generate relatively little intelligence, probably
due to their small number and the high standard of quality to
which they are subject: information teqing provide must be new,
specific, and substantive. Thus, in Midong District, Urumqi, the
DSP unit collected 749 pieces of stability-related information in
2010, but only 36 of the “valuable pieces” were provided by “clan-
destine forces.”** DSP-managed spies in Luonan County, Shaanxi,
produced a total of sixty-five pieces of intelligence in 1998, but
only two were “enemy intelligence”—the most valuable type of
intelligence, and likely generated by teqing. The DSP unit of Luxi
County, Yunnan, collected sixty-one pieces of intelligence in 2003:
officers of the DSP unit generated twenty-four pieces, frontline
police twenty-three pieces, and teqing only fourteen pieces. In
Dazhu County, Sichuan, the relative contribution of teqing was even
smaller: less than § percent of the total information collected.*
Yet if teqing can be credited with providing only a small quan-
tity of information, their role in China’s surveillance state is none-
theless significant. What teqing lack in quantity, they appear to
make up for by generating the most critical information. Teqing
handle the toughest criminal cases and, more importantly for our
purposes, the most delicate investigations of political targets. The
information generated by political spying is critical to the project
of preventive repression and therefore to the larger goals of security

and, ultimately, preservation of the CCP’s political monopoly.

Eyes and Ears of Law Enforcement (Ermu)

Ermu, “eyes and ears,” constitute another category of informants
formally employed by the Chinese police. Of particular interest

here are zhi’an ermu—informants concerned specifically with
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public order and safety. If teqing are elite spies handled by desig-
nated police officers, zhi’an ermu are more like tipsters in the
rolodex of a beat cop. They are recruited by, and report to, regular
community police officers, not detectives and DSP agents. Ermu
perform generic surveillance functions, such as reporting suspi-
cious individuals and activities they witness in daily life. Like
kongzhi and intelligence teqing, ermu also monitor high-crime
areas, businesses thought to be sites of illegal activity, and other
public spaces. Because there are a lot of ordinary police, and be-
cause the police need to maintain surveillance of many venues, it is
fair to speculate that the number of zhi’an ermu far outstrips the
number of teqing.

We can gain some key information about ermu from the MPS’s
rule on police-station file management. According to the MPS,
only the head of the station can approve recruitment of ermu.
Each ermu has a classified file, similar to that used for teqing. The
file contains background and administrative information: the er-
mu’s application to work with police, registration and approval
forms, alias, photograph, biography, evaluations, a log of rewards
and penalties, communication and payment information, and, in
some cases, notice of termination. The file also includes the ermu’s
intelligence output—summaries of information provided, the er-
mu’s written reports and records of their verbal reports, and verifi-
cation of the information provided, among other materials.**

Ermu recruitment is a four-step process. When an officer iden-
tifies a potential recruit—usually someone thought to be well-
positioned to monitor people in public, such as a street vendor,
sanitation worker, or security guard—the first step is to vet their
political loyalties, social ties, and family situation and confirm their

access to surveillance targets. Second, if the potential recruit is
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deemed suitable, the officer should “bond” with the recruit by
building a personal connection. The third step is a tryout: the re-
cruit is assigned simple tasks to test their effectiveness. Finally, if the
results of the tryout are satisfactory, the recruiting officer must re-
ceive formal approval from the station head.*s Thereafter, the re-
cruiting officer becomes the new ermu’s handler, and the two are
required to meet at least once a month. No ermu is allowed to
establish contact with any other ermu. An ermu’s performance, as
measured by the quantity and quality of intelligence provided, is
reviewed at least annually. Those ermu deemed ineffective may be
terminated upon approval of the station head.*®

Like teqing, ermu receive compensation. One official textbook
on policing protocols states, “Outstanding ermu may receive ma-
terial rewards,” which suggests that ermu do not receive regular
pay.*” However, the various police agencies operate differently. In
the late 1990s, Tianjin police paid both performance-based awards
and a subsidy to zhi’an ermu, funded with the PSB’s operational
budget and income from a levy on temporary residents.*®

Books published by presses connected with the MPS lay out a
range of roles that ermu play in the surveillance state. They prove
to be versatile informants, useful for both preventive repression and
conventional law enforcement. Zhi’an ermu gauge the masses’ re-
actions to party policies and major political events, help in uncov-
ering criminality, report suspicious activities, identify individuals
likely to commit crimes and violent acts, and collect information
about potential mass incidents and other developments that may
undermine social stability.#

As readers may expect by now, there is no publicly available
official count of zhi’an ermu. But it is possible to estimate their

number based on indirect information. Consider: in the early
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2000s, the PSB of Jinshui District, Zhengzhou, Henan, required
that each community police officer assigned to a station recruit
at least two ermu per year.’° If we assume that this requirement
reflects the national average, then the question is how police are
assigned to stations. As we saw, official 2013 data placed the
number of stationed, uniformed police at 556,000, though I
have suggested that the number is closer to 800,000, if, as is ex-
plicitly stated in some available provincial security documents,
40 percent of the total police force must be assigned to stations.
It is probable that some officers do not recruit, regardless of of-
ficial requirements, so let us be conservative and hazard that only
three-quarters of police recruit their own ermu. If between
417,000 and 600,000 police recruit two ermu a year, then the
total number recruited in any given year in China is between
834,000 and 1.2 million. Obviously, this is a rough estimate,
based on unconfirmable assumptions. But it provides a sense of

the scale of the ermu network.

Informants (Xinxiyuan)

Alongside teqing and ermu are xinxiyuan, a term that can reason-
ably be translated as “informants.” What differentiates these infor-
mants is that their recruitment and deployment is a project of local
authorities, carried out according to their bureaucratic needs. There
are no central mandates or procedures. Sometimes, informants are
known to the public, even as they have no place in any centralized
government file system. Use of informants is widespread and flex-
ible; they work for one or another agency or state organization,
whether a PSB, a PLC-affiliated stability-maintenance office (weiwen),

the people’s militia, universities, or state-owned enterprises. The
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roles these informants play are similar to that of teqing and ermu;
what distinguishes xinxiyuan is their status and number. This dif-
ference is important. The discretion allowed state institutions in
hiring ad hoc informants is the basis of a massive nationwide

network.

Categories of Informants

Informants fall into two categories, depending on the recruiting
bureaucracies and the tasks assigned to them. As with ermu, there
are zhi’an (public-order) informants, recruited by police stations
and investigative units of the local PSBs to provide tips, surveil
criminal suspects and activities, and keep an eye on political threats.
The second category are DSP, or guobao, informants.

Police sometimes sign up zhi’an informants en masse, hoping to
take advantage of individuals who, owing to their line of work, are
well-placed to monitor certain targets. Police in Jiande County,
Hangzhou, have recruited owners of small roadside shops as zhi’an
informants because they observe traffic and passersby and because
they are more likely to be victims of crime such as robbery and
theft.5" Police in Putuo District, Shanghai, recruited “rider infor-
mants” among food- and package-delivery drivers because they
could access residential premises. According to the 2020 Putuo
yearbook, police recruited 277 rider informants from eight de-
livery companies. The informants reportedly provided thirty-three
“useful leads” in the previous year. The PSB of Zhangshu, Jiangxi,
built up its network of zhi’an informants with “owners of small
shops along main highways, sanitation workers, workers in recy-
cling centers, jewelry shops, second-hand mobile-phone shops,

2

and taxi drivers.’s?
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References to guobao informants date back to the early 1990s.
Shulan, a city in Jilin Province, began recruiting guobao infor-
mants in 1991 and signed up anywhere from 110 to 360 of them
every year through 2002. The DSP unit in Panshi, Jilin, claims to
have recruited 325 guobao informants in 1994.% The frequency of
references to guobao informants increases in the 2000s. In 2005,
police in the Sartu District of Daqing, Heilongjiang, reported 573
zhengbao (political security) informants, another way of referring
to guobao informants. The 2014 yearbook from Karamay County,
Xinjiang, indicates 379 guobao recruits the previous year.’* The
2010 report from the DSP unit of Longshou District, Jinchang,
Gansu, explicitly distinguishes the more select teqing (6 recruits)
from guobao (130 recruits).5

Some local yearbooks offer a glimpse of the type of intelligence
guobao informants collect. Sartu District claims it received a total
of 696 pieces of information from guobao informants between 1986
and 2005. The bulk, 323 pieces of information, was related to peti-
tioners; eighty pieces were about illegal religious groups and activi-
ties; fifteen pieces were about events and groups outside Chinese
borders; fifteen were related to unspecific “enemy intelligence,”
presumably information about the activities of known political threats;
and 182 consisted of “intelligence about events with a significant
social impact.”s® In Shanxi’s Kelan county, the PSB reported that
guobao informants generated a total of 224 pieces of information in
2016. Of these, thirty-seven pieces were related to “evil cults” and
sixty-two to unspecified weiwen issues (most likely petitions and
mass incidents). Thirty-four were classified as “terrorism-related,”
and ninety-one referred to unspecified issues “related to Domestic

Security Protection.”’” Such disclosures suggest that the bulk of the
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information produced by guobao informants does not concern
conventional national or public security threats. Instead it relates to
religious activities and ordinary citizens’ legitimate acts of protest.
Exiled dissidents testify to the use of like xinxiyuan-type infor-
mants, as opposed to teqing and ermu. Xu Youyu, a prominent po-
litical philosopher at the Chinese Academy of Social Sciences,
reports that the deputy chief of the academy’s personnel department
kept an eye on his activities. Xu also says that the maintenance crew
working for the property manager at his apartment complex worked
for the police. They would create pretexts to enter his apartment.
For instance after foreign reporters interviewed him at his home,
custodians would claim his electricity meter or something else in his
apartment was broken and barge in. Another noted scholar at the
academy reported that reception staff at the entrance to his apart-
ment complex worked for the police.”® These informants are all
most likely of the xinxiyuan variety, as evidenced by their relatively

crude methods. Teqing and ermu are less likely to be detected.

Weiwen Informants

Weiwen xinxiyuan (stability-maintenance informants), is a catchall
category for party activists and other volunteers who perform ge-
neric surveillance roles. These informants are recruited by local
weiwen offices—afhliated with political-legal committees—often
in collaboration with police.’® Based on local yearbooks and no-
tices issued by local governments, it seems that the practice of re-
cruiting weiwen informants began on a relatively small scale in
the mid-2000s. For instance, the Lianchao neighborhood in the
Pengjiang District of Jiangmeng, Guangdong, set up a pilot pro-

gram to recruit volunteer informants in 2006. That same year, a
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neighborhood committee in Zhanggong, an urban district of
Ganzhou, Jiangxi, reportedly employed fourteen weiwen infor-
mants to report on public opinion. The political-legal committee
of Dinghai District, Zhoushan, Zhejiang, held an inaugural
training course for weiwen informants in March 2007. At the
time, the district, with a population of 374,000, had 1571 such in-
formants.® Starting in the 20710s, local governments throughout
China greatly expanded recruitment of weiwen informants.
Online notices issued by various local governments list the fol-
lowing program features:
(1) Local political-legal committees run weiwen informants,
in coordination with police, the 610 Office, and the
letters-and-visits bureau, which handles citizen complaints
(petitions).
(2)  Some jurisdictions set a quota for informants based on
population; others do not.
(3) Ideal recruits work jobs in which they can inconspicuously
observe people and activities around them. Security
guards, residential custodians, taxi drivers, bus drivers,
sanitation workers, and parking lot attendants thus make
especially desirable informants. Building directors (loudong-
zhang), elected by residents to represent them in discus-
sions with local authorities, are also promising recruits, as
they are often aware of residents’ activities.
(4) Responsibilities of weiwen informants include collecting
and reporting information that may be relevant to social
stability, particularly information related to petitions and
mass incidents. Such information includes evidence of

public opinion concerning government policies.
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(s) Weiwen informants report to designated township and
neighborhood officials, who then pass reports on to
county or district weiwen office or other relevant
departments.
(6)  Some jurisdictions have formal provisions for evaluating
the performance of weiwen informants; others do not.
Informants receive financial rewards according to the value
of the information they provide.
(7)  The identities of weiwen informants generally are kept
confidential but may be made public in some
jurisdictions.®
Disclosures in local yearbooks and other publicly available mate-
rials confirm these online descriptions. For example, the 2009 year-
book of Haizhu District, Guangzhou, reports that its government
recruited one weiwen informant for every hundred residents, and
many of the informants were residential custodians, parking lot at-
tendants, or owners of rental housing.®* Of the 9,608 informants
working for authorities in Nanjing’s Qinhuai District in 2016, 6,764
were building directors, 6o1 worked for property-management
companies, 857 were employees of state-owned enterprises and
government institutions, and 455 were real estate brokers. Of this
vast network, only 287 informants (less than 3 percent) were dedi-
cated to Domestic Security Protection, indicating that huge num-
bers of people are recruited to perform generic surveillance tasks
even as relatively few specialize in political spying. Qinhuai’s
government-employed informants—not those working directly for
the police—helped authorities gain “real-time” information about
the activities of “key individuals.”
Elsewhere we learn that, in Helan County, Ningxia Hui Au-

tonomous Region, in 2011, informants were paid 50 yuan for each
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piece of “valuable information” they provided. Daguan County,
Yunnan, set “clear responsibilities and evaluation criteria” for its
informants, who also received stipends.® In 2013, Acheng District,
Harbin, established an information and intelligence working group
consisting of its weiwen office, the 610 Office, the PSB, and the
letters-and-visits bureau. This working group conducted regular
training for grassroots informants, and each department was in-
volved in analyzing and reporting the information and intelligence
from their informants. The district appropriated 50,000 yuan to
reward the informants.”* In 2013 the government of Lingchuan
County, Guangxi, recruited more than a hundred informants who

gained access to “key groups” and “key individuals.”%

Other Informants

Further substantial networks of grassroots informants have de-
veloped outside weiwen offices and PLCs. One is associated with
the people’s militia. According to the Ministry of Defense, China
had 8 million militia members in 2011.% If just a small percentage
of the militia serve as informants, their absolute number could be
in the hundreds of thousands. Not surprisingly, local yearbooks
contain frequent references to this category of informant. The
county government of Tianchang, Anhui, requires each militia
unit to appoint informants.”” Informants recruited from the mi-
litia in one district of Taiyuan, Shanxi, have participated in intel-
ligence collection, online surveillance, and propaganda work.
Militia members in Zhoushan, Zhejiang, have been trained as
informants. The militia in Shanghai’s Xuhui District trained its
members to “collect intelligence related to terrorism, under-
ground religious groups, Falun Gong, and the use of new infor-

mation technology.”®®
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Local governments also rely on the services of a large number of
hongxiubiao—Red Armbands, a reference to the red cloth bands
they wear on their arms. These volunteers disseminate propaganda
and perform routine public-safety tasks, such as patrolling streets
and shopping malls and enforcing traffic regulations. As their red
armbands imply, they are not clandestine operatives. Yet they do
carry out surveillance, watching for suspicious individuals and ac-
tivities and reporting them to the police. Although not technically
informants, hongxiubiao should be considered a peripheral com-

ponent of the Chinese surveillance state.

Size and Productivity of the Informant Network

It 1s impossible to know the exact size of the xinxiyuan network.
Indeed, there probably are no national data on the subject at all.
With various local and provincial governments designating infor-
mants inconsistently, to even collect such data would be an ordeal.
We can be reasonably sure, however, that every community in
China hosts multiple informants of various sorts. Here I attempt to
estimate the size of the informant network, including xinxiyuan,
not teqing and ermu. As in other cases, I rely on local information
and extrapolate from there.

Recruitment requirements vary dramatically across jurisdic-
tions, making for rough estimates on this basis. In Taihe, Jiangxi,
the county PSB requires that each police officer recruit between
thirty and fifty “intelligence informants.” According to its 2018
yearbook, the government of Beichuan Qiang Autonomous County
required every large township to have between five and eight in-

formants and liaison personnel, and every small township to have
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three to five. As of 2012, in the city of Xinmi, Henan, each village
or urban community had two weiwen informants.®

Some jurisdictions index informant-recruitment quotas to pop-
ulation. In 2012 Yun’an District, in Yunfu, Guangdong, required
one informant for every one hundred residents. In the same year,
Gao’an County, Jiangxi, mandated one informant per 100—500
households in urban areas and one informant per 100 households
in rural areas.” Beijing claimed to have recruited 100,000 “safety
and stability informants” in 2014, representing about 0.47 percent
of the population.”" In the same year, Beijing’s Haidian District had
11,108 informants, about 0.5 percent of the population. The city’s
Xicheng District reported 17,158 safety and stability informants,
about 1.3 percent of the population.” More security-conscious ju-
risdictions may opt for more informants, as the difference between
Haidian and Xicheng suggests: Xicheng, a central district of Bei-
jing, hosts Zhongnanhai, the compound housing the offices and
residences of top Chinese leaders. Presumably this has something
to do with the increased security measures.

Based on the number of informants disclosed in yearbooks from
thirty localities, mostly for the 2010s, I estimate that an average
network of informants constitutes 1.13 percent of population and a
median network 0.73 percent of the population (Appendix Table
1). This implies that between 10.2 million and 15.8 million Chinese
citizens are xinxiyuan, alongside an unknown number of militia
informants. If only s percent of the 8 million militia are informants,
that would add 400,000 to the total.

This is an impressively large network. But how productive is it?
Here I rely on what information is available concerning the

output of xinxiyuan. The data in Appendix Table 2 show that the
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quantity of intelligence produced by xinxiyuan varies widely
across jurisdictions. In a small number of jurisdictions, they ap-
pear to be unbelievably productive: Beijings Shunyi District
reports—implausibly—that each of its informants provided about
seventeen pieces of intelligence in 2013. Lianyun District, Li-
anyungang, Jiangsu is another outlier, though less extreme: it
reports that each informant provided roughly three pieces of intel-
ligence in 2014. At the bottom end of the spectrum, informants in
Pingdingshan, Henan, and Gaoyao, Guangdong, apparently pro-
duced just 0.1 pieces of intelligence each in 2019 and 2014, respec-
tively. Although these jurisdictions rank at one extreme, they are
not outliers. Many jurisdictions report low productivity rates.

If the two outliers are excluded, then one informant provides,
on average, 0.38 pieces of information per year. This implies that
roughly 60 percent of informants—and quite possibly more—
report no information at all. Still, if 40 percent of xinxiyuan are
active, then we can reasonably estimate that at least 4 million ordi-
nary citizens are providing intelligence to local authorities.

Most of the intelligence this army of informants provides isn’t
directly related to serious, near-term political threats. Disclosures
of DSP work show that only a tiny share of intelligence (3 percent)
is categorized as enemy intelligence, concerning the activities and
intentions of known political threats. Presumably, this is the most
sought-after intelligence. Political intelligence—information about
public reactions to government policies and major domestic and
international events—accounts for 21 percent of information pro-
vided by informants. The overwhelming share of information—76
percent—is social intelligence, concerning broader trends among

the population (Appendix Table 3).
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Thus, broadly speaking, the Chinese informant network chiefly
serves as a means of gauging public opinion. To the extent that it
does generate enemy intelligence, that effort falls mainly to infor-
mants working for DSP units, not to the broad range of citizens
recruited by political actors. Most xinxiyuan have no access to dis-
sidents and members of banned religious groups—the sort of
people treated as political threats. And, again, there may not be a
great many political threats to contain.

As for the quality of the information generated across the spec-
trum of spies and informants, we can measure it by ascertaining—
to the extent possible—how much information is deemed worthy
of the attention of superior officials. When informants provide in-
telligence, their handlers among the police and local committees
vet that material before passing it along to higher authorities. Dis-
closures of yearbooks from nineteen jurisdictions suggest that only
about one-quarter of information collected is reported to higher
authorities (Appendix Table 4). This suggests that most informa-
tion reported by China’s network of informants is deemed to be
unreliable, unusable, or irrelevant.

None of this means, however, that the informant network is
failing to do its job. Quite the opposite. The lack of enemy intel-
ligence and actionable information plausibly testifies to some inef-
ficiency but also to China’s political stability—stability secured in
part by the ever-present reality of surveillance, which keeps the

opposition weak and disorganized.

CHINA'S INFORMANT NETWORK IS LARGE AND INTRICATE, with vast numbers re-

porting to political, law enforcement, and national security authorities
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operating at every level of the central and local bureaucracies and
party organizations. China’s DSP units and frontline police may
boast more than a million spies and informants assigned to high-
value targets. Add millions more xinxiyuan and it is plain to see
what truly distinguishes the Chinese surveillance state: its size, re-
dundancy, and reliance on many kinds of more-and-less capable
agents to cover the range of political threats and broad issues of
social concern. The masses provide the bedrock of distributed
surveillance.

In this respect, Mao’s notion of the “people’s war” remains em-
bedded in the CCP’s strategy for its own survival. True, this strategy
of deputizing the masses, which Chinese Communists employed
against Japanese invaders and against the Nationalists during the
civil war, no longer governs military doctrine. But the people’s war
inspires the surveillance state: instead of granting the secret police
a monopoly on intelligence gathering, the ruling party distributes
the task of political spying by empowering local organizations and
state-affiliated entities to build their own informant networks.
Thanks to its penetration of Chinese society and influence on the
economy, the party faces little difficulty in weaving such a large
spying network. Indeed, the xinxiyuan—the backbone of the
party-run network—were assembled quickly, rising after the social
unrest of the late 1990s became a serious threat to stability.

Such a large network is not going to be a model of efficiency.
Many of China’s informants are passive, and most of the informa-
tion they provide 1s of little value. Yet this probably does not bother
the party very much. After all, even passive informants serve a
useful purpose. The very knowledge that one’s neighbors, col-
leagues, and perhaps relatives—not to mention passing acquain-

tances or the clerk working at a nearby shop—may be working
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clandestinely for the state encourages caution. When anyone
around you might report you to authorities, you will think twice
before saying or doing anything that might get you in trouble.
Herein lies the true power of the Chinese surveillance state, and it
wouldn’t be possible without millions of ordinary citizens watching

and listening in the course of their daily lives.



CHAPTER &

Mass Surveillance Programs

The central task of any surveillance state is to monitor
people considered threats to regime security or public
safety. This is no small challenge. Mass surveillance—tracking
potentially millions of people—is a costly, sensitive operation. In-
discriminate spying is expensive and excessively repressive, but a
surveillance program covering too few people risks overlooking
potential threats. How to determine the small share of the popula-
tion subject to scrutiny? And what if this share of the population,
though small relative to the size of the citizenry as a whole, is still
considerable in absolute numbers?

Dictatorships lacking strong organizational capacity or extensive
presence at the grassroots level have proven incapable of instituting
and maintaining mass surveillance programs. It is relatively easy for
even badly organized dictatorships to blacklist large numbers of
perceived threats, but to actually monitor them is another matter.
Even communist regimes, which traditionally develop large bu-
reaucracies and achieve considerable penetration of society and the

economy, find that effort challenging. When Stalin instituted mass

158
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surveillance in the 1930s, the system functioned poorly because
standards for categorizing targets were confusing, logistical support
was lacking at the grassroots level, and information on targets often
was out of date.’

Given the huge size of China’s population, it seems inconceiv-
able that a mass surveillance program targeting even a fraction of
the population would be administratively feasible. Yet the CCP has
learned to do what other dictatorships have failed at. The party
instituted two mass surveillance programs as soon as it seized power
in 1949. Although the Key Populations program (KP, zhongdian
renkou) was an apparent failure at first, owing to the regime’ lack
of policing resources and self-inflicted economic and political set-
backs, the Four Category Elements program did succeed in
tracking and restricting the activities of more than 20 million
people over three decades. In the post-Mao era, as this chapter
shows, the party has not only revived the moribund KP program
and turned it into a powerful police-run surveillance initiative cov-
ering millions of people but has also developed an even larger mass
surveillance program, Key Individuals (KI, zhongdian renyuan), that
inherits many features of the Four Category Elements and covers
millions of additional people not included in the KP program.

Compared with other dictatorships, including former commu-
nist regimes, China’s mass surveillance programs stand out for the
size of the population monitored, their procedural formality (strict
rules govern the KP program), and the amount of labor and orga-
nizational efforts invested in them. To be sure, China’s two mass
surveillance programs, in particular KP, have serious flaws. For in-
stance, it might be argued that they focus excessive attention on
political threats at the expense of public safety—although this is
probably by design and is not necessarily a defect from the CCP’s
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perspective. Whatever their deficits, these two programs have ac-
complished the party’s objective of keeping all conceivable threats
under close watch.

Several factors explain the party’s relative success in operating
mass surveillance programs in the post-Mao era. One is, of course,
the growth in resources available for policing. However, the party
has not simply thrown money at its problems. It has used its ca-
pacities shrewdly, making trade-offs that enable greater focus on
high-value targets. To this end, security agents operate multiple
surveillance protocols, allowing intensive monitoring of clear and
present threats alongside just enough scrutiny of individuals who
may emerge as troublemakers in the future. Thus, some targets
may be under sustained observation by informants, uniformed and
plainclothes police, and technological systems that monitor their
whereabouts, communications, and financial transactions in real
time. They may be followed by law enforcement authorities, sub-
ject to frequent harassment and interrogation, and unable to leave
their homes or travel without permission. Meanwhile, less impor-
tant individuals will simply be listed in databases, their information
on hand in case authorities decide to focus on them later.

As the objective of surveilling known or potential threats is to
ascertain the danger they pose to regime security, files on these
individuals need to be regularly updated and evaluated—but not
every person of interest must be under constant, active scrutiny.
Thus both the KP and KI programs categorize multiple types of
targets and assign them threat levels, which determine how much
attention they will receive and in what circumstances. Even threats
considered serious may be largely ignored for a time, only to find

themselves under careful watch during sensitive moments.
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Such discriminating application of surveillance is made possible
in part by the party’s penetration of Chinese society—the party
cells ubiquitous in communities, commercial establishments, and
social organizations allow the regime to build and maintain the
labor-intensive infrastructure of mass surveillance. The hukou,
maintaining files on nearly the entire population, provides a critical
institutional foundation. As previously noted, Chinese authorities
also have successfully marketed mass surveillance to the public by
positioning it as a necessary tool of law enforcement: essentially,
the state justifies surveillance as a guarantor of public safety, even as
the system is also used to pursue opponents of the regime. Indeed,
available data suggest that most KI and KP targets are not political
threats. Yet, by ensnaring dissidents alongside run-of-the-mill
criminals, these programs perform the essential task of preserving

the CCP’s political monopoly.

Key Populations

‘When it was established in 1950, the Key Populations program was a
marginal component of the Chinese surveillance state, due to lack of
police and administrative resources. However, in the post-Mao pe-
riod it has been transformed, with huge investments of money, po-
litical support, and manpower. Today, along with the Key Individuals
program, it comprises the world’s most successful mass surveillance
infrastructure, tracking subversive elements, criminal suspects, and
other potential threats to public and regime safety. The rules for op-
erating the system, issued in 1957, reissued in 1985, and revised in
1998, have never been made officially available. However, the 1998

revision has been leaked online and informs the description below.?
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Who Are the Key Populations?

There are two broad categories of KP targets. Reflecting the
precedence given to political threats, the primary category com-
prises, according to the 1998 program rules, “individuals suspected
of endangering state security.” Members of this category are fur-
ther divided into seven subcategories, which may overlap. They

are individuals:

(1)  suspected of subversion, separatism, defection, or treason

(2) suspected of participating in unrest, riots, uprisings, or
other activities that endanger state security and social
stability

(3) suspected of organizing, participating in, or having ties
with hostile organizations or of organizing or participating
in other organized activities that endanger state security
and stability

(4) suspected of participating in banned religious organizations
or of engaging in illegal activities under the cover of
religion

(s)  suspected of willfully sabotaging national unity, resisting
state law, and engaging in propaganda and incitement

(6)  suspected of engaging in espionage or of stealing, ex-
ploring access to, buying, or illegally providing state secrets
or information

(7)  suspected of other activities that endanger state security.

The second broad category of KP is criminal suspects. These are
individuals suspected of serious lawbreaking, such as murder, rape,
assault, human trafficking, robbery, theft, arson, organized crime
(including prostitution and gambling), manufacture or possession

of firearms and explosives, illegal fundraising, and drug trafficking.
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In addition to serious criminals and political threats, three additional
groups fall under the category of KP: drug users, those considered
likely to engage in violent acts due to interpersonal conflicts, and

ex-convicts within five years of release from prison.3

Designation and Cancellation

Local police stations enforce the KP program and designate its
targets. According to the 1998 rules, a police officer first produces
the potential designee’s file, which contains essential information
such as name, gender, address, ethnicity, date of birth, unique ID
number, education, profession, biometric data, criminal record,
family and social contacts, the category in which the individual is
to be designated, proposed methods of monitoring and control,
and reasons for designation.* This file is then reviewed by the lead-
ership of the relevant police station before it is submitted to the
supervising county PSB for approval and from there the municipal
or prefectural PSB. KP files are reviewed regularly using a similar
multistage procedure, potentially resulting in recategorization—a
designee could come under suspicion of some new crime, say—or
cancelation of the designation.

There seems to be some variation in the exact contents of KP
files. At the very least, we know that PSBs may issue their own
rules requiring information beyond that required by the central
government. For instance, rules issued by the PSB of Zixin, a city
in Hunan Province, require that KP files include certain legal doc-
uments, such as court judgments and certificates of release from
prison; information and incriminating materials provided by infor-
mants; transcripts of interrogations; personal political history; lists
of social contacts; and materials concerning the designee’s close

associates. In addition, when new materials are obtained in the
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course of routine evaluations, this, too, is to be retained in the KP’s
permanent file.’ Other PSBs may have the same requirements, or

similar ones.

The Scale of KP Surveillance

Information about the KP program is classified, so it is impos-
sible to obtain official statistics on the number of KP designees.
Again, we must turn to yearbooks and gazettes published by local
governments and PSBs. Sometimes these reveal relevant informa-
tion, which we can use to estimate the scale of the KP program.

Information from the 1980s is scarce relative to other periods,
most likely because local governments lacked the resources to pub-
lish yearbooks. What we do know suggests that, over the course of
the decade, an average of 3.5 people per thousand were KP targets
(Appendix Table s). The proportion of designees appears to have
grown after 1983, perhaps as a result of more effective implementa-
tion of the program. In the 1990s, on average, 4.7 people per thou-
sand were KP designees (Appendix Table 6). A significant source
of the increase is likely the strike-hard anticrime campaign
launched in 1983, which led to high rates of incarceration and,
eventually, large numbers of ex-convicts who were automatically
placed in the KP program after their release. The first decade of
the twenty-first century saw a dramatic drop in the proportion of
KP designees, which fell to 2.7 per thousand people, on average
(Appendix Table 7). In the 2010s, the size of the KP program in-
creased again, reaching an average of 3.5 per thousand people (Ap-
pendix Table 8).

Still, these shifts are fairly minor; perhaps the most notable fea-
ture of the KP program during the post-Mao decades is its consis-

tency. The sheer costliness of the KP program discourages its
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expansion. Instead, it has been augmented by the larger and less
formal KI program. As detailed later in this chapter, KI relies
mainly on the resources of local governments and state-controlled
entities, rather than those of police. This enables more surveillance,
without further taxing the state’s policing resources. Then too,
overall political stability may be the crucial factor underlying the

KP program’s steadiness.

Breakdown of KP Targets

The limited information occasionally disclosed by local authori-
ties reveals that, during the post-Mao era, the majority of KP targets
have been criminal suspects and public safety threats, not political
threats. In 1981, of the 44,622 designated individuals in Heilongjiang,
24,692 were criminal suspects and 18,494 were engaged in activi-
ties that endangered law and order. Only 1,436 (3.2 percent of the
total) were political suspects. Between 1983 and 1985, the average
number of political suspects under Heilongjiang’s KP program was
1,833 per year, accounting for about 1.1 percent of KP designees in
the province.®

The PSB of Changchun, a city in Jilin province, reports that in
1986, there were 3,548 individuals under surveillance in the mu-
nicipal KP program. Only 145 (4 percent) were “politically dan-
gerous” individuals, while 1,850 were criminal suspects.” Likewise
five jurisdictions in Zhejiang Province in the 1980s reported that
“counterrevolutionaries” constituted just 2 percent of KP targets.
About 80 percent were suspected of crimes or were deemed threats
to public security.®

This trend appears to have persisted. Data from the urban Ji-
anhua District in the city of Qigihar, Heilongjiang, indicate that

political suspects constituted a minuscule percentage of KP targets
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during the 1990s and early 2000s. Of 2,633 residents designated KP
in 1996, only eight were considered politically dangerous. The
bulk of the targets were suspected of criminal activities (921) or
were released from prison or labor camps (642). The number of
political targets rose to fifty in 2001, most likely because Falun
Gong practitioners were added to the KP program’s political cate-
gory in 1999. On average, political targets accounted for only 4.4
percent of KP targets in the district between 2001 and 2005.2 Simi-
larly, Lingbao, Henan, had 627 KP targets in 2000, only 22 of
whom were “serious threats to state security or suspects of serious
crimes.” The rest were ex-convicts released from prison and work
programs in the previous five years.'® Finally, Wuhu County, Anhui
Province, reported in 2003 that, of its 1,015 KP targets, only seven-
teen were suspected of “endangering state security.”"!

If the KP program is largely a tool of conventional law enforce-
ment, then how effective is it in this regard? The police have two
key metrics to gauge the program’s contribution to law enforce-
ment. The first is the value of information provided by KP targets
themselves. Data reported by police gazettes in six Zhejiang coun-
ties and cities between the late 1980s and mid-1990s suggests that
roughly one in ten KP targets provides leads to the police.” The
second metric is the proportion of KP designees who become
“targets of striking”—that is, targets not just for surveillance but
also detention, arrest, or prosecution. The PSBs in the same Zhe-
jiang jurisdictions disclosed that, for the same period, about 5 per-
cent of KP designees became targets of striking. That only a small
percentage of KP designees are detained, arrested, or prosecuted
can be interpreted in two ways. On the one hand, if the KP pro-
gram is designed to catch criminals through surveillance, it is of

dubious effectiveness because only a small share of designees are
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nabbed under the program. On the other hand, the KP program
may be a powerful deterrent against crime, ensuring that few
people under surveillance cause trouble.

As for why such a small share of KP targets are political suspects,
a major factor is that few people were convicted of counterrevolu-
tionary crimes or “crimes endangering state security” in the post-
Mao era. Another factor is that the rules of the KP program set a
relatively high bar for designating political suspects: endangering
state security is a serious matter. But if the KP program tends to en-
snare few political targets, this does not mean that they escape the
watchful eyes of the state. As we will see below, those deemed threats

to social stability or the party’s authority may well be KI targets.

Limitations of the KP Program

Lack of data makes it hard to evaluate the KP program’ effec-
tiveness, but anecdotal evidence points to several limitations.

First, the scope of the KP program has expanded at a faster rate
than have policing resources. When drug users were added to the
ranks of KP in 1998 and Falun Gong practitioners in 1999, police
did not receive commensurate additional funding to handle the
hundreds of thousands of new program targets. As a result, KP
duty has police agencies stretched.” The challenge is that much
greater because police responsible for KP are the same officers
whose principal task is to enforce the hukou, a labor-intensive job
that leaves little time for active surveillance work.'

Second, the increased mobility of ordinary Chinese hampers
the effectiveness of the KP program. Chinese researchers and po-
lice officers report that it is extremely difficult to keep track of KP
targets who lack a fixed residence or long-term employment or

who do not reside where the hukou says they are registered.”s In
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the past, police could rely on neighborhood committees and em-
ployers to keep them up to date about KP targets. But greater
mobility in residence and employment has rendered neighborhood
committees and employers less useful as sources of information.'®

The KP program is also designed in such a way that police can
get away with shirking. Basically, oversight of the KP program hap-
pens on paper, so that police may comply with program rules in a
formalistic way but without investing much effort in actual surveil-
lance activities. For instance, police can meet their requirements by
collecting “static information” about KP targets while not both-
ering to acquire any “dynamic” awareness of targets” activities. In
other words, police can fill out documents full of background on a
target and then ignore them in real time. True, police are required
to interview KP targets now and then, but these interviews are gen-
erally pro forma and yield little valuable information. In light of
resource constraints, police tend to commit attention to high-value
targets, such as those considered threats to stability and national se-
curity, while other types of threats are subject only to as much sur-
veillance as is needed to comply with party-state regulations."”

On the whole, then, we might say that the KP program com-
mits relatively little effort to the surveillance of very large numbers
of ordinary criminals, criminal suspects, drug users, and ex-convicts,
and more effort to surveillance of small numbers of political targets.
This may be seen as a sign of inefficiency, but it accurately reflects

the CCP’s current priorities.

The Key Individuals Program

The KP program includes only those placed under police surveil-

lance through formal administrative procedures. Complementing
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it is the Key Individuals program, which covers a loosely defined
set of targets selected at the discretion of local authorities, including
political-legal committees and the police.’® Whereas KP targets are
designated according to rules issued by the MPS, there are no
known regulations for classifying individuals as KI targets, nor are
there any apparent protocols for placing them under surveillance.
Reportedly, the MPS has seven categories of KI targets and main-
tains a national platform, the MPS System for Management and
Control of KI, dedicated to their surveillance.' But this does not
mean that the MPS directs local security agencies in decisions con-
cerning who belongs in which category. And the national registry
is most likely derived from provincial registries.

Operational rules for surveilling KI designees definitely do exist
at the local level. One statement, from the Zhejiang Public Secu-
rity Department in 20710, is revealing in that it lists seven categories
of KI, which most likely correspond to those designated by the
MPS.?>° They are:

(1)  Terrorism-related subjects

(2)  Stability-related subjects, defined as political dissidents;

Falun Gong practitioners and members of other banned
religious groups; advocates of independence for Xinjiang,
Tibet, and Taiwan; Japan-related subjects (likely those
involved in anti-Japanese protests); and all types of “rights
defenders”

(3) Drug-related subjects

(4)  Fugitives

(s) Released convicts found guilty of serious crimes

(6)  Mentally ill people responsible for disruption of public

order and acts of violence

(7) Key petitioners
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In considering the seven official categories, there seems to be con-
siderable overlap between KP and KI. For instance, those suspected
of involvement in terrorism or narcotics, and ex-convicts with se-
rious criminal records, may qualify as both KP and KI targets.

Local authorities may designate additional categories of KI des-
ignees.” For example, in 2011, Sichuan police included among KI
targets Tibetans and people affected by natural disasters, who were
likely to protest against the government’s failure to provide timely
or adequate relief.?* In 2004, Benxi, Liaoning Province, had seven-
teen categories of KI targets under surveillance for DSP purposes,
including suspicious long-term foreign residents and “suspicious
foreign firms.”?* The DSP unit in Urumgqi County, Xinjiang, had
twelve categories of KI targets in 2002; in 2006 its counterpart in
Midong District, in the city of Urumqi, kept a watchful eye on
seventeen categories.** Each category of political threats may be
further divided into subtypes. In the early 2000s, the PSB in Jiu-
zhaigou, Sichuan, maintained eighteen categories who were consid-
ered targets of DSP units. They were further divided into fifty-seven
subtypes.*

KI in some respects designates the broad range of surveillance
targets not labeled KP. In this regard, we can learn something from
an undated document on controlling KP targets, issued by the mu-
nicipal PSB of Zixin, Hunan. The document lists several categories
of surveilled individuals beyond the scope of KP. These include
“subjects of attention” (shixian duixiang), and “subjects of work”
(gongzuo duixiang). Subjects of attention have been detained for
minor offenses, like gambling. Police maintain files on them to

26 Subjects of work include a

support potential future legal actions.
wider range of individuals, such as those who have been criminally

punished but have not been classified as KP targets. Other broad
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categories of surveillance targets mentioned in local yearbooks in-
clude “stability-related subjects” (shewen duixiang), “key subjects
for surveillance and control” (zhongdian guankong duixiang), and
“high-risk groups” (gaowei renqun).?” The proliferation of loose cat-
egories suggests that there are no uniform or consistent methods
for local authorities to apply when designating surveillance targets

beyond the bounds of the KP program.

The Scope of Mass Surveillance

Based on available local data tracking KP designees (Appendix Ta-
bles 6-8), the program between the 1990s and the 20710s targeted
between 2.7 and 4.7 of every 1,000 people. The median in the
20108 was 2.4 KP targets per 1,000 population; the average was 3.5
per 1,000. Using the median suggests that about 3.4 million people
were KP targets in the 2010s; using the average puts the figure at
about § million.

We can estimate the size of the KI program by comparing KP
and KI programs in those jurisdictions that offer data on both. As
Appendix Table 9 shows, the number of KI targets exceeds the
number of KP targets in most of the fourteen jurisdictions for
which we have the necessary information. On average, the number
of KI targets is about 155 percent of the number of KP targets; the
median is about 115 percent. This suggests that the KI program is
between 15 and 55 percent larger than the KP program. If between
3.4 and s million people are under surveillance in the KP program,
then the KI program likely covers between 3.9 and 7.7 million
people.

Altogether, there are probably between 7.3 and 12.7 million

Chinese citizens under surveillance, whether as KP or KI targets.
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Given how KI targets are described in local yearbooks—repeat pe-
titioners, army veterans, protestors, ethnic minorities—it appears
that a considerable share of KI targets are perceived as political
threats and agents of social instability. In this respect, KI differs

from KP, which mostly designates run-of-the-mill criminals.

Surveillance Tactics

The MPS requires that local police maintain close tabs on KP des-
ignees. According to the Rules on Managing the KP, surveillance
should be carried out using flexible methods and relying on the
“masses.” Thus the KP program depends critically on the coopera-
tion of residential organizations, neighborhood committees, activ-
ists, and informants. Officers in local police stations responsible for
KP surveillance are required to perform most of the formal tasks,
such as investigating targets and maintaining information on their
identities, aliases, physical characteristics, financial circumstances,
and social contacts. Additionally, police must verify information
about targets’ suspicious activities and report anything important to
the criminal units of the relevant PSBs. Nonpolice security
agents—for instance, border control officers and officials involved
in combatting economic crimes—who come across information
involving a KP target must transfer that information to the police
stations having jurisdiction over the target.*®

KP targets are treated difterently depending on how threatening
they are perceived to be. The rules specify that individuals suspected
of posing “major present danger” must be placed under priority
control and surveillance. In these cases, police are required to use
both overt and covert methods. Overt methods include regular

visits with the target. Covert methods consist primarily of assigning
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informants to keep track of targets’ activities. Exactly how police
execute these mandates may vary; after all, the sheer diversity of
targets necessitates tactical flexibility. Local reports provide hints as
to the techniques police use. For instance, according to protocols
established by a county PSB in Zhejiang in the late 1980s, covert
KP surveillance was to be carried out by at least three people.”
Other jurisdictions may have similar requirements, but it is not clear
whether all do.

A close examination of Zhejiang’s public security gazettes yields
a small number of datapoints indicative of the share of KP desig-
nees who were subject to covert and intensive surveillance in the
1980s. In Jiaojiang County, 19 percent of KP targets in 1985 were
subject to covert surveillance. The PSB of Yuhang County claimed
in 1989 that 40 percent of its KP targets were subject to “investiga-
tion and control,” a phrase likely referring to covert control. In the
city of Jiande, the PSB placed 19 percent of KP targets under co-
vert surveillance in 1985.3°

Police reports refer to three distinct levels of KP surveillance.
Level-1 refers to “individuals posing a major present danger.”
Level-1 targets are designated by the PSB at the county or district
level, and their surveillance is directly supervised by the head of the
local police station or the security department of a government
entity. Level-2 and level-3 targets presumably are considered lesser
threats and therefore are subject to less strict surveillance. The level
of surveillance may be raised or lowered as circumstances demand.
In the case of level-1 targets, their residences, workplaces, and
other locations they frequent may be monitored.?'

Level-1 targets appear to account for a small share of KP desig-
nees. In Changxing County, Zhejiang, 15 percent of KP designees

in 1991 were level-T targets.’* In Jiaojiang County, Zhejiang, only
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2.5 percent of KP designees in that year were level-1 targets.’? Al-
though more recent data are not available, it seems reasonable to
assume that only a small percentage of KP targets are under intense
surveillance because local police simply do not have the resources
they would need in order to watch large numbers of people closely.
Somewhat confusingly—and reflecting the independence of the
assorted security agencies—DSP units use a separate classification
system for KI targets. Disclosures by DSP units in various localities
indicate a four-level scheme, with level-1 targets the least impor-
tant and subject to the least intensive surveillance. Level-4 targets
are the most important and are subject to the most intensive sur-
veillance regimes.?*

In recent years, security agencies have adopted technology to
facilitate mass surveillance. A 2010 Zhejiang document illustrates
how one public security agency has turned to new tools to support
tracking and control of KI targets.’s Zhejiang combines “routine
surveillance and control”—a human-centered process, in which
police monitor the movements of individuals—with “dynamic
monitoring and control,” which relies on information contained in
national, provincial, and local police databases. If, for instance, a
target uses banking services or travels frequently, the information
generated by these activities can be cross-checked and matched
with data hosted on MPS platforms, helping police gain real-time
awareness of the location and activities of the target.

Police in other provinces have adopted similar methods for
combining insights from databases and human intelligence.’® The
party-state supports these efforts in part by enabling data collec-
tion. For instance, in March 2022 a CCP committee mandated the

collection of fingerprints, DNA, voice signatures, digital payment
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information, and other personal data belonging to KI targets in-
volved in financial scams, apparently to facilitate the surveillance of
their activities and movements by technological means.’” Below I
discuss the synergy between labor- and technology-intensive mass
surveillance in detail, alongside some other tactical considerations

important to the operation of the KP and KI programs.

Lahor-Intensive Surveillance

Routine surveillance of KP and KI targets is maintained by
teams of local police officers, officials, and informants. In some
localities, officials adopt a so-called five-to-one method, whereby a
team of five is assigned to each target. For example, in the early
20108, Anyuan, Jiangxi Province, adopted such a system. Each
team reportedly consisted of a township official, police officer, vil-
lage leader, xinxiyuan informant, and one member of the target’s
family. The PSB of Yushui, Jiangxi, also forced family members of
KI targets to participate in surveillance.3® A monitoring team de-
ployed in Wei County, Hebei, in 2014 consisted of a county offi-
cial, township official, village official, “party and government” of-
ficial, and a police officer. Qihe, Shandong Province, used identical
five-person teams as of 2013.%

Local authorities report routine use of informants and next-door
neighbors to monitor KP and KI targets. Police in Beichuan Qiang
Autonomous County, Sichuan, report leaving “daily surveillance of
KI” to informants. The PSB in Bayan, Heilongjiang, discusses re-
cruiting KI targets themselves as informants monitoring other tar-
gets. In Gongliu, Xinjiang, the county DSP unit planted nearly 300
informants around KI targets and others, as well as in mosques and

businesses.*® Meanwhile, local community organizations such as
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neighborhood and village committees and workplace security de-
partments designate activists or volunteers to subject targets to “as-
sisted education and reform.”#

Although KP targets are a police responsibility, the nationwide
introduction of grid management in 2013 enabled a new system
whereby nonpolice personnel assist in monitoring. Within a given
residential grid, several grid attendants are responsible for gath-
ering information, conducting patrols, and maintaining security.
In the company of police, grid attendants can enter a resident’s
home to collect information. In an urban district of Zhengzhou, a
city chosen as an experimental site for grid management, a police
substation reported that, within a two-month period in 2012, po-
lice officers and grid attendants together had closely monitored
forty-two KP targets.*?

Another labor-intensive tactic deployed against KP and KI tar-
gets by police and civilians alike is door-knocking. As we saw in
Chapter 3, door-knocking is valuable for purposes of both moni-
toring and intimidation. Thus neighborhood officials in Fucheng,
Shenzhen, visited members of banned religious groups at their
homes once a month in 2017. That same year, in Ximeng, Yunnan
Province, police and local CCP members jointly carried out a
door-knocking operation targeting “cultists.” Two years later, po-
lice in Weixi Lisu Autonomous County, Yunnan, directed a door-
knocking campaign against “DSP subjects”—political threats. In
2017 the MPS ordered the PSB of Chaoyang, Liaoning, to enter
the residences of nearly all subjects under surveillance.*?

At this point, readers will not be surprised to learn that the inten-
sity of KI and KP surveillance may be raised during sensitive periods.
According to a circular issued by an Anhui police station in 2016,

during sensitive periods police officers in charge of surveillance were
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required to check the “KP management and control system” every
day to monitor targets’ movements.* A police substation in a Guang-
dong village reported that, in 2020, just before that years Two
Sessions convened, police officers made house calls to mentally ill
individuals and KT targets. Police officers spoke to their family mem-
bers, guardians, and neighbors and sought assistance from these as-
sociates in “control[ling] the subjects under surveillance.’* The 2016
annual report of Nanshan Neighborhood Committee in Chongging
claims that the committee assigned one person to monitor every
“key stability-related individual” under its purview. During sensitive
periods, these individuals were monitored around the clock to pre-
vent them petitioning, coordinating activities, or assembling

illegally.+

Technology-Intensive Surveillance

Local yearbooks contain references to the use of unspecified
technology to surveil KI targets.#” The collection of DNA infor-
mation appears to be one of the more recent applications of tech-
nology to trace members of “evil cults.”” The DSP unit in Weng’an,
Guizhou, collected DNA samples from registered practitioners in
2015. Its counterpart in Dejiang, also in Guizhou, reported col-
lecting DNA samples of 135 members of banned religious groups
in 2014.** Presumably police also monitor the communications of
surveillance targets, especially their use of smartphones. Disclo-
sures in yearbooks and official sources indicate that police vigi-
lantly monitor targets’ internet use.*

Newly installed high-tech systems are making real-time
surveillance—long an aspiration of the Chinese police—a re-
ality. Operating from the command and intelligence centers of

the PSBs, these systems can alert police about the ongoing
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movements of surveillance targets by tracking internet and mobile
phone use, digital payments, vehicle registrations, and facial-
recognition results collected on the platforms of law-enforcement
agencies across the country.* Police use of mobile phone location
technology appears to be widespread. A former political prisoner
who gained access to a police officer’s notebook when it was ac-
cidentally left in his home told me that the notebook contained
the code “FF3” in reference to mobile phone location tracking.’'
Such tracking systems are integrated into the central government’s
Golden Shield and Skynet projects, discussed in Chapter 7.
High-tech tracking and analytics systems have been improving
for some time, and a digitized information system for KP manage-
ment was well developed by 2009. According to Beijing Informatiza-
tion Yearbook 2010, the city’s management system at that time
provided analytics on the movements and activities of KP targets as
well as alerts about their behaviors and analytics-driven censuses of
the surveilled population. A separate system, the KP Information
Management System, tracks personal information, rental-housing
information, and abnormal behavior among KP targets.5> And the
MPS’s System for Management and Control of KI is a digital plat-
form. Zhengzhou Railway PSB claimed that, by 2015, it had en-
tered information on about 74,000 KI targets into its Big Data
Intelligence Platform to assist in joint operations by the DSP, crim-
inal investigators, and antiterrorism authorities.” In the same year,
the PSB of a district in Shanwei, Guangdong Province, reported that
all of'its police stations had begun using an unspecified “information
system of controlling key targets,” greatly improving surveillance of
KI designees. The system generated more than ten thousand ad-

vanced warnings about the targets’ whereabouts and activities.>*
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Zhongwet, a city in Ningxia Hui Autonomous Region, has dis-
closed that it deployed a surveillance technology platform in 2019
to monitor KI targets.’® The city provides few details about the
platform’s capabilities, but a Chinese company that supplies such
technology is more effusive. According to the company, its surveil-
lance platforms enable police and local authorities to monitor tar-
gets in real time. Ofhcials provide critical identifying data and
information about the targets’ “dynamic activities,” and the system’s
algorithms attempt on the basis of this information to determine
the target’s whereabouts. The system also proposes customized sur-
veillance and control solutions. The company has also referred to
electronic bracelets worn by KI targets that facilitate monitoring.3
This is almost certainly the same platform deployed in Guiyang, the
capital of Guizhou. Guiyang’s PSB claims that its intelligence center
maintained round-the-clock surveillance using alerts provided by
the “System of Controlling KI in Real Time.” In 2018 the system
received a total of over 1.3 million alerts, resulting in arrests of 647
individuals. More than a thousand of the alerts were red-coded—

the highest level of alert.5

High-Value Targets

China’s law-enforcement apparatus devotes enormous resources
toward tracking and restricting the activities of high-value targets,
such as well-known dissidents and activists. Typically, DSP officers
are assigned to maintain contact with high-value targets, although
occasionally officers in the local police stations will check on them
as well.3¥ As previously noted, such contacts consist of regular
meetings, “tea,” and “meals,” during which officers will question

the targets about their recent activities.*
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Alongside tea and meals, DSP and wenbao units may resort to
more brutal measures of surveillance and control during sensitive
periods. Teng Biao, the human rights lawyer, recalls that one year
on September 18—the sensitive anniversary of Japan’s invasion of
Manchuria—wenbao officers drove him from his apartment to his
university and sat in on his class for the entire day. During the Tu-
nisian Revolution in 20711, police kidnapped Teng and locked him
away for ninety days lest he rile up opposition by pointing to the
crowds deposing a dictator in North Africa.®® Wang Tiancheng, a
former faculty member of Peking University, recalls that a DSP
unit warned him not to go outside on the days around June 4, the
anniversary of the Tiananmen crackdown. DSP agents offered to
run errands for him so that he would have no reason to leave his
apartment. The DSP unit posted a plainclothes officer disguised as
a community security guard in front of his apartment. On the first
day of President Bill Clinton’s visit to China in 1998, DSP agents
knocked on Wang’s door to make sure he was home. On the
second day, they posted several people with walkie-talkies outside
his residence. A police officer was posted at every exit from his
residential compound (xiaoqu). His every movement outside of his
home was followed.” Wan Yanhai, an activist, says that, during
sensitive periods, DSP agents asked him to ride in their cars if he
had to leave his apartment, so that they would not lose sight of
him.%* A former researcher for the Chinese Academy of Social Sci-
ences explains that when the political situation “became tense”—
as a result of dissident activities or during sensitive periods—the
DSP unit would ask him to “cooperate” and would assign police to
follow him even when he went to the grocery store or just out for

a walk. During the most sensitive periods, the unit would post
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guards in front of his apartment building around the clock for up
to five days.%

When dissident Liu Xiaobo received the Nobel Peace Prize in
October 2010, China’s surveillance state implemented its most re-
strictive measures to control the movement of high-value targets.
The chief of the Beijing PSB’s wenbao unit personally went to
liberal political philosopher Xu Youyu’s home and supervised his
kidnapping and detention in a location far from the city. Hua Ze,
the activist who helped collect signatures for an open letter in sup-
port of Liu, was kidnapped by MSS agents and turned over to the
DSP unit in Xinyu, Jiangxi, where her hukou registration was
maintained. She was detained in a hotel for two months and
watched by eight police officers working in two shifts. Two female
officers slept in her room. Many surveillance targets who were not
kidnapped or detained around the time of the Nobel event were
visited by the police.%

The movements and communications of high-value targets are
also monitored by DSP units through wiretapping and the use of
informants and spies. Xu Youyu recalls having once received an
invitation via telephone to attend an event at the French
Embassy—within minutes of that call, he received another from
police warning him not to go. Zhang Lin, a veteran dissident, took
care to power off his mobile phone to evade police tracking. But
one day, after he turned on his mobile phone for just a few minutes
at a train station, a group of police officers showed up.% DSP units
assigned to high-value targets complement high-tech measures
with labor-intensive ones. To monitor Wang Qingying, a former
political prisoner, a DSP unit not only installed several cameras in

front of his home but also stationed several plainclothes officers
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there, where they would play cards and observe his comings and
goings.%

The intense efforts and resources the Chinese surveillance state
devotes to the monitoring of high-value targets reveal both the
strengths and weaknesses of the coercive apparatus. On the one
hand, the DSP surveillance system is well resourced, intrusive, and
effective in fulfilling its mission of tracking and restricting the ac-
tivities of high-profile regime threats. On the other hand, devoting
so much effort, time, and equipment to surveillance would be im-
possible if the number of threats were greater. The Chinese regime
may be able to sustain such protocols when there are few high-
value targets. But if their ranks should grow, it is possible that the

regime will not be able to afford this resource-intensive approach.

CHINA'S MASS SURVEILLANCE PROGRAMS are marked by both formidable capa-
bilities and inherent limitations. Driven by paranoia, the party
places millions of people under surveillance and frequently updates
its surveillance programs to address emerging threats. The party’s
unmatched organizational capacity enables its system of distributed
surveillance, exemplified by the two mass surveillance programs,
which cover, according to my estimates, about 0.5 to 0.9 percent
of the population. Operationally, the activities and costs of the two
programs are distributed among different bureaucracies and groups,
such as police, local authorities, civilian volunteers, informants,
and even family members of surveillance targets.

Although the party-state has relied mostly on labor-intensive
methods, it has also aggressively adopted new technologies to
strengthen its capabilities. As a result, law enforcement and local

authorities are able to snoop on priority targets, in particular those
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considered threats to CCP rule. They also can control the physical
movements of their targets and monitor those movements in
real time.

It is not clear just how much the surveillance system contributes
to public safety. The political incentives structuring the decision-
making of local authorities and law enforcement officials lead to
huge expenditures on a relatively small number of political threats
as well as individuals that pose marginal risk to the party, such as
petitioners and members of banned religious groups.

Yet, perhaps this is precisely what party leaders want. They may
technically require surveillance of drug users and ex-convicts, but
it is the political threats that really matter. It is fair to say that, limi-
tations notwithstanding, by the end of the 2010s, China’s mass sur-
veillance programs had acquired capabilities that would be the
envy of even the most powerful and sophisticated dictatorships in

history—capabilities mostly directed at political threats.



CHAPTER 6

Controlling “Battlefield Positions”

t China’s surveillance programs are expansions and refine-

ments of longstanding approaches to mass action, the
adoption of special surveillance protocols for critical public venues,
social institutions, and cyberspace exemplifies the CCP’s creativity
and adaptability. To be sure, subjecting high-crime areas to greater
surveillance is a common law-enforcement tactic globally.” But the
Chinese approach, known as “controlling battlefield positions”
(zhendi kongzhi), takes a standard policing method to a new level of
urgency and sophistication, helping the party preempt opposition
in social settings where resistance is most likely to emerge.

As a regime born of violent struggle, the CCP dictatorship has
acquired a fondness for applying military concepts to peacetime
governance. Party publications and speeches by senior leaders are
filled with the language of “annihilation” (xiaomie), “mobilization”
(dongyuan), and “concentrating forces” (jizhong bingli). From the
party’s perspective, social institutions and cyberspace really are bat-

tlefield positions.” The term is not used metaphorically.

184
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Controlling battlefield positions has been a key Chinese surveil-
lance protocol since the 1950s. Compared with conventional po-
licing of crime hot spots, China’s approach is better organized and
more intrusive, labor-intensive, and flexible, applicable equally to
universities, commercial sites, and Tibetan monasteries. In the
early 20108, when Tibetan Buddhist monks and nuns were self-
immolating to protest Chinese rule and breaking laws by hanging
banned portraits of the Dalai Lama, police turned to the battlefield-
control model to silence them. The same tactics were successfully
applied to universities after the Tiananmen crackdown. And, amid
the information revolution, the regime has come to view cyber-
space as a virtual battlefield, where authorities and informants must
fight tenaciously to control critical positions.

The number of battlefield positions is in the tens of thousands;
surveilling them requires enormous human resources. True, tech-
nology can save on labor, yet officials and police are still needed to
perform duties that cannot be automated. Again, the CCP is far
beyond garden-variety dictatorships in this respect, thanks to the
organizational infrastructure and mobilization capacity that can
only be found in Leninist regimes.

Another operational challenge is to decide what exactly counts
as a battlefield position: labeling too many venues or institutions
would result in stress to precious policing resources and would
make it impossible to maintain enhanced surveillance. The Stasi
faced just this difficulty. The East German secret police relied on a
“focal-point principle” in targeting high-priority venues, but the
effort failed because agents, in an attempt to compete for resources,
designated too many focal points and effectively rendered their

tactic useless.3
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This chapter illustrates, through case studies, how the Chinese
surveillance state has applied its version of a hot-spot tactic to suc-
cessfully neutralize threats to the CCP. That success yields two
insights. First, it again confirms the effectiveness of distributed
surveillance, as a wide range of actors is called upon to control
battlefield positions. These actors include police, local authorities,
university personnel, business professionals, and specialized agents
of the party and its security organs. Second, although technology
augments battlefield capabilities, the CCP’s Leninist organiza-
tional infrastructure and public-enlistment capacity are irreplace-
able assets—and the key factors behind the effectiveness of
battlefield control.

Battlefield Control in Commercial Establishments

Chinese police place certain types of public venues, such as bus
stations, public squares, and businesses (called tezhong hangye, “spe-
cial industries”), under close surveillance for purposes of both law
enforcement and social control. In most cases, surveillance of busi-
ness establishments is designed to deter and solve crimes against
property. But surveillance of a subset of these businesses, such as
hotels and printing shops, is intended to help authorities track po-
litical threats. As usual, it is hard to provide national numbers, but
reports from two local police departments in the late 2000s credit
surveillance of commercial establishments with enabling successful
investigations of ordinary crimes—about 8 percent of crimes in
one of the jurisdictions and 15 percent in the other.*

Local authorities use flexible criteria to designate special indus-
tries. In Wuhan, in 2008, about 6,000 establishments were labeled

special industries, including hotels, printing shops, secondhand
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stores, and auto mechanics. Police in the Shijingshan District of Bei-
jing disclosed that, in 1999, they classified more than a dozen catego-
ries of businesses as special industries. In addition to hotels and me-
chanics, these included locksmiths, recyclers, and a storage facility.’

Police control these battlefield positions through numerous
methods, some technology-driven and others more labor-intensive.°
In terms of technology, video cameras are used extensively in the
surveillance of special industries. In Deqing County, Zhejiang
Province, all entertainment establishments were ordered to install
CCTV cameras at their entrances and exits and in main halls and
corridors in the early 2000s. And all Chinese hotel operators are
required to install reporting systems that transmit information
about their guests to police. For example, the PSB of Deqing
County set up an “information management system’” for hotels in
the mid-2000s and assigned personnel to examine hotel-guest reg-
istrations every three days. If a Deqing hotel does not report its
guest registration information on schedule, a police officer is dis-
patched to investigate.” This is likely standard operating procedure
throughout China.

Information management is a central component of the surveil-
lance technology monitoring commercial establishments. “Law
and public order enforcement information management systems
for special industries” are, essentially, suites of software programs
that collect and store information about employees, customers, and
transactions and transmit that information to police.® In fact there
is no single, standardized set of such tools; Chinese technology
companies collaborate with the police to develop software that
meets diverse surveillance needs.” Annual reports of the PSBs re-
veal the widespread adoption of such systems and their pivotal role

in the surveillance of hundreds of thousands of businesses across
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sectors. In 2011, police in Bengshan District, Bengpu, Anhui, in-
stalled an information management system of this kind. In 2019,
the PSB of Wuhu County, also in Anhui, installed additional tech-
nologies, such as facial recognition and internet ID verification, to
enhance information management capabilities.™

Surveillance of special industries may generate useful political
intelligence. For example, surveillance of delivery services allows
police—and secret police—to intercept and inspect materials sent
by or mailed to surveillance targets. The 2017 annual report of the
PSB in Xianyang, Shaanxi, discloses that the city’s express delivery
services have worked with the municipal SSB and the state postal
service to establish a “long-term effective mechanism for joint in-
spections of express delivery services.”"

Police also rely on informants to maintain surveillance of special
industries.” Local yearbooks demonstrate that police seeking in-
formants favor workers who can collect information or observe
customers’ activities and movements without arousing suspicion.
The PSB in an urban district of Jiangxi Province has stated that, by
the end of 2008, it had used informants to achieve “comprehensive
control” of the district’s taxi companies, motorcycle repair shops,
and jewelry makers.” Recruiting delivery personnel as informants
is also appealing to the police because they can easily enter suspects’
homes.™

Typically, police press business employees to report suspicious
activities or to provide intelligence on a regular basis, thus trans-
forming staft’ into unpaid informants. Police have significant le-
verage over business operators and employees. As operator permits
must be renewed annually—by the police—few business owners
dare resist police demands. Police can further increase their

leverage by enlisting other regulatory agencies—such as the Tax
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Bureau, the Urban Planning Bureau (which is responsible for
zoning), and the State Administration of Industry and Commerce—
to reward cooperative businesses and punish the rest.’s The PSB of
Panzhihua, Sichuan, reported in 1995 that tips provided by staff
working in special industries helped crack many cases.™

Police may also require that businesses employ informants. The
PSB of Chongming County, Shanghai, required businesses to ap-
point dedicated “public safety personnel,” who received training and
were required to provide information. In the early 2000s, the po-
lice chiet of Zhabei District, Shanghai, ordered each entertainment

complex under his jurisdiction to hire at least two informants.'”

Surveillance of Tibetan Buddhist Monasteries

Religious sites may not seem like battlefield positions, but to the
Chinese government, Tibetan Buddhist monasteries qualify if they
are located in areas with sizable Tibetan populations. This is not
mere discrimination: opposition to Chinese rule is entrenched in
monasteries.” To snuff out resistance, the party has launched a
comprehensive “reform” program. Judging by official documents,
this labor-intensive surveillance program was launched in 2011,
when the CCP Committee of the Tibetan Autonomous Region
decided to “strengthen and innovate management” of the 1,787
monasteries located there. The most important measure adopted
was a restructuring of monastery governance, whereby state offi-
cials were appointed to reside in the monasteries and serve as their
managers and overseers.” The policy was later applied to other
areas with a large number of Tibetan Buddhist monasteries, placing

the party-state’s eyes and ears directly inside monasteries across
China.*
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Monastery Management Committees

Management committees dominated by government officials
are the CCP’ boots on monastery ground. Committee members
are jointly nominated by the United Front Department, the Reli-
gious Affairs Bureau, Buddhist associations, and local governments,
ensuring the party’s control over selections.> Many committee
members hold significant ranks in the party-state.?> Such commit-
tees are not large, but they exercise considerable influence. In Ganzi
Prefecture, a monastery with fewer than 300 monks and nuns is over-
seen by a seven-member committee; a monastery with between
300 and 500 monks and nuns has a nine-member committee.?3

The most important committee function is to exercise political
control over monks and nuns. Committees have authority to orga-
nize and oversee “regular and normal” religious activities, accredit
monks and nuns, approve admission to monasteries as well as leaves
of absence, and supervise religious education. Broadly, they are re-
sponsible for “maintaining stability”—the party’s euphemism for
preventive repression.** As I detail below, these committees enforce
restrictions on religious activities and education, impose limits on
the physical movement of monks and nuns, surveil monks and
nuns who travel abroad, deploy intimidation tactics, recruit and

employ informants, and gather intelligence.

Restrictions on Activities and Movements

Monastery managers enforce numerous restrictive rules. Monks
and nuns are required to obtain from management committees
“certificates” that qualify them for residence in monasteries: Si-

chuan claims that it issued such certificates to $9,000 monks and



Controlling “Battlefield Positions” 191

nuns in 2015. Religious activities involving multiple monasteries
and sects are strictly controlled to curtail networking among mo-
nastics and prevent protests.>> Regulations also govern the scale of
religious gatherings. For instance, Ganzi requires that activities in-
volving fewer than 1,000 participants be approved by a county-
level Religious Affairs Department and those involving more than
1,000 participants be approved by the prefectural Religious Affairs
Department. Other government departments, such as security
agencies and traffic regulators, may also have supervisory authority

26 Any violations of committee rules regarding

over such activities.
religious activities can result in severe penalties, including expul-
sion from monasteries.

Management committees are careful to monitor the where-
abouts of monastics. In 2017, the management committee of
Rikusi, in Kangding County of Garzé Tibetan Autonomous Pre-
fecture, recorded all departures of religious personnel from the
monastery and prohibited them from engaging in religious activi-
ties while they were away.?” Monks and nuns at Byams Pa Gling in
Chamdo may participate in religious activities outside the monas-
tery only with permission from both the management committee
and the region’s Ethnic Affairs and Religious Affairs Departments.
At the same time, monks and nuns from other areas are forbidden
from entering Byams Pa Gling to engage in religious activities.* In
Yajiang County, Ganzi, monastics must report their movements
and other activities to their monastery’s management committee
on a daily basis. Special emphasis is placed on clergy on their re-
turn from overseas visits, especially those who have traveled abroad
without authorization. For instance, in the late 2010s, officials in

Daocheng County, Sichuan, conducted thorough investigations of
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monastery-affiliated individuals who had returned from unauthor-

ized foreign travel.?

Surveilling Monks and Nuns

Effective surveillance of monastics rests on two pillars: collec-
tion of personal information and identification of key targets, such
as monks and nuns regarded as troublemakers and those associated
with monasteries having histories of resistance. Tibet has been col-
lecting and storing electronically reports on all monasteries, monks,
and nuns since at least 2012. Kangding, Sichuan, claims it collected
“basic information” about the 2,085 monks and nuns within its
jurisdiction in 2014. Shiqu County, Garzé Tibetan Autonomous
Prefecture, reported collecting and storing “basic information” on
7,150 monks and nuns in 2018.3°

Monastics designated as KI targets receive particular attention
and are placed under special restrictions. For instance, they must
obtain permission both to leave and return to their monasteries.?’
Kangding reports that it has developed individualized surveillance
protocols to monitor monks and nuns under KI designation.?* The
management committee of Byams Pa Gling reported in 2014 that it
“strengthened control over KI”” and collected detailed information
about targeted monastics and their families. There are no formal
criteria for designating monastic KI targets, but it appears that au-
thorities believe any individuals who return from overseas visits,
those with passports, and those visiting from other counties and
prefectures warrant special notice.

Local yearbooks contain relatively few references to the recruit-
ment and use of informants in monasteries. This may reflect the dif-
ficulty of finding willing individuals: Tibetan monks and nuns—the

sort of people who would make good monastery informants—are,
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for the most part, resistant to Chinese rule and loyal to the Dalai
Lama. When such references to informants do appear, they tend to
lack details, perhaps reflecting the sensitivity of spying on Buddhist
religious figures. For example, the management committee of Ca-
odengsi, in Barkam, Sichuan, reported in 2019 that it maintained
an ‘“accurate grasp of information” provided by informants. In
Shannan Prefecture, Tibet, law-enforcement agencies reportedly
“strengthened the development of clandestine forces (mimi liliang)
in monasteries” in 2010.3* In other circumstances, officials are more
likely to report on the number of informants they deploy, the in-
formation these informants obtain, and the benefits they secure.
We do know that informants work in monasteries, but we don’t
know much about the scale and nature of their activities.

Surveillance of monastics is not necessarily clandestine: monas-
tery management personnel make routine, direct contact with
targets through personal visits. This practice began as soon as man-
agement committees were instituted in the early 20r10s. In Lhasa,
Tibet, for example, committee members have at times been required
to meet frequently with monks and nuns and attempt to befriend
them, no doubt for purposes of information-gathering and, if
friendship proves elusive, intimidation.’ Authorities in Kangding
report that such visits have been useful in learning about the activi-
ties, whereabouts, and psychological states of monks and nuns.3
Meanwhile Daocheng authorities reported that, in 2019, monastery
managers held fifty-eight “educational sessions” with KI targets.

It is likely that, during these personal sessions, officials demand
and receive pledges from monastics to toe the government line—
an intimidation tactic and a means of creating legal peril for monks
and nuns who ruffle feathers. In Kangding, committee members

required that the families of monks and nuns sign an “Agreement
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on Liabilities concerning the Management and Control of Monks
and Nuns.” In 2018, authorities in Daocheng required that all
monks in the county’s monasteries sign a “pledge to engage in
work to fight against self-immolation.”’37

There appears to be some use of technology in the surveillance
of Tibetan Buddhist monasteries. The Wall Street Journal reported
in July 2021 that more than 180 video cameras and facial recogni-
tion systems had been installed to monitor seven Tibetan Buddhist
monasteries in Sichuan, according to a Chinese government docu-
ment.?® But local yearbooks make infrequent reference to high-
tech surveillance of monasteries. In 2011 Shannan prefecture in
Tibet claimed that its law enforcement “strengthened the techno-
logical detection and control capabilities in monasteries” but pro-
vided no details.?

We don’t know much about technological surveillance or use of
informants to monitor monasteries. What information is publicly
available focuses instead on regulation and surveillance by manage-
ment committees. We therefore do know that, at the very least,
China’s labor-intensive surveillance regime is in operation among

Buddhist monastics.

Surveillance on University Campuses

For autocratic rulers, university faculty and students represent a
permanent threat and thus require intense surveillance.*® The
leaders of post-Tiananmen China are not exceptional in this re-
gard; they count universities, no less than monasteries, as battle-
field positions.

Following the crackdown on the student-led democracy move-

ment in 1989, the party implemented an integrated strategy to
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reassert dominance over universities.#' At the end of 1991, the State
Education Commission and Ministry of Public Security jointly is-
sued a circular on strengthening security in institutions of higher
education. Universities and colleges were ordered to improve their
security departments’ investigative capabilities, in consultation with
public security agencies. Authorities also ordered universities to
make “full use of the role of administrative departments, labor
unions, the Communist Youth League, student unions, and activ-
ists among faculty and students” and to “rely on them to gain rel-
evant information about KI and positions.”+

In February 1997 the State Education Commission and Min-
istry of Public Security again joined forces to issue new rules. Now
they emphasized “mobilization of the masses” to collect informa-
tion and guard against “infiltration, instigation, and sabotage by
domestic and foreign hostile forces, illegal religious forces, and na-
tional splittist forces” operating on university campuses. The offi-
cials also called on universities to “assist state security and public
security agencies to bring an end to activities that endanger state
security” and ordered campus administrators to scrutinize student
organizations and extracurricular activities. In addition, at this
point universities were required to establish systems to “manage”
foreign teachers and students.** Further rules were added in 2011,
when the party set forth specific measures to prevent religious
groups from building any presence or influence on campuses.**

University authorities have complied by mandating the estab-
lishment of files on all faculty and students who are religious
believers, strictly regulating approval of academic activities and stu-
dent organizations, and vigilantly examining foreign NGOs and
use of foreign funding. In addition, campus officials vet textbooks

and online instructional resources, closely monitor foreign faculty
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and students, recruit student informants, and regularly report in-
formation to law enforcement. In the late 2010s, universities added
provisions to safeguard “political security,” most likely in compli-
ance with orders from higher party-state authorities.*s
Organizationally, universities have built a security apparatus that
incorporates features of political-legal committees and police agen-
cies. The security department of Shandong University—which, in
2020, had more than 70,000 full-time students—boasts a 610 Of-
fice, a cyber section, a “comprehensive management section,” and
a contingent of security guards.#® Nankai University’s 2013 year-
book indicates that its security department had six sections, in-

cluding one for “political security.”+

Targets of Campus Surveillance

Surveillance programs on university campuses mainly target three
groups of individuals: KI designees; ethnic-minority students from
Xinjiang, Tibet, and Inner Mongolia; and foreign professors and
students. It is notable that surveillance of ethnic-minority students
began as early as 2000, many years before the onset of large-scale
unrest in Tibet and Xinjiang.+*

University yearbooks contain frequent references to surveillance
of KI targets, a category that may include dissident academics and
religious practitioners. At the Chinese University of Law and Poli-
tics in Beijing, authorities undertook “comprehensive work to
educate and manage key groups . . . so as to control and reduce the
negative influence and real harm of all key groups.”#® University
security officials also describe curbs on proselytizing and apprehen-
sion of individuals engaging in such activities. For example, in

2010 the security department of Jiangnan University intervened in
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three instances of proselytizing. The security department at Nankai
University has stated that, in 2013, it selected as “key targets” a
small number of faculty and students who were deeply involved in
illegal religious activities and assigned dedicated personnel to keep
tabs on their “thoughts and activities.”s° That security personnel
are able to intervene in proselytizing as it unfolds may be an indi-
cator of the overall effectiveness of the surveillance program.

Ethnic-minority students receive a good deal of attention in uni-
versity yearbooks. According to Lanzhou University, in the mid-2o10s
campus security officials assisted state security agencies in investigating
and surveilling all Uighur students at the school. Meanwhile the pro-
vincial department of education in Zhejiang Province reveals that, in
August 2014, it ordered universities to carry out comprehensive vet-
ting of Uighur students, strengthen “management of key subjects,”
uncover and shut down underground prayer sites for Uighur students,
and enforce “management’” of Uighur students’ passports. In its 2018
yearbook, Jiangnan University reports assisting the Wuxi municipal
PSB in “educating and managing” ethnic-minority students.’’

The intensity of campus surveillance usually increases after inci-
dents of ethnic unrest. After students demonstrated against envi-
ronmental degradation in Inner Mongolia in May 2011, Hubei’s
provincial higher-education commission issued an urgent directive
to step up security measures. In August 2011, after a series of vio-
lent attacks in Xinjiang, the Ministry of Education instructed all
universities with a substantial student population from the region
to assess any security risks they pose.s

Many Chinese universities report on their surveillance of for-
eign teachers, students, and NGOs. Guizhou University openly

acknowledges in its 2014 yearbook that its security department
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conducted operations “to prevent religious infiltration by foreign
students.” In its 2014 yearbook, Huaqiao University claims that it
successfully prevented “infiltration and sabotage” by unnamed for-
eign NGOs.’? Nankai University reports that it “established files
on foreign students . . . and built a mechanism to manage them and
to monitor their whereabouts.”5* Hefei University appears to keep
a particularly watchful eye on foreign professors and students. Its secu-
rity department in 2010 “intensified the investigation of foreign-
related activities and foreign teachers and students and expanded the
channels of communication with (superior) foreign affairs depart-
ments.” In 2011 the university conducted several rounds of investi-

gations of foreign teachers, students, and student organizations.’

Univeristy Collaboration with Government Agents

University security departments work closely with state security
agencies and with local public security units, mainly DSP and
wenbao units. Lanzhou University’s 2014 and 2015 yearbooks claim
that, besides assisting state security agencies in monitoring for-
eigners and Uighur students, the university’s security department

3

also helped state agents “visit and talk to” faculty members who
had returned from studying abroad.’ Ningxia University reports
that it “assisted superior public security, state security, and educa-
tion departments in their investigations on campus.” The security
department at Dalian University of Science and Technology claims
that it collaborated with local state security agencies to address
threats related to Xinjiang.’” Guizhou University’s security de-
partment reports having cooperated with the provincial SSB to
investigate illegal religious activities on campus and dismantle the
organizations behind them.s* The security department at Nankai

University acknowledges that, in 2009 alone, it assisted authorities
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on forty occasions when they visited the university to “read files,
conduct investigations, and pay follow-up visits.”3® The prestigious
China University of Political Science and Law in Beijing claims
that, in 2011, its security department “paid close attention to the
information provided by the public security and state security
agencies” and “assisted related departments in operations so as to
ensure control over incidents related to political stability.”%°

The regular provision of information and intelligence to secu-
rity agencies and political authorities became a well-established
university practice in the early 1990s. At Wuxi Light Industrial
University, which later became Jiangnan University, the security
department reported supplying more than 300 pieces of informa-
tion to its “superior leadership” in both 1993 and 1995.%" The 2007
annual report from Hefei University of Technology acknowledges
that its security department provided forty-one pieces of informa-
tion to “public security and state security departments.” In its 2008
annual report, the university claims to have passed on fifty pieces of
information to “the university party committee” in addition to the
local PSB and state security departments.®* In 2005, the security
department of Huazhong University of Science and Technology
did such an outstanding job of reporting on students, faculty, and
staft that it received the designation of “exemplary unit for infor-
mation work” from the Wuhan SSB.%

Universities provide two types of information and intelligence:
public opinion and “stability-related” information. The first cate-
gory includes campus reactions to key events and domestic and
foreign policy issues. For example, Jiangnan University’s 2001
yearbook describes collecting and reporting student reactions to
the Two Sessions and major foreign policy developments. The

category of stability-related information is probably very broad.
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Jiangnan University reports passing along to “superior authorities”
information about the suicide of a graduate student, fights between
students, and student strikes over bad cafeteria food.* In its 2001
yearbook, the Hefei University security department reports having
informed on a “University Alliance in the Hefei area”—presumably
an association of area college students whom campus officials saw

as a potential threat to the party.®

Use of Informants

Effective surveillance of millions of university students and fac-
ulty is impossible without informants. Fortunately for Chinese
university authorities, recruiting informants from vast student pop-
ulations is no great challenge. As the party controls access to edu-
cational and career opportunities, students are especially susceptible
to recruitment: in exchange for spying on behalf of the govern-
ment, they may gain admission to the party—which improves their
chances of getting good jobs—or slots in coveted graduate pro-
grams. Although it is impossible to estimate the number of student
informants, it appears that all universities employ them. References
to regulations of on-campus informants can be found in docu-
ments issued by at least two provincial-level education depart-
ments. In 2013, Hunan’s Department of Education issued “Interim
Rules on the Reporting of Information Related to Stability Main-
tenance and Public Safety in Hunan’s Education System.” A similar
document was promulgated in Hubei province in 2016.%

The use of on-campus informants is widely acknowledged; in-
formation about their tasks, recruitment, and operations is openly
available on school websites. These sites indicate that informants

collect and report on individuals and organizations suspected of
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engaging in subversive activities such as petitions, illegal assemblies,
and “reactionary propaganda.” Finally, informants report on campus
safety and student and faculty reactions to important political events
and government policies.®’

Most informants on campus are students, although some are party
officials and administrative staff. South China Agricultural Univer-
sity requires at least one student informant per academic division. At
the prestigious Beijing Foreign Studies University, an “opinion in-
formant” is recruited for every classroom.®® Changsha Medical Uni-
versity and Hunan Institute of Technology both require one to three
informants in each classroom. These informants should be students
who are party members, or else they may be political guidance
counselors—full-time university employees who carry out “ideolog-
ical education”—or party branch secretaries and deputy secretaries.
Informants must be politically reliable and operationally effective.
At Hubei University of Economics and the University of South
China in Hunan, student informants are recruited mainly from
among the secretaries of the Communist Youth League and from
among student leaders.”

Student informants typically do not interact directly with public
security agencies. Indeed, rules issued by universities make it clear
that party officials, not public security agents, are in charge of the
work of the informants.”” Thus party operatives handle recruitment,
training, supervision, and evaluation of student informants. Student
informants do interact with campus security. Informants are encour-
aged to remain close to campus locations where mass incidents or
suspicious political activities are most likely to take place. They are
directed to “mingle closely with fellow students and gain a timely

awareness of their (fellow students’) ideological states of mind.”7
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Operationally, informants are expected to make regular reports
to their handlers. The frequency of contact varies across institu-
tions. At Hunan Institute of Technology, informants responsible
for collegiate divisions are supposed to provide a monthly report,
whereas informants responsible for classrooms must report every
other week.” Changsha Medical University requires a weekly re-
port from all informants responsible for classrooms, a biweekly re-
port from those responsible for each cohort, and a monthly report
from those responsible for departments. Beijing Foreign Studies
University requires a monthly report from the “liaison” who su-
pervises student informants.” In the case of a critical development
or emergency, informants must immediately report any informa-
tion or intelligence they have collected. Some universities require
strict confidentiality about the work performed by informants, but
this is not always the case.”

The duration of service by informants is not specified in most
university regulations. In all likelihood, informants in most universi-
ties receive an initial one-year appointment and can expect reap-
pointment contingent on their performance. New recruits constantly
replenish the ranks when older informants graduate.” Universities
offer political and material incentives to student informants. Bei-
jing Foreign Studies University pays each informant “a certain
amount of subsidy” per semester. South China Agricultural Uni-
versity gives unspecified “recognition and rewards” to “outstanding
informants and information-work activists” and awards them extra
academic credit. At Changsha Medical University and Hunan In-
stitute of Technology, informants can expect preferential treatment
when they apply for CCP membership and compete for awards.
Hubei University of Economics provides material rewards to in-

formants according to the value of the information they provide.”
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Some universities treat informing as a form of work-study, thereby

providing an avenue to compensate informants.”®

The Cyber Battlefield

Research has revealed a good deal about internet censorship in
China—which activities may be prevented, which resources made
inaccessible, and so on. Yet, while we know a fair amount of user
experiences, little has been written about the actual mechanisms
and tactics of online censorship and surveillance.” Here I seek to fill
in this gap, exploring the “front end” of police operations online.

The party-state has adopted battlefield-control tactics online in
order to identify users and track their activities. The government
has opted for a two-track approach, dividing surveillance between
a party organ—the CCP Office of the Central Cyberspace Affairs
Commission—and a new police unit. This arrangement makes
clear that controlling battlefield positions online is both a political
and a law-enforcement task. Party censors determine which con-
tent is to be blocked or filtered, while the police carry out en-
forcement actions, such as inspecting internet cafes for compliance
with regulations, installing surveillance hardware, blocking and fil-
tering the suspects’ communications, and conducting investigations
and arrests.

The CCP began to assert control over the internet in the mid-
1990s, but it did not build a nationally integrated, stand-alone bu-
reaucracy until 2014, with the establishment of the Office of the
Central Cyber Security and Informatization Leading Group.* This
agency was charged with both regulatory and censorship responsi-
bilities. Thereafter, local jurisdictions set up equivalent offices at-

tached to their CCP committees. In 2018, Xi Jinping promoted this



204 THE SENTINEL STATE

leading group to the status of a central commission, whose routine
functions are performed by the Office of the Central Cyber Affairs
Commission. Recall that commissions are technically party bodies,
not government ones. The commission’s bureaucratic companion,
which shares its mission and personnel, is the Cyber Administra-
tion of China. In Chinese it is known as zhongyang wangxinban. I'll
use the term “cyber agency” to refer to the party-state body that
handles online surveillance, as compared to the cyber police—the
security agency that shares this task.

Local outlets of the Cyber Affairs Commission are under the
umbrella of CCP committees. Shaanxi’s provincial cyber agency
was authorized to employ up to sixty-one staft when it was formed
in 2014. In the city of Chenzhou, Hunan, the municipal cyber
agency had thirteen staff in 2017. A typical county-level cyber
agency had only three or four full-time staff in the late 2010s."
Due to their small size, local cyber agencies lack the workforce as
well as the technological capabilities to conduct sophisticated sur-
veillance. Notably, few local yearbooks say much about the tech-
nological capabilities of the cyber agencies, even as these reports
provide abundant information about accomplishments in terms of
censorship and spreading disinformation.

Indeed, routine censorship and promulgating disinformation are
the main tasks of subprovincial cyber agencies. The municipal
cyber agency of Longnan Prefecture reports that, by the late 2010s,
it had used big data and cloud computing to monitor online public
opinion and had established a database of essential information.
The agency defined 180 keywords and twelve topics that garnered
special attention. In 2019, the agency monitored §15,000 pieces of
online information about Longnan, of which 8,000 were deemed

to be negative.® Local cyber agencies also recruit “net commentators”
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to conduct online campaigns to manipulate public opinion and spread

disinformation.®

Cyber Paolice

A special cyber police unit takes charge of internet-related en-
forcement operations and surveillance of user activities, as distinct
from censorship and disinformation. Cyber police, known as
“public information network security supervision sections,” were
first organized in PSBs throughout the country in the early 2000s.
Beijing’s municipal PSB established its cyber unit in 2000 and
staffed it with fourteen police officers.** Shandong’s provincial
cyber unit was established in 2003, and within two years all local
PSBs in the province had formed equivalent units.¥ A Beijing
public security yearbook reports the completion of a municipal
center for “monitoring and controlling public network security”
in 2001, seemingly confirming that cyber surveillance systems are
housed within the public security infrastructure, not in local out-
lets of the Cyber Affairs Commission.*® Yan’an’s cyber police unit
reports that its main missions include “monitoring and controlling
harmful information; collecting, analyzing, and reporting develop-
ments on the internet; enforcing regulations on internet cafes; and
investigating and dealing with cyber-crimes.”®” Despite the impor-
tance of these tasks, the cyber police units in the local PSBs are
relatively small. A typical county cyber police unit has about five to
six officers. For example, the cyber unit of Shucheng County,
Anhui Province, had only five officers in 2020.% Its counterpart in
Tancheng County, Shandong Province, had seven officers as of 20171.
Gejiu County, Yunnan, had five officers in its cyber unit in 2016.%

Both the local agencies and cyber police units “patrol” the in-

ternet 24/7. Both deploy hi-tech solutions. For example, the cyber
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agency of Santai County, Sichuan, used web-monitoring tech-
nology called Real Time eXchange to maintain constant watch
over the internet. Cyber police officers are required to report im-
portant developments to the PSB leadership and also to the county
party committee and government.” Although local yearbooks do
not specify which bureaucracy actually performs the task of de-
leting and blocking online content, apparently the cyber agencies
make the determination and then instruct police to execute it.
This division of labor is confirmed by the cyber unit of the mu-
nicipal PSB of Ergun, in Inner Mongolia, which states that it is
responsible for “organizing and implementing the ‘routine work’
of Ergun’s cyber agency””?" “Routine work” almost certainly refers
to censoring online content. Reports of cyber police taking bribes
from businesspeople to delete certain critical posts also indicate
that it is cyber police, not the cyber agencies, that perform the
actual task of deletion. In the meantime, there are no press reports
of similar scandals involving officials in the local cyber agencies.”
And when cyber agencies discover online materials requiring in-
vestigation, they typically refer matters to cyber police. For in-
stance, as soon as the cyber agency of Yunlian County, Sichuan,
became aware of what its 2018 yearbook calls a serious “internet
rumor,” it contacted the cyber unit of the county PSB to
investigate.”

This division of labor makes administrative sense. It is unneces-
sary to duplicate technological capacities across agencies, and to house
such capacities within the offices of local Cyber Administration
would be a security risk because the commissions are located in
government buildings rather than police buildings, which are
better guarded. Meanwhile Chinese telecom companies are un-

likely to be involved in this censorship process because they lack
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the requisite political status, security, and law-enforcement au-
thority. It is also police, not the Cyber Administration, that oper-
ates China’s Public Information Network Security Surveillance
and Control System—the so-called Great Firewall. We know this
because, for instance, the Tianjin PSB confirms that one of the
principal tasks of its work on the Golden Shield project—of which
the Great Firewall was a component—was to “discover . . . and

appropriately dispose of . . . harmful information online.”%*

Controlling the Cyber Battlefield

The mission of filtering “harmful” content consumes a good deal
of attention and energy: enforcing surveillance is labor-intensive,
as cyber police must conduct in-person investigations, visiting in-
dividuals suspected of violations such as posting censored materials.
In 2016, the district cyber police in Baiyun, Guiyang, investigated
eighty-five individuals in person. The cyber police in a neigh-
boring district, Yunyan, were even more aggressive, claiming 200
such investigations during the same year.s Penalties for harmful
online activities include detention, fines, and “criticism and
education.”?¢

Deterring online dissent is impossible without identifying actual
users, so the strategy to dominate the cyber battlefield positions
critically rests on detecting the identities of violators and potential
violators. The Chinese government uses several tactics to identify
users.”” One simple approach is to trace IP addresses—the unique
identification associated with a local network that connects to the
broader internet. This is easy to do, as online access is provided by
state-owned telecom companies. But more sophisticated users can
avoid this sort of identification by routing their online traffic onto

a virtual private network. And additional measures are needed in



208 THE SENTINEL STATE

order to identify the owners of social media accounts, which allow
anonymous posting. In response, in February 2015, the Cyberspace
Administration of China (the bureaucratic companion to the Cen-
tral Cyberspace Affairs Commission, which technically is a party
body rather than a government one) mandated that all internet
users provide their real names when registering accounts on chat
rooms, the popular app WeChat, the extremely active microblog-
ging service Weibo, and all other social media outlets.”®

Cyber police surveil access points such as internet cafes and
public Wi-Fi networks in hotels, shopping malls, airports, and other
venues to identify users operating beyond their home networks.
Regulations governing private internet cafes issued in April 2001
mandate retention of customer information, including identities
and online activities, for sixty days. Internet café operators must
obtain a license from the local PSB and Cultural Bureau, a govern-
ment agency regulating the entertainment sector.”® More recently
implemented rules require that internet catés install ID card readers
that automatically capture information about all customers for
storage in a café-specific database. Customers can gain online access
only after scanning their “second-generation” IDs, which store
identifying information, including a color headshot. Cyber police
enforce these rules strictly through frequent inspections of internet
catés.™® Police also train “security attendants” at internet cafés, who
presumably ensure compliance with regulations and also perhaps
spy on customers. In Shandong, the local police force takes credit
for training 3,000 such attendants in 2004.'"

Some jurisdictions even require that internet cafés install video
cameras to monitor customers. Local yearbooks show that surveil-
lance cameras were installed in the late 2000s."* In its 2014 report,

the Baiyun cyber police claimed they began to require that internet
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cafés install “safety technological equipment” that triggered video
recording when “internet KI” scanned their IDs. This system alerts
the police and transfers relevant video to law enforcement in real
time.' In fact, this system was already in operation in some juris-
dictions, such as Chengdu, in 2012. A cyber policing textbook ex-
plains that when a customer used the ID of a KI target to get online
at a Chengdu internet café, the cyber police received an instant alert
and could identify which computer in the caté was being used. In
this case, two police officers were sent to the café to investigate.”**
As for monitoring public Wi-Fi networks, in the late 2000s,
local cyber police began requiring that operators install unspecified
“security technical measures.”’'® A concerted national effort on
this front likely began in 2014. In that year, Wuhan police, for ex-
ample, initiated a three-year program to install “security manage-
ment systems” in all public Wi-Fi networks.™® In 2016 the PSB in
Yunyan District, Guiyang, installed s60 public Wi-Fi monitoring
systems. Thousands of similar systems were installed in two coun-
ties in Sichuan in 2017—2018."7 On average, a Wi-Fi surveillance
device costs 2,200 yuan (about $310 as of this writing), indicating
that this surveillance program—including post-installation mainte-
nance and operation costs—requires significant resources.'®
Cyber police pay special attention to online KI targets. These
likely overlap with political dissidents, liberal scholars, human
rights activists, members of illegal religious organizations, and prac-
titioners of Falun Gong and other “evil cults.” Online KI targets
also include some well-known pro-government personalities, indi-
cating the party’s paranoia about individuals with a significant
public following regardless of their political loyalty.'®
There is wide variation across China in the number of online KI

targets, demonstrating that jurisdictions have wide latitude in
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making KI designations. In 2018, Hengyang County, Hunan, had a
hundred “internet KI” under surveillance and control. The cyber
police of Orogen Banner in Inner Mongolia claim to have had
twenty-five KI targets under online surveillance in 2015. Yunhe
District of Changzhou, Hebei, reports that its police had in-person
contact with sixty-two “internet KI” in 2016."° In several jurisdic-
tions, however, the number of online KI targets is much larger.
Jishan County, Shanxi, had 1,141 KI targets, roughly 0.3 percent of
the county’s population, under online surveillance in 2018. Be-
tween 201T and 2014, cyber police in Tancheng, Shandong, “regis-
tered and controlled” 3,475 internet KI targets, about 0.4 percent
of the local population. Gejiu County, Yunnan, had $62 online KI
targets in 2012, about 0.14 percent of the population."!

Details of online KI surveillance and control are sparse. At a
minimum, however, it seems that cyber police have special files on
their targets, as reported in several jurisdictions."* It is also reason-
able to assume that the online activities of KI targets are closely
monitored and that their email and social media accounts are
compromised.

A document issued by the PSB of Neijiang, Sichuan, in Feb-
ruary 2011 reveals a few crucial details about online surveillance of
KI targets. According to the report, the PSB cyber unit was in-
structed to collect basic information on all types of KI targets, to

<

designate officers to use “various technical means” to scrutinize
these individuals, and to use an unidentified special police database
to ascertain their online identities. The report mentions real-time
surveillance of online KI targets using information obtained from
internet service providers and internet café access control. The re-

port also lists two categories of online KI targets: targets in category
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A, likely those deemed serious threats, are subject to long-term
surveillance and all kinds of spying techniques; targets in category
B, likely individuals considered lesser threats, are to be monitored
with “necessary investigative and control measures” so that the
police remain aware of their activities.”? Although the language
is vague and allows for police discretion, in practice, this prob-
ably means that targets in category B are subject to less invasive

measures.

CONTROLLING BATTLEFIELD POSITIONS—whether online or in brick-and-
mortar locations such as businesses, universities, and monasteries—
1s a powerful framework for neutralizing threats to one-party rule.
The Chinese surveillance state has deployed this tactic to great
effect thanks to its system of distributed surveillance, which maxi-
mizes organizational capabilities while addressing the coercive di-
lemma. As with other security priorities, the goals of battlefield
surveillance and control are set by the party through the rules it
promulgates, intended to restrict the freedom of action of regime
opponents and facilitate surveillance of their activities. Thereafter,
the actual work of controlling battlefield positions is left to “boots
on the ground”: the surveillance state turns to the party’s strengths
in organization and mobilization. New specialized bureaucracies—
monastery management committees, cyber agencies, and cyber
police—form quickly to carry out the central state’s agenda using a
combination of labor- and technology-intensive methods. In the
cyber area, technology has an especially strong role, yet even here,
informants and police investigations and intimidation are essential.

And the party’s mobilization capacities really shine when it comes
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to controlling traditional battlefields such as religious and educa-
tional institutions. The continuous application and refinement of
the battlefield-control framework again speaks to the comprehen-
siveness of the regime’s approach, as well as its adaptability in re-

sponding to emerging threats to its rule.



CHAPTER 7

Upgrading Surveillance

When the CCP crushed the 1989 pro-democracy
movement in Beijing, it was a laggard in science and
technology, unable to provide its police with modern instruments
of surveillance. Surveillance cameras were nowhere to be seen on
the streets of the Chinese capital; in general, the police were poorly
equipped when it came to technological means of repression. In-
deed, they were poorly equipped in many respects, lacking in fa-
cilities and vehicles as well.

An officer who retired in 1989 would almost certainly find their
old unit unrecognizable today. Once-decrepit police stations have
been replaced by spacious, well-furnished buildings with every
amenity. The nerve center of the new unit features a wall of flat
television screens displaying live images of major traffic routes,
shopping centers, and public squares. Instead of bicycles, police
now get around in cars bristling with secure wireless communica-
tions equipment. Automatic alerts warn duty officers when surveil-
lance cameras with facial recognition technology spot individuals

on authorities’ blacklists.

213
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The technological great leap forward of the post-Tiananmen
era attests to the CCP’s resolve to defend its political monopoly
and its capacity to recruit resources for high-priority objectives.
Although three decades ago few predicted the rise of China’s
techno-surveillance state, in retrospect several early factors con-
tributed to it. Rapid economic development unleashed forces that
could overwhelm even the party’s fearsome labor-intensive sur-
veillance apparatus, necessitating improvements. A newly mobile
population with expanded access to information tested aging bu-
reaucratic mechanisms and compelled the party-state to pursue
modern methods of tracking people and goods. At the same time,
the process of creating an information society worked in favor of
the surveillance state. The widespread adoption of information
technology, in particular mobile communications devices, enabled
police to record digital footprints and monitor communications
and movements. Ever-adaptable in responding to threats, the party
turned a new techno-social challenge into an opportunity by ex-
ploiting the vulnerabilities of an always-online population.

Several additional practical factors aligned with the party’s post-
1989 priorities. Burgeoning revenues provided the funds necessary
to acquire new technologies. Friendly commercial relations with
the West allowed China to import critical tools and knowledge
with few restrictions.> At the same time, competitive homegrown
tech companies fostered the indigenous capabilities of the Chinese
surveillance state. For government bureaucracies and party offi-
cials, the technological upgrading of state surveillance also created
lucrative rent-seeking opportunities; the process of awarding con-
tracts to build and operate high-tech surveillance systems is rife
with corruption, but bribes help to ensure the continued interest

of officials in charge.
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Further, it stands to reason that rivalries among the various or-
gans of the coercive apparatus have driven the expansion of the
techno-surveillance state. A bureaucracy has strong incentives to
lobby for its own surveillance system after a rival has acquired new
technologies. In the Chinese case, after the MPS completed its
Skynet surveillance project in the early 2010s, the CPLC rolled out
Sharp Eyes. Although Sharp Eyes includes an effective extension
of Skynet, many of its components are redundant.

However impressive, technology is suitable only for certain sur-
veillance tasks. Video surveillance, sensors, and online tracking can,
of course, help police better monitor targets’ activities. Yet machines
complement, but do not replace, labor-intensive surveillance—
some routine but essential tasks can only be performed by human
beings. For example, research on the use of Al in policing shows
that the technology is helpful in developing criminal profiles and
assessing risks, but is hard to imagine that Al can fully automate the
complex work of, say, political-legal committees, which depends
on judgement and political experience.’ Furthermore, human in-
formants, by virtue of their direct contact with targets, can gather
valuable intelligence beyond the reach of state-operated surveillance
technologies. This is especially important where targets know how
to thwart techno-surveillance. Human beings also are better-
equipped than machines to perform certain critical tasks of preven-
tive repression, such as intimidating high-value targets.

What makes the Chinese security apparatus more formidable
than those of other dictatorships is not the party-state’s recent ag-
gressive adoption of technology but rather the combination of
technology and labor in a system of mass surveillance that can
maximize the advantages of both. In other words, when we suc-

cumb to the hype surrounding technologies like China’s proposed
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social credit system, we are missing the underlying realities of
techno-surveillance: it is effective because of labor-intensive sys-
tems based in the hukou and the structure of grid management—
themselves features of the baojia, a thousand-year-old project of

social control.#

The Party’s Golden Shield

The initial step the Chinese government took to upgrade surveil-
lance involved modernization of MPS and local police information
technology. Effective surveillance of a modern society is impossible
without a nationally integrated IT infrastructure, consisting of da-
tabases containing vast amounts of information about ordinary
people, a dedicated and secure communications network connecting
widely distributed police personnel, and software tailored to sur-
veillance tasks. There is nothing especially eye-catching about these
technologies; secure connectivity, for instance, sounds very basic in
this day and age. But without these foundations, a national system
could not be achieved.

The first effort at creating such a system was the China Crime
Information Center. Established in 1994, it was modeled on the
FBI’s National Crime Information Center. But at the time the
Chinese police lacked the fundamentals noted above: the tools
needed to quickly and securely store and share information.’ There
was little the new effort could accomplish.

The next attempt was the MPS’s Public Security Informatiza-
tion Project, also known as Golden Shield (jindun), launched in
September 1998. (The hope was for completion by 2006, but de-
velopment continued well beyond that point.®) The goal of Golden

Shield was to modernize the IT capabilities of security agencies so
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that they could store and share information and thereby take ad-
vantage of high-tech surveillance. Much of Golden Shield, then,
was mundane. Engineers developed a dedicated public security in-
formation network connecting the MPS to local agencies so that
police could transmit data across the country, between community
stations, and to far-off headquarters. Police officers got a secure
wireless communications network, and new command centers
were installed in local police headquarters.”

The Golden Shield design was clearly useful for conventional
law enforcement, but some of its components were just as obviously
suited to political surveillance.® The MPS called for development of
twenty-three “category-one” specialized software applications (yin-
yong xifong) using data collected by the police or provided by com-
mercial establishments; the agency has not provided a full list of
what these applications are, but we know that they include soft-
ware used to monitor targeted groups.® For instance, the Shanghai
Public Security Bureau described a category-one tool as a potent
surveillance resource. In 2003, the PSB revealed that this system
contains data on full-time and temporary residents, rental housing,
hotels, and “information on individuals under surveillance classi-
fied as ‘subjects or targets of work, including descriptions of cases
and incidents.”"°

Known surveillance applications under the aegis of Golden
Shield include Domestic Security Intelligence and Information
Management, Hotel Law and Public Order Management Informa-
tion, Public Information Network Security and Surveillance
Alarm and Handling, Information on Drug-related Individuals,
National Evil Cult Case Management and Analytics, and Manage-
ment of Foreign Nationals or Individuals Outside Borders.”

Civil Affairs Information, another special application, focuses on
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nongovernmental organizations and includes registration informa-
tion and regulatory-compliance records of municipal and district
social organizations."

Alongside the category-one systems mandated by the MPS are
tools developed by local public security agencies using Golden
Shield funding. These applications are tailored to the specific needs
of the agencies responsible. In 2009, the provincial Public Security
Department in Guangdong completed its Comprehensive Intelli-
gence Platform Subsystem for the Management of Key Subjects.”
In 2004, the PSB of Yangzhou, Jiangsu, used Golden Shield
funding to develop an application for cross-referencing informa-
tion. The PSB claims that, by cross-referencing among databases of
full-time residents, temporary residents, registered hotel guests,
renters, automobile drivers, traffic violators, individuals under po-
lice investigation, drug dealers and users, and individuals subject to
police surveillance and control, it has advanced its capabilities to
surveil and control the online activities of key individuals.™

The Golden Shield component specifically designed for cyber
surveillance is the Public Information Network Security Surveil-
lance and Control System, popularly known as the Great Firewall.
According to a senior MPS official, the purpose of this system is
“to ensure the secure operation of public networks, crack down on
cybercrimes, and surveil and control all types of harmful online
information.”” From the outset, the CCP decided to give the
MPS primary responsibility for online surveillance, and techno-
logical capabilities to carry out this mission were installed inside
police facilities.'

The effectiveness of Golden Shield critically depended on the

collection and entry of vast amounts of information into assorted
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databases. In the parlance of policing in China, these tasks are called
“basic work™ (jichu gongzuo), a term that belies just how challenging
the job is: China’s police were mobilized in large numbers to make
Golden Shield a reality. For example, in 2006, Jiangsu provincial
police entered more than 330,000 pieces of information each day
into Golden Shield databases.”” Implementation of Golden Shield
underscores once again the importance of a preexisting organiza-

tional infrastructure in the buildout of a high-tech surveillance state.

Skynet

In 2005, the MPS launched an ambitious and costly video-surveillance
project: the City Alert and Surveillance Technological System, or
Skynet.™ Its major features and capabilities can be gleaned from a
June 2011 MPS document discussing expansion of the system.?
Skynet was conceived as an integrated network using “smart”
technology, an apparent reference to the application of big data
analytics. According to the MPS, Skynet was designed to be a dig-
ital platform on which video information collected by difterent
police departments could be shared. This brought together cam-
eras, other sensors, fiber-optic data links, bespoke software, data
servers, and standardized databases enabling sharing. The video
cameras would provide wide coverage on their own, but the system
would also be able to handle incoming video from cameras on
outside networks, allowing integration with surveillance systems
operated by institutions apart from the police.>® This is crucial:
many locations escape the view of police cameras, but Skynet
would allow police to watch surveillance footage from government

agencies, state-owned enterprises, businesses, universities, and other
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institutions in real time. In this way, police could extend their cov-
erage without installing new equipment.

Skynet mainly relies on cameras to cover key “law and public
order” areas. The system also includes sensors and automatic alarms
installed at “smart checkpoints”located at border entries and major
highway and waterway intersections. The information generated
by smart checkpoints can be integrated into a common platform
and shared widely. In its Skynet document, the MPS also requires
large-scale adoption of “smart, high-definition image-capturing
devices,” RFID equipment, mobile-phone tracking, and collection
of unspecified “trusted information”—most likely personal infor-
mation stored in RFID-enabled national ID cards.

The MPS document indicates that Skynet networks operated by
provincial police departments and city, county, and district PSBs
were to be connected to each other, and superior police agencies
would have the ability to monitor these subordinate networks.
Surveillance platforms at various levels would gradually interface
with other information platforms maintained by the police, such as
those tracking police emergencies, fire alarms, and traffic accidents.
Once the 2011 orders were carried out, police monitoring centers
at the city, district, and neighborhood levels would have real-time
surveillance capacity using video cameras and sensors.>'

Initially, the principal function of Skynet was to provide the
police with technological capabilities to conduct real-time visual
surveillance of streets, highways, and other public venues and to
store images. As more advanced technologies have become avail-
able, Skynet has acquired additional capabilities. One example is
the smart checkpoints—invisible electronic checkpoints equipped
with cameras, license plate readers, Wi-Fi sniffers (to collect mo-

bile phone information), and facial recognition technology. These
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checkpoints enable police to track the movements of vehicles and
individuals in real time.*> A police officer enters into the system
the digitized identifying information of an individual, or the li-
cense plate of a vehicle, and the individual or vehicle will be
quickly located. The way it works is that, when people and vehi-
cles pass a smart checkpoint, Skynet collects license plate, facial
recognition, and mobile phone information. This can then be
compared with the information stored in police databases to ascer-
tain whether the individual or vehicle is under surveillance. If the
individual or vehicle is a target, Skynet automatically alerts police
to the target’s location.

Local police acquired this capability by the mid-20r10s, if not
earlier. In 2013, public security agencies in twenty-one of the
thirty-one provinces had set up provincial-level video information-
sharing platforms. Among 460 city-level PSBs, 332 had video-
sharing platforms connected to more than 600,000 networked
cameras.”? The PSB of Huangping County, Guizhou, reports that,
in 2017, it used facial recognition systems and electronic surveil-
lance to monitor more than a thousand people of interest, such as
repeat petitioners, criminal suspects, fugitives, drug users, ex-
convicts, and individuals released from detention. Skynet appar-
ently generated thousands of accurate matches.>*

Skynet is a high-tech system, but utilizing it is a labor-intensive
process: police must continuously watch and analyze the video
tfeeds. To this end, Wuhan’s PSB formed a special video unit in
2012. Its ranks quickly swelled to 800 officers and 1,900 civilian
monitors.> In Weng’an, Guizhou, the county PSB in 2015 set up
a “video-image investigation unit” that monitored video twenty-
four hours a day. This unit assisted the DSP unit in performing

video inspections and in-person interrogations of individuals
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considered threats.?® The police chief of Bao’an District, Shen-
zhen, disclosed that, by the end of the 2000s, his PSB had in-
stalled 174 surveillance centers (jiankong zhongxin) stafted by 764
full-time police officers and police assistants providing round-

the-clock coverage.?”

The Four Phases of Skynet

The construction of Skynet has been spread out over time, as
the system accrues new capabilities. We can gain a better under-
standing of the various phases of Skynet by looking at the buildout
in Liuyang. A county-level city within Changsha, the capital of
Hunan Province, Liuyang had a population of 1.5 million as of
2019.?* Construction of Skynet in Liuyang began in 2011. The first
phase likely took two years to complete. During this phase, a con-
tractor, China Telecom’s Changsha subsidiary, installed 1,807 high-
definition cameras covering 1,274 locations including “key urban
sections, traffic nodes, high-crime back alleys, and public transpor-
tation venues,” mostly in the city center. The cost averaged 18,000
yuan per camera, about $2,500 as of this writing. The second phase
began in 2014, with the addition of close to a thousand additional
high-definition cameras, extending the coverage of Skynet from
the city center to outlying towns.? During the third phase, in
2015, police added another 8oo-plus high-definition cameras and
expanded coverage to the main transportation routes and “critical
areas’”” of outlying townships. Another upgrade apparently occurred
in 2020, although its details are unknown.°

For clues about this phase-four upgrade, we may look to the
municipality of Changsha. After spending more than 1 billion yuan
since 2011 on the first three phases of Skynet, Changsha’s PSB

claimed that, by 2020, it had installed more than 70,000 cameras
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and had connected its surveillance platforms to an additional 85,000
cameras operated by other entities. There were thus 1.5 cameras
accessible to police for every 100 residents.’’ In the fourth phase,
the Changsha PSB installed more cameras and replaced older cam-
eras with new ultra-high-definition models. This phase also saw
the integration of cloud computing, big data, facial recognition,
and other visual analytics technologies.?* It is probable that Liuyang
has followed a similar trajectory.

Disclosures from various localities suggest that the pace of Sky-
net’s construction was uneven across jurisdictions; some cities pro-
ceeded faster and adopted more advanced technologies earlier than
Changsha did. Guangdong appears to have led the buildout of
Skynet during the early phases. Between 2005 and 2008, the pro-
vincial government invested 12.5 billion yuan in a system that in-
cluded 920,000 cameras (roughly one camera for every 100 people).
By late 2008, provincial police could monitor major highways and
maintain a large number of electronic checkpoints.®* Nanning, the
capital of Guangxi Province, completed the first phase of its Skynet
in 2011. In 2013 it began upgrading by deploying cloud storage of
video footage and by integrating with other databases, such as the
Police Geographic Information System and databases storing pop-
ulation data and driver information.?* In the Chenghua District of
Chengdu, Skynet upgrades began in 2014 with expanded coverage
and the installation of ultra-high-definition replacement cameras.
Facial recognition technology and smart sensors came in 2017, and

more cameras were upgraded in 2019.3

Financing and Sustainability

Though Skynet is run by the MPS, available official documents

contain no references to appropriations for it by the central
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government. Instead, the costs of building Skynet were apparently
borne by local governments. The expenses of Skynet fall into four
categories: a network of fiber-optic cables connecting front-end
equipment to monitoring centers in the PSBs; hardware such as
cameras, sensors, servers, computers, and displays; routine mainte-
nance of the network and hardware; and system upgrades.

Local governments came up with various payment schemes.
Some jurisdictions paid upfront. More cash-strapped localities used
public-private partnerships, relying on firms to make the initial
investment. The government would then lease access to the
system.3® For instance, in Ju County, Shandong, Skynet was built
by unspecified “enterprises,” leased by the county government,
and then operated by the PSB.37

For all its surveillance capabilities, Skynet was beset with prob-
lems from the outset. When Shanghai built its Skynet in the late
2000s, it incurred enormous expenses. Installing cameras (and
probably the associated fiber-optic cables) cost an average of 70,000
yuan apiece, or about $10,000 as of this writing. Every monitoring
station required two officers, each working a twelve-hour shift,
necessitating the hiring of 9oo assistant police at a cost of 30,000
yuan per year. Even excluding future upgrading, the cost of main-
taining Skynet for ten years in Shanghai, with annual depreciation
of 10 percent, is at least 1.2 billion yuan.3® Although a wealthy city
like Shanghai may be able to afford such costs, less well-oft juris-
dictions cannot. As one police officer pointed out, the financing
model of “telecom builds, government leases, public security uses”
ensures that local governments are saddled with a new expense in
perpetuity, even as they obtain no new revenue sources to pay for
it.3* Like many high-tech systems, Skynet might have been easier

to build than it is to maintain. The example of Wuhan is sobering.
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The contractor hired to maintain Skynet in Wuhan had a team of
2,000 workers performing routine upkeep in the mid-2010s.4°
Alongside financial costs, Skynet has faced significant techno-
logical challenges. Interfacing Skynet with other surveillance sys-
tems, such as that run by the traffic police, has been a thorny pro-
cess. In addition, even as Skynet’s purpose is to enable sharing of
video with and between police, the various systems comprising it
were not built to be compatible, because they were not designed to
any one standard. Some databases and network protocols were
standardized, but others were designed at the local level, and the
hardware was assembled by different jurisdictions using different
contractors and equipment, creating headaches when it came to
integration.*' Other serious problems have included a lack of
well-trained staff to operate the surveillance systems, insufficient
coverage, poor maintenance, duplication of efforts and waste of

resources, and rapid obsolescence of equipment.*?

The Party Needs Sharp Eyes

The Sharp Eyes (xueliang) project, launched in May 2015, aug-
ments Skynet but in many ways is a separate, if not duplicative,
surveillance program led and coordinated by local political-legal
committees. As evidenced by the official documents analyzed
below, Sharp Eyes is best understood as consisting of four distinct
components, all of which aim to improve and expand the state’s
surveillance capabilities. The first component of Sharp Eyes is ef-
tectively an upgrade and expansion of Skynet. It is built, operated,
and maintained directly by the police. The second component is
the installation of video surveillance systems by all state entities, to

which the police have access even though these systems are not
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directly part of Skynet. The third component consists of video
surveillance systems operated by nonstate entities; these entities are
required both to build monitoring capacity and make the resulting
footage accessible to police. The fourth component is an expan-
sion of video surveillance to rural areas, under the authority of
local outfits affiliated with the party’s political-legal committees.

The political impetus for adding another costly high-tech sur-
veillance program came directly from top leadership. In April 2015,
the General Offices of the CCP Central Committee and the State
Council issued a joint “Opinion on Strengthening the Construc-
tion of Systems of Law and Public Order, Control, and Prevention
in Society.”” The opinion stresses the development and sharing of
information resources through use of big data, cloud computing,
smart sensors, and other technologies and calls for accelerated con-
struction of video surveillance systems in public spaces, with pri-
ority given to improved coverage and video quality in previously
neglected rural areas.*? While the extension of video capabilities to
rural areas made sense for a party seeking total control, the gaze of
the resulting Sharp Eyes system also fell on urban areas already cov-
ered by Skynet.

Why would the party approve an expensive project that repli-
cates so much of Skynet? One possible answer is that the CPLC
wanted something like Skynet under its own control. Not only
would this foster the surveillance capabilities of the CPLC and its
local affiliates, but it would also justify increased budgets and per-
sonnel. The CPLC itself primed the pump, making large grants for
148 “demonstration projects” between 2016 and 2018.4+

The document formalizing Sharp Eyes, issued by the MPS and
other ministries in May 2015, contains several notable provisions.

First, the Office of Comprehensive Social Management—that is,
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the CPLC, under one of its several guises per the regime of “two
organizational titles with the same staft”—would lead and coordi-
nate the buildout of Sharp Eyes. Second, Sharp Eyes was to be
completed by 2020, meaning that by this point a fully networked
system of high-definition surveillance cameras would extend across
all critical public areas. Third, Sharp Eyes would take advantage of
the video-sharing platform maintained by the police; this platform
presumably is Skynet, although the document does not specity. In
order to meet this demand, government departments would be
required to upgrade their video-surveillance systems to make them
interoperable with the police platform. Fourth, the police would
provide guidance for and supervision of the video-surveillance
buildout and would set the network standards for Sharp Eyes. Fi-
nally, local governments were to include in their budgets the ex-
penses of building, connecting, and maintaining video surveillance
systems in key public areas.*s The CPLC may have provided seed
capital, but most Sharp Eyes costs were borne at the local level.

In January 2018, the CCP Party Center and the State Council
called for the extension of Sharp Eyes to the countryside, although
the nationwide buildout probably had begun in the second half of
the previous year.*® Technologically, Sharp Eyes upgraded the
police-run Skynet with the latest equipment, such as drones, Wi-Fi
sniffers, facial recognition, facial-expression recognition, vehicle
identification, and mobile-phone tracking.4”

Video surveillance under Sharp Eyes is broken down into three
categories. Monitoring of category-one locations is the responsi-
bility of police, who operate and maintain the relevant systems,
which are directly integrated into Skynet: in other words, a key
part of Sharp Eyes is an extension of Skynet. Systems covering

category-two spots are built and operated by nonpolice government
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departments or state-affiliated agencies. Such systems are to be
connected to the “public safety video image sharing platform” of
the police, but not directly to Skynet. Video surveillance systems
monitoring category-three locations are built by enterprises, non-
profit institutions, shops, and residential communities and are
connected to non-Skynet police video platforms. Operation of
category-two and -three monitoring is under the purview of so-
called comprehensive social management centers (in reality, part of
local political-legal committees) rather than PSBs. In rural areas,
Sharp Eyes operations are further divided among the county,
township, and village levels.+*

Nongovernment entities like residential communities are said to
benefit from Sharp Eyes and so must pay for it themselves: the gov-
ernment tells them to build surveillance systems and connect them
to official platforms, but the entities pay for construction, opera-
tion, and maintenance on their own. In the case of residential
communities, monitoring centers are housed in the offices of the
relevant management companies; presumably, building attendants
maintain watch.*® Because police must be able to access the sys-
tems monitoring category-two and -three locations, police also
must approve the construction of these systems and certify their
effectiveness.’®

The technological architecture of Sharp Eyes is much like that
of Skynet. Sharp Eyes has four core components: front-end sur-
veillance equipment (cameras and sensors such as Wi-Fi sniffers
and automatic RFID readers); fiber-optic networks for data trans-
mission; software performing a variety of functions, such as data
and image analytics and video sharing; and command centers
housing data servers.” In some areas, Sharp Eyes platforms deploy

software specifically designed to monitor key individuals.’*> Cameras
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used at category-two and -three areas are not connected to facial
recognition systems and therefore probably are not high-definition
cameras.

Reports from the city of Xi’an indicate at least some of the sorts
of locations that fall into category one. These include major traffic
routes, tunnels, key bridges, exits and toll stations on select high-
ways, main entries and exits at shopping centers, high-crime areas,
public squares, other areas used for large gatherings and religious
activities, monuments, the vicinities of government buildings, hos-
pitals, primary and middle schools, telecommunications facilities,
airports, railway stations, seaports, entities critical to national secu-
rity, and entities and locations designated as likely terrorist targets.
Category-two and -three areas are considered less important. They
include kindergartens, museums, hotels, entertainment establish-
ments, and the interiors of shopping malls.5

At this point, Sharp Eyes provides exceptionally broad coverage.
In 2018 in Xiamen, a city of slightly more than 4 million people,
category-one areas were covered by 30,509 channels—video links,
each connected to multiple cameras. Category-two areas were
covered by 14,464 channels and category-three areas by 29,266
channels.5* Other localities report similarly large numbers of chan-
nels, indicating that a huge quantity of equipment is deployed, in-

curring substantial maintenance costs.5s

Challenges of Operating Sharp Eyes

The parts of Sharp Eyes that have been integrated into Skynet
are well financed and built to stringent technological specifica-
tions: in all likelihood, they provide impressive capabilities, ad-
vancing beyond what would be possible with Skynet alone. The

other components of Sharp Eyes—built and maintained not by the
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MPS and local police but by other central and local government
departments as well as state and private entities—probably are of
mixed quality and offer lesser capabilities.

A significant challenge inherent in a complex and sprawling
surveillance system such as Sharp Eyes is its unforgiving techno-
logical requirements. Minor flaws, such as poor connections, sub-
standard maintenance, and software bugs, can greatly reduce its
effectiveness. While Skynet operates primarily in urban areas
where budgets tend to be larger and technical support is readily
available, Sharp Eyes operates mainly in the countryside, where
funds are scarce and able support is hard to find. An article on
Sharp Eyes, coauthored by a police officer and an engineer, dis-
closes that some of the system’s surveillance cameras cannot focus
automatically or precisely capture colors and shapes of objects.
Dust, bad lighting, leaves, and spider webs frequently obscure the
cameras. Cameras perform poorly at night, and the quality of in-
stallation is sometimes shoddy.*

Perhaps the greatest challenge facing Sharp Eyes is local govern-
ments’ lack of fiscal resources, especially in poorer rural areas. Each
component of Sharp Eyes—cameras, dedicated fiber-optic cables,
monitoring centers—is costly to assemble and maintain. Most rural
governments also lack skilled personnel to operate sophisticated
surveillance equipment. Poor infrastructure, including an unreli-
able power supply, is a source of disruptions. Low population den-
sity also means that Sharp Eyes costs more per capita in rural areas
than in cities.’” And recall that Sharp Eyes was built on central
government orders but without a unified plan for local govern-
ments to follow. A study of Yancheng, Jiangsu, for example, finds

that officials there used their discretion wastefully, a common
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problem in an enormous country where top officials issue edicts

but cannot easily control how they are carried out.s*

The Social Credit System

The latest major innovation in China’s ecosystem of preventive re-
pression is the proposed national social credit system (shehui xin-
yong tixi). Social credit has gained enormous attention in Western
media, and for understandable reasons: the data-hungry system
would assign every Chinese citizen a credit score based on evi-
dence of what the state considers prosocial and antisocial behavior
and on perceived political loyalty. Using the credit number to dole
out rewards and punishments, the government would have new
tools to promote the total obedience of the public.

A major question is whether the hype matches reality. And the
fact 1s that we don’t really know yet because social credit is a work
in progress. The push for a national system gathered momentum
after the rise of Xi Jinping in November 2012.° By the following
summer, the State Council released a planning document an-
nouncing that the social credit system would be built during the
2014—2020 period.®® This did not happen, evidently, because in
July 2019, the State Council designated a lead coordinator for
system development. But several pilot programs were implemented
during the five-year period, and the council endorsed many of the
measures that were tested.” From official documents and media
reports, we can surmise that additional pilots are underway.®> So
the project is not complete, but progress has been and continues to
be made. In December 2020, the State Council issued guidance on

criteria and procedures for determining creditworthiness.” In
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March 2022, the party added requirements in hopes that the social
credit system will serve new development objectives, such as a
growth model centered on consumer demand for domestically
produced goods, making China less dependent on access to mar-
kets in potentially hostile countries and less vulnerable to possible
economic sanctions from abroad. However, the party did not elab-
orate how exactly the social credit system could help advance these
objectives.®

Important details about social credit remain unknown. Existing
scholarly literature focuses on design, implementation, public per-
ception, and possible applications of the social credit system. But
how does the system actually operate? Much speculation concerns
the use of social credit for political spying, but there is little solid
evidence to go on.% There also appears to be a sense that, because
social credit is a high-tech initiative, it is especially dangerous and
even infallible. But what we do know suggests that, like Sharp Eyes
and other surveillance initiatives, social credit as envisioned is sub-
ject to diverse local government practices, which will likely create
serious complications in building an integrated and reliable na-
tional initiative. Due to path dependence, initial flaws in the design
of the system could permanently hamper its effectiveness as a sur-
veillance tool.

The system that has been described by authorities would cast a
wide net, collecting and processing information not only about
ordinary people but also government agencies, officials, businesses,
and nongovernmental organizations. The proposed buildout of the
social credit system consists of constructing information databases
for various regions and economic sectors, the establishment of sys-
tems for collecting the relevant information, and the promotion of

information exchange across sectors and regions. In keeping with
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Leninist organizational imperatives, the state will not be collecting
social credit information alone: commercial and other entities will
be required to join in gathering, processing, and storing the rele-
vant data.®

The social credit system, if it is realized as intended, will be an-
other instance of distributed surveillance. Building it and operating
it will call upon the attention and energies of countless people
spread across the landscape of Chinese society—not only or even
primarily the capacities of state security bureaucracies. The foun-
dation of this data-processing initiative will be the information
provided by grid attendants, university staff’ and students, local
party and government officials, business operators, residential man-
agement staff, medical personnel, schoolteachers, urban facilities
managers, and everyday people going about their lives in the most
unassuming manner. Formal and informal informants of all kinds,
monitoring their neighbors, colleagues, friends, and relatives, will
furnish the data that make a coercive national social credit system

possible.

Implementation and Challenges

As of the end of 2021, sixty-two localities had been selected for
social credit pilot projects. The first type of pilot, known as a re-
gional comprehensive pilot, is supposed to evaluate the perfor-
mance of a system within one jurisdiction. The second type, a
regional cooperation pilot, tests methods for collaboration and
exchange of information as well as coordination of reward and
penalty programs across jurisdictions. The third type of pilot, the
trial credit-reporting system, tests a full-blown social credit system
in the “key sectors” listed in the State Council’s 2014 planning

document.
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One element of the social credit system under construction has
already become a powerful instrument of social control: public
shaming. One of the punishments envisioned for the system is
public humiliation of low-scoring individuals. In some jurisdic-
tions, this is happening today, as courts seek to enforce their judg-
ments and penalize those failing to pay debts by publicizing the
names of individuals and companies labeled “untrustworthy.”
These individuals, as well as individuals responsible for targeted
entities, are also subject to penalties such as denial of access to
high-end hotels, restaurants, and apartments and to first-class seats
on planes and trains. Designated individuals may be prevented
from buying real estate, renovating their houses, taking vacations,
purchasing pricey insurance products, or sending their children to
expensive private schools.®”

Much of the progress toward a national-scale social credit system
has occurred in the development of a legal framework. It appears
that, by the end of 2021, governments in nearly all provinces and
large municipalities had created social credit regulations.®® Provi-
sions in these regulations are loosely defined, reflecting the party’s
long-standing preference for maximum discretion. For example,
the Shanghai municipal government announced in 2020 that it
would classify as untrustworthy individuals who concealed COVID
infections, travel history to pandemic-stricken areas, close contact
with COVID patients or suspected patients, and evasion of manda-
tory medical isolation. The central government’s orders said nothing
about classifying such people, but they were reported to Shanghai’s
public credit information platform, which then cut their social
credit scores.”

Other jurisdictions that have interpreted social credit rules liber-

ally include Guangdong. Article 32 of its provincial regulation, for
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example, classifies as untrustworthy anyone engaged in conduct that
results in “serious sabotage of media order in cyberspace or the
gathering of a crowd to disturb social order.”” The China Cyber Ad-
ministration has proposed that all jurisdictions blacklist as untrust-
worthy any individuals who spread online “rumors” that have an
“egregious social impact.”7® Article 23 of Nanjing’s social credit
regulation reduces the creditworthiness of individuals who “drive
under the influence, keep violent or aggressive dogs illegally, disrupt
order in healthcare facilities, ride public transportation without
paying for tickets, [or] organize direct marketing activities . . . that
affect social stability.””"

The social credit system has unmatched potential as a surveil-
lance tool because of the vast amounts of personal data collected,
stored, and analyzed under its aegis. A fully functioning social
credit system as envisioned by the central government can theo-
retically use big data and Al to develop relatively precise profiles of
individuals’ political leanings and even predict the risks that a given
person may pose to the party. However, press reports suggest that,
so far, the system has been deployed largely as an instrument of
social control through administrative penalties, not as a high-tech
tool for political spying. This seems implicit in social credit’s fre-
quent abuse by local governments. Many jurisdictions joined
Shanghai in wielding the penalty of credit reduction to enforce
COVID containment measures.”” Other questionable uses of the
social credit system include penalizing individuals who charge their
electric bikes in public areas of their buildings of residence, drivers
who run stoplights, and litterers.”> These may not be laudable ac-
tivities, but social credit is a permanent record that could lead to
potentially serious consequences. The profusion of discrediting ac-

tions should itself be frightening, as it speaks to the wide discretion
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of officials. In some areas, governments have penalized petitioners
seeking redress of their grievances with loss of social credit.”

The proposed social credit system faces two daunting challenges
and may ultimately fail to achieve its potential as a surveillance
tool. One is a lack of national standards for actions that would af-
fect creditworthiness, positively or negatively. This allows local
governments more latitude to impose social control, but the dele-
terious impact on a national social credit system is likely far-
reaching. Information collected in the absence of clear guidelines
will contain an elevated level of noise and thus will be unreliable in
ascertaining an individual’s true political loyalties. Indeed, the
agendas of local officials in adopting social credit rules will likely
diverge significantly from that of the central government, thus ren-
dering this system less effective.”” Another challenge is the integra-
tion and processing of vast amounts of credit information across
jurisdictions and between governments and nongovernment enti-
ties.” The expense and challenge will be enormous, although that

is not to say they will be beyond the capacity of the party-state.

THE UPGRADING DF THE COERCIVE APPARATUS that began in the late 1990s has
significantly improved China’s surveillance capabilities. As a result,
the Chinese system of distributed surveillance has acquired a new
technological dimension. The top leadership has supported
techno-surveillance generously, investing the returns from rapid
economic development. And the Leninist party-state’s capacity for
mass mobilization means that these investments need not go to
waste: organization enables implementation.

However, some technologically advanced surveillance programs are

better designed and more effectively implemented and maintained
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than others. Golden Shield and Skynet, the two programs run ex-
clusively by the MPS, are especially capable and effective, and ap-
pear financially sustainable. Sharp Eyes, by comparison, has serious
flaws and will likely prove less sustainable. And the regime will
encounter difficulties in realizing the aspiration of social credit
scoring. Chinese officials have overcome the technological chal-
lenges of assembling and integrating across large-scale databases be-
fore, but, no matter how good the technology is, this much-feared
system 1s easily undermined by local authorities’ opportunism,
which transforms a mechanism of surveillance into an imperious
tool of social control that could easily alienate citizens.

The Chinese experience with techno-surveillance yields two
important lessons. First, a regime with an established organiza-
tional infrastructure and tried-and-true labor-intensive approaches
to surveillance is likely to apply new technologies more effectively
than a regime lacking in such attributes. The adoption and effec-
tive utilization of modern surveillance technologies requires con-
certed political mobilization and administrative coordination that
only well-organized dictatorships are capable of delivering. Second,
although modern technologies may replace human labor for some
functions, they cannot completely automate surveillance. At least,
they cannot yet do so, and a fully automated surveillance system
will be a long time in coming, even if relevant Al technologies al-
ready exist.

For now at least, a technologically sophisticated surveillance
state must retain its labor-intensive organizational structure. If
China is the global power closest to the dystopic Orwellian ideal, it
is not because it has adopted high-tech tools. It is because it has the

human infrastructure needed to make good use of those tools.
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This study has revealed the institutional framework, prin-
cipal components, and tactics of distributed surveillance
in China, the key to the party-state’s coercive apparatus. The foun-
dations of the country’s system of distributed surveillance were laid
in the Maoist period, but that system was institutionalized, ex-
panded, and modernized after Tiananmen and the economic
boom of the 1990s.

Largely through trial and error and learning by doing, the CCP
has developed a comprehensive, flexible, and labor-intensive ap-
proach to preventive repression that seeks to take maximal advan-
tage of the organizational capabilities of its Leninist institutions. As
a result, the Chinese surveillance state is better coordinated and
equipped than any other dictatorship in history. China’s surveil-
lance state stands out for its multilayered structure, which allocates
surveillance tasks among various security agencies and other entities,
and for its adaptability, as shown in the party’s success in dominating
the new “battlefield positions” of Tibetan Buddhist monasteries,

university campuses, and the internet. Based on local data, we are
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able to estimate some key parameters of the Chinese surveillance
state, such as the size of its network of informants and the share of
the population subject to state-sponsored mass surveillance pro-
grams. As more materials about China’s surveillance state come to
light, we should be able to gain more detailed knowledge about its
organization and operations.

One of the hazards facing scholars of dictatorship is that they
often become so engrossed in piecing together the empirical puzzle
that they lose sight of the big picture. Regrettably, this may be un-
avoidable. In the case of investigating the Chinese surveillance
state, the most important task is arguably that of uncovering crucial
evidence to reveal its architecture and key parameters, such as the
scope of surveillance and the size of spy networks. This research
necessarily entails lengthy and detailed presentation of empirical
data at the expense of a thematic narrative. I hope to provide a
sense of the big picture as well, though. So let us consider some of
the broad questions that emerge from this study, and maybe some

answers as well.

Unique Features of the Chinese Surveillance State

Although media attention in recent years has focused on the high-
tech features of China’s surveillance state, our study shows that the
adoption of high-definition video, facial recognition tools, and on-
line censorship came relatively late: these technologies strengthened
the capabilities of an already-formidable surveillance state. In reality,
the keys to the Chinese surveillance state’s far-reaching effectiveness
are not technologically intensive. They are labor and organization
intensive. Crucial in enabling the organizational foundations of the

surveillance state are China’s Leninist institutions.
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Perhaps the most striking feature of the Chinese surveillance
state is its multilayered structure. Unlike many other dictatorships,
which aggravate the security dilemma by relying on a single secret
police agency, China has built three lines of defense against polit-
ical threats and established a relatively clear division of labor among
them. The Ministry of State Security guards the regime against
external threats but also assists its domestic secret police, the Do-
mestic Security Protection unit of the Ministry of Public Security.
DSP units focus primarily on political threats, whereas routine sur-
veillance operations are assigned to police stations, the outer layer
of the coercive apparatus.

Then, beyond the core of the surveillance state, is a vast net-
work of informants who provide intelligence and information.
This peripheral layer of the surveillance state consists of institutions
and organizations directly controlled by the party-state, such as
neighborhood committees, state-owned enterprises, government
bureaucracies, state-affiliated social organizations (such as official
labor unions and religious groups), and universities. Officials and
security personnel in these organizations assist the surveillance state
by recruiting informants, maintaining routine surveillance, and
performing enhanced security operations during sensitive periods.

On the surface, this multilayered system of distributed surveil-
lance appears to be redundant and costly. In some respects, it is.
But the redundancy is probably intentional: the CCP seeks max-
imum regime security, and it is willing to spend whatever resources
are necessary to buy “insurance policies.”

Another feature that sets China apart from other dictatorships—
apart even from fellow Leninist regimes—is a specialized party
bureaucracy that supervises and coordinates the activities of the

coercive apparatus. Here I am referring to the political-legal
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committees, under the umbrella of the Central Political-Legal
Committee. The CPLC and the local committees enable the
CCP’s overall approach to surveillance, which can be summed up
by the term juguo tizhi: the “whole-of-government and whole-of-
society method of mobilization”” A Leninist regime possesses unri-
valed capacity for mobilizing resources. But mobilization without
effective supervision and coordination results in waste. The political-
legal committees work to ensure that China does not waste the
resources it mobilizes. Critically, by enabling distributed surveil-
lance and thereby preventing concentrations of power forming
within particular security agencies, political-legal coordination has
helped the party address the coercive dilemma.

Unquestionably, China does possess the most advanced surveil-
lance technologies among all dictatorships. The technologies at the
disposal of China’s coercive apparatus have significantly upgraded
its capabilities to track the communications and activities of known
and potential threats to the party. Yet the Chinese experience also
illustrates the potential limitations of modern surveillance technol-
ogies. A regime’s organizational capacity is a precondition for the
effective deployment of surveillance technology. China has been
successful in responding to the information revolution with its
Great Firewall and in adopting modern surveillance technologies
because the party-state had an existing organization-intensive sur-
veillance structure in place before these technologies were avail-
able. All the regime had to do was equip an already-formidable
surveillance apparatus with more advanced tools. Placing modern
technologies in the hands of a poorly organized surveillance state is
sure to produce inferior outcomes.

The Chinese case also shows that technologies may comple-

ment, but not substitute for, human labor. They may expand the
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scope of surveillance and perform certain functions more efficiently
than an unaided human can, but a fully automated surveillance state
is still the stuff of science fiction. If anything, the Chinese case
shows that the adoption of new technologies requires an enlarged
and better-trained workforce, not fewer people. Revealingly, the
size of the Chinese surveillance state has not shrunk because of its
access to advanced technologies. Instead, the number of personnel
devoted to security has grown even as more technologies have
been added to the suite of coercive tools.

These observations suggest that it would be virtually impossible
for non-Leninist dictatorships to acquire the same surveillance ca-
pabilities as those that exist in China. Such states may be able to
build a core component like a secret police agency, but not the
other vital and complementary elements we find in China’s sur-
veillance state. Non-Leninist regimes simply do not have the same
organizational infrastructure, comparable control of the economy
and society, or similar capacity to mobilize resources. Even if non-
Leninist dictatorships were to acquire China’s modern surveillance
technologies, they would not possess the institutional prerequisites
to use these technologies effectively.

It is my contention that embedding surveillance capabilities within
preexisting Leninist institutions explains why rapid economic devel-
opment under such a regime may not lead to democratizing political
change. Although economic development produces structural
changes favorable to democracy, it also generates the resources—in
particular, increased revenue and access to technologies—that allow
Leninist regimes to adapt and strengthen their surveillance capabili-
ties. A Leninist regime that can gain wealth without sacrificing its key

political and economic institutions to reform will benefit from
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economic modernization: its hold on power will be strengthened,
not undermined.

That is, until economic modernization itself falters. The con-
clusion to be drawn from this observation is that a viable path of
transition from a Leninist regime to a democracy starts with polit-
ical reforms that uproot Leninist institutions, not with economic

liberalization and modernization.

Assessing China’s Surveillance State

Based on several empirical measures, China’s surveillance state
during the post-Tiananmen era has largely fulfilled its mission to
the party’s satisfaction. Without an effective surveillance state, the
party could not have prevented the rise of an organized opposi-
tion; contained social unrest; suppressed Falun Gong, the largest
spiritual group to emerge in China in the post-Mao era; or neu-
tralized the liberalizing trends produced by rapid economic devel-
opment. But it would be a mistake to give China’s surveillance
state all the credit for keeping the party in power. The post-
Tiananmen economic boom is doubtless a crucial factor contrib-
uting to the party’s survival. A regime enjoying robust performance
legitimacy, such as the CCP since Tiananmen, generally has fewer
enemies than a regime without such legitimacy, making the job of
the surveillance state much easier.

If the economic boom itself is the key to regime survival, one
has to ask whether the Chinese surveillance state is too big, targets
too many people, or performs too many unnecessary tasks. Perhaps
the party does not need the duplicative elements of Sharp Eyes, or

it could get away with fewer people under surveillance in the Key
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Individuals program. The network of informants also appears ex-
cessively large because, as the research here shows, the number of
known or suspected political threats is relatively small. Most im-
portantly, the post-1989 economic boom appears ultimately to
have undergirded social stability. The 1990s saw challenges due to
increased mobility and information access, yet, in time, greater
prosperity looks to be a handmaiden of docility and political ap-
athy. No truly threatening source of social unrest has arisen in the
period of growing prosperity.

So, is the surveillance state too large? No—mnot if the party seeks
absolute regime security. Its paranoia will not allow it to tolerate
any risk of losing power. Absolute regime security requires that the
party nip any threat in the bud, necessitating a large surveillance
state perpetually on high alert. From the party’s perspective, abso-
lute regime security is worth every yuan spent, even when mar-
ginal investments yield no returns. The party need only behave
with financial discipline if the coffers of the Chinese state can no
longer underwrite absolute regime security.

It 1s also arguably true that the direct costs of political surveil-
lance are affordable. Consider that China’s surveillance state, like
those in other countries, is structured to perform not only political
spying but also conventional law enforcement functions; surveil-
lance programs designed to track political threats are performed by
a surveillance infrastructure whose capacities are mostly devoted to
traditional law enforcement goals. A stronger criticism might be
that, even if political surveillance is affordable, it is excessive in that
it victimizes ordinary people while preventing them from seeking
redress through legal channels, thereby fostering public resentment
and potentially the very political threat that the party seeks to

contain.
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Additionally, it is worth keeping in mind that one cost of polit-
ical surveillance is opportunity cost. A pair of eyes watching polit-
ical threats means a pair of eyes not watching threats to public
safety or welfare. In other words, the party’s imperative of regime
security results in the diversion of policing resources. To pick just
two examples, human trafficking and food safety are both major
concerns in China; perhaps if legal authorities and informants were
devoted to these areas rather than political policing, the Chinese

people would be better off.

The Surveillance State and the Future of CCP Rule

The overarching practical question raised by this study is whether a
powerful surveillance state will perpetuate CCP rule. Given the
known capabilities of the Chinese surveillance state, one may be
tempted to conclude that organized opposition cannot possibly
emerge, at least on a regime-threatening scale. Such certainty may
be unwarranted, however. Thus far, surveillance has been effective
in preventing and preempting antiregime collective action. But
there are reasons to question the long-term utility of surveillance as
the primary instrument of the CCP’s survival. Below, I address
four such reasons.

First, a surveillance state may perform effectively in a relatively
stable environment in which standard operating procedures are fol-
lowed. But effectiveness tends to deteriorate in a moment of crisis.
Dictatorships engulfed in crises, such as popular uprisings, leader-
ship schisms, or sudden economic shocks, experience great diffi-
culties maintaining clear communications with their security
forces. Coordinating security operations becomes even more chal-

lenging than it typically is, and the incentives of agents change as
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they become focused on individual calculations. Some may want
to stick with the regime, while others may hedge their bets. In a
crisis, confusion and fence-sitting will unavoidably degrade the ca-
pabilities of the surveillance state and endanger regime security.

Second, a surveillance state in a dictatorship is designed to mon-
itor, intimidate, and control a relatively small share of the popula-
tion. What if antiregime forces achieve a critical mass? Then the
task of coercion becomes much harder. Our study shows that, in
China, perhaps 1 percent of the population is under routine surveil-
lance for political or nonpolitical reasons. The apparatus responsible
for monitoring them can be overwhelmed. The experience of the
former Soviet bloc in 1989 shows that, in the face of politically
mobilized masses, even a Stasi or KGB can do little.

Third, because the post-Tiananmen surveillance state was built
with enormous investments in manpower and technology, its sus-
tainability cannot be assured. One possibility is that, as the Chinese
economy slows due to population aging, the party’s reversal of pro-
market reforms, and economic “decoupling” from the West, the
state will have fewer resources with which to continually upgrade
and expand surveillance. The same economic stagnation that un-
dermines the surveillance state will likely cause rising social dis-
content, such that the regime loses its guardian just when it needs
it most.

Finally, coercion in general, and surveillance in particular, is one
of several tools upon which dictatorships rely for survival, and co-
ercion functions most effectively when the dictatorship’s other
tools are also in good order. Propaganda, nationalism, some other
ideology, or material incentives may motivate security agents and
their informants. The unity of the ruling elite may raise the quality

of the security forces and head off their politicization. Superior
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economic performance may generate the fiscal resources needed to
modernize the surveillance state and reward its agents. Cooptation
of social elites may help isolate opponents of the dictatorship, thus
facilitating state surveillance. And any of these mechanisms may
fail. It is difficult to imagine a high-performing surveillance state
surrounded by an otherwise-atrophying dictatorship. When dicta-
torships fall, it is usually not because of the incompetence of their
secret police; other policies falter, dragging down the regime. As
the adage goes, “The stone age did not end because the world ran
out of stones”; likewise, dictatorships do not fall because their spies
stop spying.

The impressive performance of the Chinese surveillance state
under normal conditions is enough to vindicate the CCP’s hardline
survival strategy in the post-Tiananmen era. But there are sobering
realities to keep in mind. The very effectiveness of the party’s sur-
veillance state may lead to neglect of greater threats to its hold on
power, such as pervasive corruption, socioeconomic inequalities,
ineflicient state-capitalism, and the exclusion of the growing
middle class from governance.

Then too, the greatest threat to the CCP political monopoly
may be its own coercive power. Should the party continue its
present course of neo-Stalinist rule under Xi Jinping, it may find
that it has no alternative but to depend more and more on coer-
cion and surveillance to remain in power. This is always a bad sign
for a dictatorship; regime strength is reflected in a coercive appa-
ratus that gets little use. Over the years, China’s reliance on coer-
cion has ebbed and flowed. These days, we are seeing more and
more. The CCP regime would be well advised that the heaviest

hand is also the weakest.
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Appendix: Informants and Surveillance Targets

TABLE I
Informants as Share of Population

Jurisdiction

Pingdinshan, Henan

Xinmi, Henan

Tongzhou District, Nantong, Jiangsu
Baoying County, Jiangsu

Qinhuai District, Nanjing, Jiangsu
Lianyun District, Lianyungang, Jiangsu
Putuo District, Shanghai

Yueyanglou District, Yueyang, Hunan
Wu Township, Tongxiang, Zhejiang

Longfang Township, Huangling County,
Yan’an, Shaanxi

Gaoyao, Guangdong
Yuncheng District, Yunfu, Guangdong
Yun’an District, Yunfu, Guangdong

Nanhuaxi Street, Haizhu District,
Guangzhou

Daowai District, Harbin, Heilongjiang
Shunyi District, Beijing

Haidian District, Beijing

Xicheng District, Beijing

Tongjiang County, Sichuan

Diqing Prefecture, Yunnan

Daguan County, Zhaotong, Yunnan

Year

2019
2012
2004
2000
2015
2011-2013
2016
2016
2015
2014

2014
2013
2012
2012

2014
2013
2014
2014
2014
2014
2010

Informants per
hundred

population
0.38
0.06
0.76
1.41
1.39
0.42%
0.46
0.64
4.68
1.03

1.40
0.40
1.32
1.86

0.07
2.16
0.47
1.32
0.15
0.71
0.25
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Nanzhang County, Hubei

Dahe Township, Tongzi County, Guizhou
Zhengding County, Hebei

Lianmugin Township, Shanshan County,
Xinjiang

Waushi County, Xinjiang

Qu County, Sichuan

Tongchuan District, Dazhou, Sichuan
Chengdu, Sichuan

Wusheng County, Sichuan

Average

Median

a  Multiyear average

2014
2013
2012
2010

2012
2012
2009
2009
20122013

0.73
0.43
1.80
1.60

6.89
0.23
0.88
0.31
1.10°
1.13
0.73
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Output of Informants in Various Jurisdictions

Jurisdiction

Baoying County,
Jiangsu

Tongzhou District,
Nantong, Jiangsu
Lianyun District,
Lianyungang, Jiangsu
Qinhuai District,
Nanjing, Jiangsu
Pingdinshan, Henan
Jiande, Zhejiang?

Wu Township,
Tongxiang, Zhejiang

Yun’an District, Yunfu,

Guangdong

Putuo District,
Shanghai

Putuo District,
Shanghai®

Tongjiang County,
Sichuan

Gaoyao, Guangdong
Shunyi District,
Beijing

Average excluding

Shunyi and Lianyun
Districts

Average including
Shunyi and Lianyun
Districts

Year

2000

2004

2014

2015

2019
2011
2015

2012

2016

2019

2014

2014
2013

Number
of
informants

12,946

9,643

1,100

9,698

20,848
1,717
2,681

3,651

4,153

277

1,050

10,832
13,000

Pieces of
information and
intelligence
reported

3,523

7,023

3,500

6,240

2,458
1,256
2,058

1,227

612

33

233

1,174
220,000

a  Report indicates that all informants were owners of small shops.

b Report indicates that all informants were delivery personnel.

Pieces of
information and
intelligence per
informant

0.27

0.73

3.18

0.64

0.12
0.73
0.77

0.34
0.15
0.12
0.22

0.11
16.92

0.38

1.87
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TABLE 3
Types of Intelligence Collected by Domestic Security Protection Units in
Various Jurisdictions

Jurisdiction Year  Enemy Political Social
intelligence intelligence intelligence
Jinzhou, Liaoning 1988 13 28 1,081
Luonan County, Shaanxi 1998 9 63 90
Songyuan, Jilin 1999 60 10 333
Zhashui County, 1998 7 22 96
Shaanxi 1999 16 23 96
2000 4 6 116
2001 1 18 28
2002 1 9 84
2003 1 22 95
Heshuo County, 2011 56 13 42
Xinjiang
Miyi County, Sichuan 2008 6 158 354
2009 1 117 379
2010 1 164 354
2011 2 304 476
2014 0 205 414
2015 0 298 193
Dongpo District, 1998 4 93 425
Meishan, Sichuan 2000 2 M 451
2001 8 73 468
2002 5 58 336
2004 11 74 287
2006 9 52 132
Jiuzhaigou County, 2002 4 9 14
Sichuan
Nanxi County, Sichuan 2009 6 14 130
Hezhang County, 2009 4 38 60

Guizhou



Tiandong County, 2003
Guangxi
2004
2005
2006
2010
2011
Total

Share of total (%)
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4
4
7
5
7
1

,945
21

34

21
45
59
84
76
6,853
76

Note: Two classification systems are used. In some jurisdictions, intelligence as classified as

enemy, political, and social. In other jurisdictions, intelligence is classified only as A, B, or

C. A likely corresponds to enemy intelligence, B to political intelligence, and C to social

intelligence. This table presumes as much.
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TABLE 4

Quality of Intelligence, by Jurisdiction

Jurisdiction

Yulin, Shaanxi

Baoying County, Jiangsu
Dazhu County, Sichuan
Daocheng County, Sichuan

Beichuan Qiang Autonomous
County, Sichuan

Zhuanglang County, Gansu

‘Wuhan, Hubei

Hulan District, Harbin,
Heilongjiang

Sartu District, Daqing,
Heilongjiang”

Chaoyang, Liaoning

Yiyang County, Jiangxi
Chongyi County, Jiangxi
Chengwu County, Shandong
Fuyang, Anhui

Ningxiang, Hunan

Hezhang County, Guizhou

Zhengzhou Railway Bureau, Henan

Linfen, Shanxi
Panshi, Jilin

Share of collected intelligence
utilized and reported (%)

Year

2006
2000
2009
2008
2015

2018
2017
2001
2003
2014

1986—
2005

2017
2013
2014
1995
2005
2014
2009
2015
2017
2001

Pieces of
intelligence
collected

630
3,523
853
85
420

242
456
993
3,132
213

696

240
533
613

36

279
1,160
185
2,972
21,2800
43

a  Reporting to same-level or superior authorities (A2 M1 1 2%) only.
b This district reported only intelligence pertaining to political security and social

Pieces used
and
reported®

188
175
39
42
200

83

114
151
621
107

190

175
483
363

87

83
102
196
5,880
26
24.1

stability. Intelligence reported by other jurisdictions is not specified and presumably covers

a wide range of subjects.
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TABLE §
Key Populations as Share of Total Population in Selected Jurisdictions
(1980s)

Jurisdiction Year Share of
population (%)
Xinning County, Hunan 1981 0.19
1985 0.29
Shaanxi Province 1984 0.65
Qinshui County, Shaanxi 1987 0.26
Heilongjiang Province 1981-1982 0.14
1983 0.31
1984 0.59
1985 0.64
Wangkui County, Heilongjiang 1987 0.38
Jianhua District, Qiqihar, 1985 0.9
Heilongjiang
Xiangtan, Hunan 1983 0.28
1985 0.26
Changchun, Jilin 1986 0.06
Yanji, Jilin 1986 0.95
Dalian, Liaoning 1981 0.07
Manasi County, Xinjiang 1986 0.13
Hangzhou, Zhejiang 1983 0.58
1987 0.57
Xiangshan County, Zhejiang 1985-1989 0.49°
Daishan County, Zhejiang 1981-1982 0.08
1983-1989 0.39°
Fuyang County, Zhejiang 1983-1986 0.52*
Jinhua, Zhejiang 1983-1986 0.34°
Yongkang, Zhejiang 1986-1989 0.37*
Jiande, Zhejiang 1981-1982 0.02*

1983-1989 0.35*
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Cixi, Zhejiang

Jinyun County, Zhejiang

Zhoushan, Zhejiang

Chongging, Sichuan

Average

Median

a

Multiyear average

1982

1983, 1985,
1987

1982
1983-1989
1980-1982
1983-1989
1984

0.02
0.41*

0.05
0.37*
0.047*
0.49*
0.40
0.35
0.35
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TABLE 6
Key Populations as Share of Total Population in Selected Jurisdictions
(1990s)

Jurisdiction Year Share of
population (%)
Beijing 1998 0.53
Tongling, Anhui 1990 0.49
Nan’an District, Chongging 1993 0.82
Qian’an County, Hebei 1997 0.56
Xinye County, Henan 1998 0.51
Inner Mongolia 1999 0.33
Pingjiang County, Hunan 1996 0.18
Leiyang County, Hunan 1992 0.21
1994 0.24
Xinning County, Hunan 1992 0.30
1995 0.44
Huitong County, Hunan 1992 0.38
Tongcheng County, Hubei 1994-1995  0.39
Huangshi, Hubei 1994 0.32
Zaozhuang, Shandong 1996 0.28
Pinglu County, Shanxi 1995 0.98
Qinshui County, Shanxi 1992 0.52
Licheng County, Shanxi 1996 0.41
Anyi County, Jiangxi 1995-1997  0.37*
Ningdu County, Jiangxi 1991-1994  0.32*
Dalian, Liaoning 1990 0.48
Changtu County, Liaoning 1996 0.44
Fujin, Heilongjiang 1994 0.70
1997 1.04
Jianhua District, Qiqihar, Heilongjiang 1995 1.04
Sartu District, Daqing, Heilongjiang 1999 0.3
Zhashui County, Shaanxi 1998 0.34

Shangnan County, Shaanxi 1991 0.57
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Nanzheng District, Hanzhong, Shaanxi 1997 0.32
Longyan County, Fujian 1996 0.33
Yong’an, Fujian 1993 0.63
Hongkou District, Shanghai 1994 0.66
Chongming County, Shanghai 1992 0.32

1994-1995  0.30*
1997-1999  0.25*

Manasi County, Xinjiang 1995 0.15
Tiandong County, Guangxi 1994-1997  0.54*
Laibin, Guangxi 1992 0.44
Xiangzhou County, Guangxi 1992 0.89
Xuzhou, Jiangsu 1997 1.1
Yixing, Jiangsu 1991 0.22
Huaiyin, Jiangsu 1996 0.95
Shuangliu County, Sichuan 1994 0.22
Dazhu County, Sichuan 1993 0.34
1995 0.28
Chenghua District, Chengdu, Sichuan 1991-1998  0.24°
Linjiang, Jilin 1995 0.71
Baoshan, Yunnan 1995 0.21
Hangzhou, Zhejiang 1995 0.40
Cixi, Zhejiang 1994 0.50
Yuyao cty, Zhejiang 1990 0.36
Jinyun, Zhejiang 1990-1991  0.51*
Average 0.47
Median 0.40

a  Multiyear average
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TABLE 7
Key Populations as Share of Total Population in Selected Jurisdictions
(2000s)

Jurisdiction Year Share of
population (%)

Cangnan County, Zhejiang 2001 0.27
Beihai, Guangxi 2000 0.10
Anding County, Hainan 2008 0.10
Zhangye, Gansu 2004 0.40
Xinning County, Hunan 2004 0.27
Qinshui County, Shanxi 2003 0.26
Lingbao, Henan 2000 0.09
Longyan, Fujian 2002 0.33
Dehua County, Fujian 2008 0.26
Hanjiang District, Putian, Fujian 2009 0.15
Wuhu County, Anhui 2003 0.19
Qidong, Jiangsu 2000 0.44
Xinpu District, Lianyungang, Jiangsu 2001 0.59
Tongzhou District, Nantong, Jiangsu 2005 0.42
Guannan County, Jiangsu 2000 0.32
Huai’an, Jiangsu 2000 0.53
Changning County, Sichuan 2009 0.14
Xuzhou District, Yibin, Sichuan 2007 0.14
Tongchuan District, Dazhou, Sichuan 2007 0.11
Santai County, Sichuan 2001 0.26
Chengdu, Sichuan 2006 0.21
Chenghua District, Chengdu, Sichuan 2000— 0.27*

2005

2008 0.25
Jinjiang District, Chengdu, Sichuan 2007- 0.31°

2009
Jimo District, Qingdao, Shandong 2009 0.41

Pingyuan County, Shandong 2008 0.12
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Wendeng District, Weihai, Shandong

Dongying District, Dongying, Shandong
Tai’an, Shandong

Nankang District, Ganzhou, Jiangxi
Yiyang County, Jiangxi

Xinjian County, Jiangxi

Hulan District, Harbin, Heilongjiang

Daxinganling Prefecture, Heilongjiang
Yichun, Heilongjiang
Fujin, Heilongjiang

Sartu District, Daqing, Heilongjiang
Jianhua District, Qiqihar, Heilongjiang
Hinggan League, Inner Mongolia
Jungar Banner, Inner Mongolia
Wubhai, Inner Mongolia

Changji, Xinjiang

Yunnan Province

Daguan County, Yunnan

Luxi County, Yunnan

Weixin County, Yunnan

Luoping County, Yunnan
Simao District, Pu’er, Yunnan
Ludian County, Yunnan
‘Weinan, Shaanxi

Zhashui County, Shaanxi

Xixiang County, Shaanxi

2007
2009
2005
2001
2003
2006
2002

2007—-
2008

2001
2005

2002
2003

2004
2003
2001
2005
2000
2009
2008

2004—
2005

2008
2004
2001
2004
2001
2002
2008
2006

2001—
2002

2002

0.17
0.18
0.07
0.18
0.11
0.15
0.13
0.16

0.12
0.96
0.82

0.24
0.53
0.25
0.13
0.26
0.12
0.23
0.28

0.22
0.21
0.31
0.48
0.29
0.27
0.13
0.25
0.22?

0.43
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Nanzheng District, Hanzhong, Shaanxi 2004 0.37
Yinchuan, Ningxia 2005 0.31

2007 0.35
Longhua District, Shenzhen, Guangdong 2009 0.36
Enping, Guangdong 2006 0.29
Benxi, Liaoning 2001 0.35

2006 0.31
Chaoyang, Liaoning 2003 0.26
Pingquan County, Hebei 2006 0.07
Liuhe County, Jilin 2009 0.24
Average 0.27
Median 0.26

a  Multiyear average
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TABLE 8

Key Populations as Share of Total Population in Selected Jurisdictions

(2010s)
Jurisdictions

Pu’an County, Guizhou

Weng’an County, Guizhou

Qiandongnan Miao and Dong Autonomous
Prefecture, Guizhou

Songtao County, Guizhou

Guiyang, Guizhou

Nanming District, Guiyang, Guizhou
Qingrong County, Guizhou
Tongcheng County, Hubei

Heihe, Heilongjiang

Yuzhong County, Gansu

Jinchuan District, Jinchang, Gansu

Zhengning County, Gansu
Ugturpan County, Xinjiang

Yiwu County, Xinjiang
Hami, Xinjiang

Tacheng, Xinjiang

Dehua County, Fujian
Kangding, Sichuan
Changning County, Sichuan

Year

2016—
2017

2019
2013
2015
2013

2017
2012
2017
2018
2017
2014
2013
2017
2011

2010—-
2011

2013

2010-
2011

2014
2010
2013
2014
2010
2019
2011

Share of
population (%)
0.51°

0.49
0.62
0.90
0.31

0.40
0.18
0.99
1.01
0.61
0.49
0.17
0.19
0.40
0.51°

0.24
0.24*

0.17
0.19
0.10
0.13
0.33
1.17
0.16



Jinjiang District, Chengdu, Sichuan

Youxian District, Mianyang, Sichuan
Mianzhu, Sichuan

Baqiao District, Xi’an, Shaanxi
Urad Rear Banner, Inner Mongolia

Heping District, Tianjin

Kenli District, Dongying, Shandong
Wudi County, Shandong

Juye County, Shandong

Baofeng County, Henan

Yucheng County, Henan

Wuhu, Anhui

Pu’er, Yunnan
Cangnan County, Zhejiang
Average

Median

a  Multiyear average
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2011
2018
2015
2014
2012
2016

2010
2011

2014
2014
2017
2010
2012

2011-
2016

2014
2011

0.22
0.11
0.14
0.23
0.12
0.26
0.14*

0.17
0.21
0.18
0.43
0.27
0.42*

0.02
0.34
0.35
0.24
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TABLE 9
Ratio of Key Individuals (KI) to Key Populations (KP) in Various
Jurisdictions

Jurisdiction Year Number of Number of  KI as share
people in people of KP (%)
KP program designated KI

Anlong County, 2016 1,516 3,815 252

Guizhou

Pu’er, Yunnan 2014 525 877 167

Dehua County, Fujian 2010 1,040 1,373 132

Wuhu County, Anhui 2011 1,138 1,141 100
2012 1,470 1,491 101
2013 1,579 1,819 115
2014 1,584 1,643 104
2015 1,444 2,034 141
2016 1,694 2,217 131

Utra Rear banner, 2016 155 175 113

Inner Mongolia

Qiandongnan Miao 2013 14,539 1,041 7

and DOl’lg Autonomous 2017 19 121 2 008 11

Prefecture, Guizhou

Heihe, Heilongjiang 2013 2,177 2,827 130

Bayan County, 2010 946 749 79

Heilongjiang

Weng’an County, 2013 3,449 4,501 131

Guizhou 2015 4,353 5,858 135

Jinglong County, 2017 2,095 656 31

Guizhou

Lianshui County, 2002 4,322 4,769 110

Jiangsu

Chenghua District, 2005 1,359 1,333 98

Chengdu

Heping District, 2010 407 2,172 534

Tianjin
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Shizhong District, 2015 1,459 9,214 632
Neijiang, Sichuan

Average 155
Median 115

Data Sources
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2013, 44, 109; £ 44 2012, 45, 117; HFEESE 2017, 1, 48; X G4 2017, 53,
176; i S 45 2016, 312, 315; HEEEY 2015, 367-368; i E4HEL 2015, 31, 111; =
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